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Summary

In recent years, several countries in the Asia Pacific region have
begun to amend personal data legislations, establish specialized personal
data protection agencies, and adjust data localization regulations,
referencing the EU’s personal data protection regime. Comparing EU,
UK, Canada, Asia Pacific countries (Hong Kong, Macau, Japan, South
Korea, Singapore, Malaysia, the Philippines, New Zealand, Australia) and
international organizations (ICDPPC and CBPRs under APEC), this study
provides overviews and analyses of the subjects’ respective personal data
regimes as well as their mandates, organizational structures, functions
and data localization regulations. From these, this study then formulates
suggestions on Taiwan’s potential legislative models in establishing a
specialized personal data protection agency, along with advantages,
drawbacks, required corresponding measures and legislative adjustment
suggestions. Suggestions on the role and functions of, and legislative
adjustments for, this specialized agency is also provided in relations to
cross-border transmission of personal data.

The focus of this study is the international practice on specialized
personal data and privacy protection agencies and cross-border
transmission and localization of personal data. By comparing
international legal precedents and legislations, this study presents its
findings, from which stem suggested amendments of Taiwan’s law. On
specialized personal data and privacy protection bodies, Chapter 2
presents the subjects’ organizational requirements (specialization and
independence) for, and mandated functions of, their respective

specialized agencies, and provides suggestions on the conditions required



for Taiwan’s establishment of a specialized agency of its own, as well as
analyses on the legal feasibility and suggested required legislative
adjustments for such an establishment.

On cross-border transmission and localization of personal data,
Chapter 3 presents the subjects’ respective regimes on cross-border
transmission and localization of personal data and argues that Taiwan
should maintain the current legislative model of “conditional cross-border
transmission”. This study suggests that, if Taiwan is to establish a
Personal Data Protection Commission, it may change its model to
“approve/consent by application with permissions given on exceptions”
in terms of international transmission of personal data; if Taiwan is not
able to establish a specialized personal data protection agency, it should
maintain its current “restrict and prohibit on exceptions” model, with
institutionalized criteria with which central agencies responsible for
individual industries may determine the adequacy of the recipient

country’s personal data protection regime.

Keywords: Personal Data and Privacy Protection, Specialized Agency,

Cross-border Transmission, Data Localization
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i% ¥ (The Treaty On The Functioning of The European Union )) %
16 % 27%% g (A ~4F14&F (Charter of Fundamental
Rights of the European Union)) % 8 if % 3352 %pE ¢ A W
Bej M EEWHRE § BT RN RO B
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£idF2 o NP B il > TR (Controller) $3%

EU, the Treaty on the Functioning of the European Union, Article16.2, “The European Parliament
and the Council, acting in accordance with the ordinary legislative procedure, shall lay down the
rules relating to the protection of individuals with regard to the processing of personal data by Union
institutions, bodies, offices and agencies, and by the Member States when carrying out activities
which fall within the scope of Union law, and the rules relating to the free movement of such data.
Compliance with these rules shall be subject to the control of independent authorities”.

EU, Charter of Fundamental Rights of the European Union Article8.3, “Compliance with these rules
shall be subject to control by an independent authority”.

European Court of Justice, Case C-518/07, Commission v Germany, 2010, para23, “The supervisory
authorities provided for in Article 28 of Directive 95/46 are therefore the guardians of those
fundamental rights and freedoms, and their existence in the Member States is considered, as is
stated in the 62nd recital in the preamble to Directive 95/46, as an essential component of the
protection of individuals with regard to the processing of personal data”.

European Court of Justice, Case C-518/07, Commission v Germany, 2010, para30, “...their task
consisting of establishing a fair balance between the protection of the right to private life and the free
movement of personal data”.
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" EU, GDPR, Article51.1, "Each Member State shall provide for one or more independent public

authorities to be responsible for monitoring the application of this Regulation, in order to protect the
fundamental rights and freedoms of natural persons in relation to processing and to facilitate the free

flow of personal data within the Union (‘supervisory authority’)".

8 EU, GDPR, Article51.2, "Each supervisory authority shall contribute to the consistent application of
this Regulation throughout the Union. For that purpose, the supervisory authorities shall cooperate

6
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with each other and the Commission in accordance with Chapter VII".

°® EU, GDPR, Article51.3, "Where more than one supervisory authority is established in a Member
State, that Member State shall designate the supervisory authority which is to represent those
authorities in the Board and shall set out the mechanism to ensure compliance by the other authorities

with the rules relating to the consistency mechanism referred to in Article 63".

10 EU, GDPR, Article52.1, "Each supervisory authority shall act with complete independence in
performing its tasks and exercising its powers in accordance with this Regulation".

11 EU, GDPR, Article52.2, "The member or members of each supervisory authority shall, in the
performance of their tasks and exercise of their powers in accordance with this Regulation, remain
free from external influence, whether direct or indirect, and shall neither seek nor take instructions
from anybody".

12 EU, GDPR, Article52.3, "Member or members of each supervisory authority shall refrain from any
action incompatible with their duties and shall not, during their term of office, engage in any
incompatible occupation, whether gainful or not".

13 EU, GDPR, Article52.4, "Each Member State shall ensure that each supervisory authority is
provided with the human, technical and financial resources, premises and infrastructure necessary
for the effective performance of its tasks and exercise of its powers, including those to be carried out
in the context of mutual assistance, cooperation and participation in the Board".
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14 EU, GDPR, Article52.5, "Each Member State shall ensure that each supervisory authority chooses
and has its own staff which shall be subject to the exclusive direction of the member or members of
the supervisory authority concerned".

15 EU, GDPR, Article52.6, "Each Member State shall ensure that each supervisory authority is subject
to financial control which does not affect its independence and that it has separate, public annual
budgets, which may be part of the overall state or national budget".



ﬁigmﬁm%ﬁgﬁ%ﬁﬁwlwgﬁaﬁﬁl

T {297 a‘ﬁﬁlﬂpj; :r B RRE R R l[&?
NEPFEZELTERAFEZRDER BB 0 bl

P~ e R R FHREFSEP R F 2EE
FTEAENNE U TEB R RS E oo 28 0 2
BT AR RE F RS PRE S bl TR IR R
Vit TR E oA YA AR 2R
@ﬁm%4$ﬁ@ﬁﬁj

B TR B R ML a g g b kb e
FTBTRETRBMZ G A fr DM a4
A eF AT BN LR NS P

AL ETELEUEFPM LI LA T2 2l

If‘iJO

)

3

l—z"’ %\.»5] e 3

ML AFTRLAAD L ERE AR
R G b (FRE  AERMG T ¥R L w R
Privacy Shield & 3B 4R 8# | 2 = ;2|87 & & ¥ 2
FEMARE £ AR BEREERLI B AW
PREEEE A ) kEgE AT 2L ph e
B2 F oV RmE T TER WML et g
3 R PRI AT

(1) # ERS EHEM (F L) 2 nfibs dh:

16 ( Transfers of personal data to third countries : Applying Articles 25 and 26 of the EU data protection
directive) , WP12, 1998.
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{Opinion 4/2002 on the level of protection of personal data in Argentina) ,WP63, 2002, p14, “The
Director shall exercise his functions with full independence and he shall not be subject to
instructions”.

{Opinion 5/2003 on the level of protection of personal data in Guernsey ) > WP79, 2003, p8, “The
Commissioner is fully independent, as stated in Article 6.4 of the Law: The Commissioner is not a
servant or agent of the States, but is a holder of public office and is under a duty to discharge the
functions of that office with complete fairness impartiality and independence”.

{Opinion 8/2007 on the level of protection of personal data in Jersey) , WP141, 2007, p10, “It has
the legal status of a ‘corporation sole’, making it an agency which is both independent of
government and possesses a legal status which will continue in the event of the person holding the
office ceasing to do so”.

{Opinion 9/2007 on the level of protection of personal data in the Faroe Islands ), WP142, 2007, p10,
“The Data Protection Agency, consisting of a Board and a Secretariat, is responsible for the
supervision of all processing operations covered by this Act, and shall act with complete
independence in executing the functions entrusted to it”.

{ The application of Commission Decision 2000/518/EC of 26 July 2000 pursuant to Directive
95/46/EC of the European Parliament and of the Council on the adequate protection of personal data
provided in Switzerland) , 2004, p5, “The SFADP also provides for appropriate institutional
mechanisms, such as an independent supervisory authority with appropriate powers”.

{ The application of Commission Decision 2002/2/EC of 20 December 2001 pursuant to Directive
95/46/EC of the European Parliament and of the Council on the adequate protection of personal data
provided by the Canadian Personal Information Protection and Electronic Documentation Act) ,
2006, p6, “Canadian legislation provides for appropriate institutional mechanisms, such as an
independent supervisory authority with appropriate powers and appropriate recourse before the
courts in case of violations of privacy. The Privacy Commissioner of Canada acts as an independent
ombudsman and reports directly to the Parliament, not to the government in power”.

{Opinion 7/2009 on the level of protection of personal data in the Principality of Andorray, WP166,
2009, p11, “an independent authority that acts with objectivity and full independence of the
Andorran public administrations in the exercise of its functions and is related to the Government via
the Ministry responsible for the Economy”.

{Opinion 6/2010 on the level of protection of personal data in the Eastern Republic of Uruguay) ,
WP177, 2010, p15-16, “The LPDP, by virtue of Article 31, created the control authority for data
protection, called the "Unit for the Regulation and Control of Personal Data" (URCDP in Spanish)
which is an "autonomous entity of the Agency for the Development of Electronic Government and
the Knowledge-Based Society (AGESIC in Spanish)...the LPDP expressly states that the members
of the Executive Council "shall not receive orders nor instructions on technical matters"”.

{Opinion 11/2011 on the level of protection of personal data in New Zealand ) , WP182, 2011, p13,
“Section 13(1A) of the Privacy Act provides that the Commissioner must act independently in
performing his or her statutory functions and duties and in exercising his or her statutory powers”.

10
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27 {Opinion 4/2002 on the level of protection of personal data in Argentina) ,WP63, 2002, p14, “The

Working Party considers that this situation does not guarantee that the authority may act in complete

independence”.

Commlssmner—’ﬂ*“*\[&]% - Ep R EREAT A TERAFIZER (R8T F

LIES ) - AT Y N A ri Rz e

2 <<Opini0n 8/2007 on the level of protection of personal data in Jersey) , WP141, 2007, p10, “Insofar
as the Commissioner is appointed by the States, which is the parliament, and can only be dismissed
by the States there is no doubt on the ability of the Commissioner to perform her duties in complete
independence”.

28
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30 {Opinion 9/2007 on the level of protection of personal data in the Faroe Islands ), WP142, 2007, p10,
“The members of the Board are appointed by the Minister of Justice for a term of 4 years. As a
general rule, the members of the Board cannot be dismissed”.

81 {Opinion 6/2009 on the level of protection of personal data in Israel) , WP165, 2009, p15, “The

functions of Head of ILITA may be terminated only in special circumstances by a special Civil

Service Commission committee headed by a former judge...... any decision to terminate the Head of

ILITA would be subject to judicial review in which reasonable grounds would have to be shown”.

{Opinion 7/2009 on the level of protection of personal data in the Principality of Andorra), WP166,

2009, p11, “the rules contained in the LQPDP and in the Regulations of the APDA show the

independence of the latter both with regard to the appointment and dismissal of its Director and the

two Inspectors that comprise it and with regard to its budgetary independence, given that both the
appointment and dismissal of the said persons and the budget of the Agency are approved by the
legislative Power (Consell General), requiring in the first two cases a specially qualified majority”.

32
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33 {Opinion 6/2010 on the level of protection of personal data in the Eastern Republic of Uruguay) ,

WP177, 2010, pl16, “EXxcept for the Executive Director of AGESIC, members shall
remain in office for four years”.

{Opinion 6/2010 on the level of protection of personal data in the Eastern Republic of Uruguay) ,
WP177, 2010, p16, “the regulation established in the DPDP strengthens the role of the two members
of the Executive Council other than the Executive Director of AGESIC, with the latter's role being
reduced and guaranteeing greater independence for the control body”.

{Opinion 6/2010 on the level of protection of personal data in the Eastern Republic of Uruguay) ,
WP177, 2010, p16, “the Working Party accepts that the independence of the control body has been
shown in practice as there has been no alteration whatsoever in its activity as a consequence of the
change of government that took place in Uruguay in 2009”.
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36

37

{Opinion 4/2002 on the level of protection of personal data in Argentina) ,WP63, 2002, p14, “His
decisions can be appealed through the courts, according to the general rules on administrative
procedures”.

{Opinion 7/2009 on the level of protection of personal data in the Principality of Andorray, WP166,
2009, p11, “it takes into consideration in order to appreciate this independence that the resolutions
of the APDA may only be appealed against before the courts”.

38 (Opinion 9/2007 on the level of protection of personal data in the Faroe Islands ), WP142, 2007, p10,

39

“The DPA is funded from the Faroese budget, which is decided by the Faroese Parliament. The DPA
is attached to the budget which is allowed by the Parliament to the Minister of Justice”.

{Opinion 7/2009 on the level of protection of personal data in the Principality of Andorra), WP166,
2009, p11, “the rules contained in the LQPDP and in the Regulations of the APDA show the
independence of the latter both with regard to the appointment and dismissal of its Director and the
two Inspectors that comprise it and with regard to its budgetary independence, given that both the
appointment and dismissal of the said persons and the budget of the Agency are approved by the
legislative Power (Consell General), requiring in the first two cases a specially qualified majority”.
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40 ( Opinion 6/2009 on the level of protection of personal data in Israel) , WP165, 2009, p15, «...... the
funds resulting from the collection of fees for the registration of databases directly revert to ILITA
as the supervisory authority for the development of the functions which have been attributed to it by
Law”.
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41

42

43

44

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, paral5, «...‘with
complete independence’ must be interpreted as meaning that a supervising authority must be
free from any influence, whether that influence is exercised by other authorities or outside the
administration”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, paral6, “...the State
scrutiny exercised in the German Ldnder does not constitute such an external influence, but
rather the administration’s internal monitoring mechanism”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, paral7, «...the wording
itself of that provision and the aims and scheme of Directive 95/46 should be taken into
account”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, paral8, “In relation to a
public body, the term ‘independence’ normally means a status which ensures that the body
concerned can act completely freely, without taking any instructions or being put under any
pressure”.
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European Court of Justice, Case C-518/07, Commission v. Germany, 2010, paral8, “...the concept
of ‘independence’ is complemented by the adjective ‘complete’, which implies a
decision-making power independent of any direct or indirect external influence on the
supervisory authority”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para25, “The guarantee
of the independence of national supervisory authorities is intended to ensure the effectiveness
and reliability of the supervision of compliance with the provisions on protection of individuals
with regard to the processing of personal data”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para25, “...in order to
strengthen the protection of individuals and bodies affected by their decisions. It follows that, when
carrying out their duties, the supervisory authorities must act objectively and impartially”.
European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para25, “For that
purpose, they must remain free from any external influence, including the direct or indirect
influence of the State or the Lédnder”.
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49 European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para25, «...the scheme
of Directive 95/46, the latter must be understood as the equivalent of Article 286 EC and
Regulation No 45/2001”.

%0 European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para27, “In accordance
with Article 44(1) of Regulation No 45/2001, that body is to perform its duties in complete
independence. Article 44(2) thereof clarifies that concept of independence by adding that, in the
performance of its duties, the EDPS may neither seek nor take instructions from anybody”.

51 European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para28, “In view of the
fact that Article 44 of Regulation No 45/2001 and Article 28 of Directive 95/46 are based on
the same general concept, those two provisions should be interpreted homogeneously, so that
not only the independence of the EDPS, but also that of the national authorities, involve the
lack of any instructions relating to the performance of their duties”.
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52

53

54

55

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para30, “IIn the light of
the foregoing, the second subparagraph of Article 28(1) of Directive 95/46 is to be interpreted
as meaning that the supervisory authorities responsible for supervising the processing of
personal data outside the public sector must enjoy an independence allowing them to perform
their duties free from external influence. That independence precludes not only any influence
exercised by the supervised bodies, but also any directions or any other external influence,
whether direct or indirect, which could call into question the performance by those authorities
of their task”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para32, “It should be
noted that the State scrutiny, whatever form it takes, in principle allows the government of the
respective Land or an administrative body subject to that government to influence, directly or
indirectly, the decisions of the supervisory authorities or, as the case may be, to cancel and
replace those decisions”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para34, “...the
possibility remains that the scrutinising authorities, which are part of the general administration
and therefore under the control of the government of their respective Land, are not able to act
objectively when they interpret and apply the provisions relating to the processing of personal
data”.

European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para36, «...there could
be ‘prior compliance’ on the part of those authorities in the light of the scrutinising authority’s
decision-making practice”.
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% European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para36, “...it is
necessary that their decisions, and therefore the authorities themselves, remain above any
suspicion of partiality”.

57 European Court of Justice, Case C-518/07, Commission v. Germany, 2010, para36, «...the mere risk
that the scrutinising authorities could exercise a political influence over the decisions of the
supervisory authorities is enough to hinder the latter authorities’ independent performance of
their tasks”.
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59
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61

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para25, “...the managing
member of the DSK must always be an official of the Federal Chancellery. All day-to-day business
of the DSK is thus de facto managed by a federal official, who remains bound by the instructions
issued by his employer and is subject to supervision within the terms of Paragraph 45(1) of the BDG
1979”.
European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para26, “...the DSK is
structurally integrated with the departments of the Federal Chancellery. As a result of that
integration, they contend, the DSK is not independent in either organic or substantive terms. All
DSK staff members are, as is apparent from Paragraph 38(2) of the DSG 2000 and from Article 7(1)
of the internal rules, under the authority of the Federal Chancellery and are thus subject to its
supervision”.
European Court of Justice, Case C-614/10, Commission v. Austria, 2012, paral3, “Paragraph 38(2)
of the DSG 2000 provides: ‘In support of the work of the [DSK], the Federal Chancellor shall
establish an office and shall make available the necessary equipment and staff. The Federal
Chancellor shall have the right to be informed at all times by the chairman and the managing
member of all aspects of the work of the [DSK].””.
European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para30, “According to the
Republic of Austria, the second subparagraph of Article 28(1) of Directive 95/46 relates to
functional independence. The DSK has such independence since, in accordance with Paragraph 37(1)
of the DSG 2000, its members are independent and are not bound by instructions of any kind in the
performance of their duties”.
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European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para32, “...the DSK can
itself freely decide whom to appoint as its managing member by amending, on an autonomous basis,
its internal rules”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para33, “...all bodies of
the federal public administration come, from the point of view of budgetary law, under a ministerial
department. It is for the Government, in conjunction with the Parliament, to ensure that the various
executive bodies have adequate equipment and staft”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para33, “...The fact that
the staff of the office are, in legal terms, attached to the Federal Chancellery, both in terms of
hierarchy and remuneration, does not affect their independence”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para34, “...as regards the
‘right to information’ of the Federal Chancellor, the Republic of Austria notes that that right seeks to
ensure a certain democratic link between the autonomous bodies and the Parliament. The right to
information provides no scope for the exercise of influence over the DSK’s functioning”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para42, “...such functional
independence is not by itself sufficient to protect that supervisory authority from all external
influence”.
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European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para48, “...it is common
ground that there is a service-related link between the managing member and that federal authority
which allows the activities of the managing member to be supervised by his hierarchical superior”.
European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para50, “...the fact
remains that Paragraph 45(1) of the BDG 1979 confers on the hierarchical superior a power of
supervision that is liable to hinder the DSK’s operational independence”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para51, ““...could lead to a
form of ‘prior compliance’ on the part of the managing member”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para52, “...by reason of
the links that the managing member of the DSK has with the political body, which is subject to the
supervision of the DSK, the latter is not above all suspicion of partiality”.

EU, Regulation No 45/2001, Article43.3, “The European Data Protection Supervisor's budget shall
be shown in a separate budget heading in Section VIII of the general budget of the European
Union”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para58, “...the DSK need
not be given a separate budget, such as that provided for in Article 43(3) in Regulation No 45/2001
for the EDPS, in order to be able to satisfy the criterion of independence”.
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3 European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para61, “...The fact that
the office is composed of officials of the Federal Chancellery, which is itself subject to supervision
by the DSK, carries a risk of influence over the decisions of the DSK”.

European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para63, “Such a right to
information is also liable to subject the DSK to indirect influence from the Federal Chancellor”.
European Court of Justice, Case C-614/10, Commission v. Austria, 2012, para63, “...the right to
information set out in Article 20(2) of the BVG and Paragraph 38(2) of the DSG 2000 precludes the
DSK from being capable of being regarded as operating, in all circumstances, above all suspicion of
partiality”.
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6 European Court of Justice, Case C-288/12, Commission v. Hungary, 2014, para38, “However, once

7

78

that term has been set, the Member State must respect it and cannot compel the office to be vacated
before the expiry of that term, except for overriding and objectively verifiable reasons”.

European Court of Justice, Case C-288/12, Commission v. Hungary, 2014, para39, “Hungary has not
established that the Supervisor had waived the right to serve his full term of office and refused to
manage the Authority”.

European Court of Justice, Case C-288/12, Commission v. Hungary, 2014, para41, “Hungary has
doubts as to whether the requirement of independence set out in Article 28 of Directive 95/46
extends to the decision of a Member State on the form, or a change in the form, that the supervisory
authority is to take”.
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If it were

permissible for every Member State to compel a supervisory authority to vacate office before

serving its full term, in contravention of the rule

s and safeguards established in that regard by the

legislation applicable, the threat of such premature termination to which that authority would be

exposed throughout its term of office could lead

it to enter into a form of prior compliance with the

political authority, which is incompatible with the requirement of independence”.

European Court of Justice, Case C-288/12, Com

mission v. Hungary, 2014, para60, “It is true that

Member States are free to adopt or amend the institutional model that they consider to be the most
appropriate for their supervisory authorities. In doing so, however, they must ensure that the
independence of the supervisory authority under the second subparagraph of Article 28(1) of

Directive 95/46 is not compromised, which enta

ils the obligation to allow that authority to serve its
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EU, GDPR, Article53.1, "Member States shall provide for each member of their supervisory
authorities to be appointed by means of a transparent procedure by: — their parliament; — their
government; — their head of State; or — an independent body entrusted with the appointment under
Member State law".

EU, GDPR, Article53.2, "Each member shall have the qualifications, experience and skills, in
particular in the area of the protection of personal data, required to perform its duties and exercise
its powers".

EU, GDPR, Article53.3, "The duties of a member shall end in the event of the expiry of the term of
office, resignation or compulsory retirement, in accordance with the law of the Member State
concerned".

EU, GDPR, Article53.4, "A member shall be dismissed only in cases of serious misconduct or if the
member no longer fulfils the conditions required for the performance of the duties".

EU, GDPR, Article54.1, "Each Member State shall provide by law for all of the following: (a) the
establishment of each supervisory authority; (b) the qualifications and eligibility conditions required
to be appointed as member of each supervisory authority; (c) the rules and procedures for the
appointment of the member or members of each supervisory authority; (d) the duration of the term
of the member or members of each supervisory authority of no less than four years, except for the
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first appointment after 24 May 2016, part of which may take place for a shorter period where that is
necessary to protect the independence of the supervisory authority by means of a staggered
appointment procedure; (¢) whether and, if so, for how many terms the member or members of each
supervisory authority is eligible for reappointment; (f) the conditions governing the obligations of
the member or members and staft of each supervisory authority, prohibitions on actions, occupations
and benefits incompatible therewith during and after the term of office and rules governing the
cessation of employment".

8 EU, GDPR, Article54.2, "The member or members and the staff of each supervisory authority shall,
in accordance with Union or Member State law, be subject to a duty of professional secrecy both
during and after their term of office, with regard to any confidential information which has come to
their knowledge in the course of the performance of their tasks or exercise of their powers. During
their term of office, that duty of professional secrecy shall in particular apply to reporting by natural
persons of infringements of this Regulation".
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8 EU, GDPR, Article55.1, "Each supervisory authority shall be competent for the performance of the

tasks assigned to and the exercise of the powers conferred on it in accordance with this Regulation

on the territory of its own Member State".

EU, GDPR, Article55.3, "Supervisory authorities shall not be competent to supervise processing

operations of courts acting in their judicial capacity".

8 EU, GDPR, Article56.1, "Without prejudice to Article 55, the supervisory authority of the main
establishment or of the single establishment of the controller or processor shall be competent to act
as lead supervisory authority for the cross-border processing carried out by that controller or
processor in accordance with the procedure provided in Article 60".

% EU, GDPR, Article56.6, "The lead supervisory authority shall be the sole interlocutor of the

controller or processor for the cross-border processing carried out by that controller or processor".

EU, GDPR, Article56.2, "By derogation from paragraph 1, each supervisory authority shall be

competent to handle a complaint lodged with it or a possible infringement of this Regulation, if the

subject matter relates only to an establishment in its Member State or substantially affects data
subjects only in its Member State".
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92

93

94

95

EU, GDPR, Article56.3, "In the cases referred to in paragraph 2 of this Article, the supervisory
authority shall inform the lead supervisory authority without delay on that matter. Within a period of
three weeks after being informed the lead supervisory authority shall decide whether or not it will
handle the case in accordance with the procedure provided in Article 60, taking into account
whether or not there is an establishment of the controller or processor in the Member State of which
the supervisory authority informed it".

EU, GDPR, Article56.4, "Where the lead supervisory authority decides to handle the case, the
procedure provided in Article 60 shall apply. The supervisory authority which informed the lead
supervisory authority may submit to the lead supervisory authority a draft for a decision. The lead
supervisory authority shall take utmost account of that draft when preparing the draft decision
referred to in Article 60(3)".

EU, GDPR, Article56.5, "Where the lead supervisory authority decides not to handle the case, the
supervisory authority which informed the lead supervisory authority shall handle it according to
Articles 61 and 62".

EU, GDPR, Article57.1, "Without prejudice to other tasks set out under this Regulation, each
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supervisory authority shall on its territory:(a)monitor and enforce the application of this Regulation;
(b)promote public awareness and understanding of the risks, rules, safeguards and rights in relation
to processing. Activities addressed specifically to children shall receive specific attention; (c)advise,
in accordance with Member State law, the national parliament, the government, and other
institutions and bodies on legislative and administrative measures relating to the protection of
natural persons' rights and freedoms with regard to processing; (d)promote the awareness of
controllers and processors of their obligations under this Regulation; (e)upon request, provide
information to any data subject concerning the exercise of their rights under this Regulation and, if
appropriate, cooperate with the supervisory authorities in other Member States to that end; (f)handle
complaints lodged by a data subject, or by a body, organisation or association in accordance with
Article 80, and investigate, to the extent appropriate, the subject matter of the complaint and inform
the complainant of the progress and the outcome of the investigation within a reasonable period, in
particular if further investigation or coordination with another supervisory authority is necessary;
(g)cooperate with, including sharing information and provide mutual assistance to, other
supervisory authorities with a view to ensuring the consistency of application and enforcement of
this Regulation; (h)conduct investigations on the application of this Regulation, including on the
basis of information received from another supervisory authority or other public authority;
(i)monitor relevant developments, insofar as they have an impact on the protection of personal data,
in particular the development of information and communication technologies and commercial
practices; (j)monitor relevant developments, insofar as they have an impact on the protection of
personal data, in particular the development of information and communication technologies and
commercial practices; (k)establish and maintain a list in relation to the requirement for data
protection impact assessment pursuant to Article 35(4); (I)give advice on the processing operations
referred to in Article 36(2); (m)encourage the drawing up of codes of conduct pursuant to Article
40(1) and provide an opinion and approve such codes of conduct which provide sufficient
safeguards, pursuant to Article 40(5); (n)encourage the establishment of data protection certification
mechanisms and of data protection seals and marks pursuant to Article 42(1), and approve the
criteria of certification pursuant to Article 42(5); (o)where applicable, carry out a periodic review of
certifications issued in accordance with Article 42(7); (p)draft and publish the criteria for
accreditation of a body for monitoring codes of conduct pursuant to Article 41 and of a certification
body pursuant to Article 43; (q)conduct the accreditation of a body for monitoring codes of conduct
pursuant to Article 41 and of a certification body pursuant to Article 43; (r)authorise contractual
clauses and provisions referred to in Article 46(3); (s)approve binding corporate rules pursuant to
Article 47; (t)contribute to the activities of the Board; (u)keep internal records of infringements of
this Regulation and of measures taken in accordance with Article 58(2); and (v)fulfil any other tasks
related to the protection of personal data".
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% EU, GDPR, Article57.2, "Each supervisory authority shall facilitate the submission of complaints
referred to in point (f) of paragraph 1 by measures such as a complaint submission form which can
also be completed electronically, without excluding other means of communication".
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9 EU, GDPR, Article58.4, "The exercise of the powers conferred on the supervisory authority
pursuant to this Article shall be subject to appropriate safeguards, including effective judicial
remedy and due process, set out in Union and Member State law in accordance with the Charter".

% EU, GDPR, Article58.5, "Each Member State shall provide by law that its supervisory authority
shall have the power to bring infringements of this Regulation to the attention of the judicial
authorities and where appropriate, to commence or engage otherwise in legal proceedings, in order
to enforce the provisions of this Regulation".

% EU, GDPR, Article58.6, "Each Member State may provide by law that its supervisory authority shall
have additional powers to those referred to in paragraphs 1, 2 and 3. The exercise of those powers
shall not impair the effective operation of Chapter VII".

10 EU, GDPR, Article58.1, "Each supervisory authority shall have all of the following investigative
powers: (a) to order the controller and the processor, and, where applicable, the controller's or the
processor's representative to provide any information it requires for the performance of its tasks; (b)
to carry out investigations in the form of data protection audits; (c) to carry out a review on
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certifications issued pursuant to Article 42(7); (d) to notify the controller or the processor of an
alleged infringement of this Regulation; (e) to obtain, from the controller and the processor, access
to all personal data and to all information necessary for the performance of its tasks; (f) to obtain
access to any premises of the controller and the processor, including to any data processing
equipment and means, in accordance with Union or Member State procedural law".

101 EU, GDPR, Article58.2, "Each supervisory authority shall have all of the following corrective
powers: (a) to issue warnings to a controller or processor that intended processing operations are
likely to infringe provisions of this Regulation; (b) to issue reprimands to a controller or a processor
where processing operations have infringed provisions of this Regulation; (¢) to order the controller
or the processor to comply with the data subject's requests to exercise his or her rights pursuant to
this Regulation; (d) to order the controller or processor to bring processing operations into
compliance with the provisions of this Regulation, where appropriate, in a specified manner and
within a specified period; (e) to order the controller to communicate a personal data breach to the
data subject; (f) to impose a temporary or definitive limitation including a ban on processing; (g) to
order the rectification or erasure of personal data or restriction of processing pursuant to Articles 16,
17 and 18 and the notification of such actions to recipients to whom the personal data have been
disclosed pursuant to Article 17(2) and Article 19; (h) to withdraw a certification or to order the
certification body to withdraw a certification issued pursuant to Articles 42 and 43, or to order the
certification body not to issue certification if the requirements for the certification are not or are no
longer met; (i) to impose an administrative fine pursuant to Article 83, in addition to, or instead of
measures referred to in this paragraph, depending on the circumstances of each individual case; (j)
to order the suspension of data flows to a recipient in a third country or to an international
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192 EU, GDPR, Article58.3, "Each supervisory authority shall have all of the following authorisation
and advisory powers: (a) to advise the controller in accordance with the prior consultation procedure
referred to in Article 36; (b) to issue, on its own initiative or on request, opinions to the national
parliament, the Member State government or, in accordance with Member State law, to other
institutions and bodies as well as to the public on any issue related to the protection of personal data;
(c) to authorise processing referred to in Article 36(5), if the law of the Member State requires such
prior authorisation; (d) to issue an opinion and approve draft codes of conduct pursuant to Article
40(5); (e) to accredit certification bodies pursuant to Article 43; (f) to issue certifications and
approve criteria of certification in accordance with Article 42(5); (g) to adopt standard data
protection clauses referred to in Article 28(8) and in point (d) of Article 46(2); (h) to authorise
contractual clauses referred to in point (a) of Article 46(3); (i) to authorise administrative
arrangements referred to in point (b) of Article 46(3); (j) to approve binding corporate rules pursuant
to Article 47".
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103 EU, GDPR, Article59, "Each supervisory authority shall draw up an annual report on its activities,
which may include a list of types of infringement notified and types of measures taken in
accordance with Article 58(2). Those reports shall be transmitted to the national parliament, the
government and other authorities as designated by Member State law. They shall be made available

to the public, to the Commission and to the Board".
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104 UK, Data Protection Act, Section 6(1), "For the purposes of this Act and of the Freedom of
Information Act 2000 there shall be an officer known as the Information Commissioner (in this Act
referred to as “the Commissioner™)".

105 UK, Data Protection Act, Section 6(2), "The Commissioner shall be appointed by Her Majesty by
Letters Patent".

106 UK, Data Protection Act, Section 6(7), "Schedule 5 has effect in relation to the Commissioner

1071, https://ico.org.uk/about-the-ico/who-we-are/relationship-with-the-dems/ » # & ¥|3* p 4 106 &
7%3p -
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108 UK, Data Protection Act, Schedule5, Paragraph1(2), "The Commissioner and his officers and staff
are not to be regarded as servants or agents of the Crown".

109 UK, Data Protection Act, Schedule5, Paragraph2(3B), "No recommendation may be made to Her
Majesty for the appointment of a person as the Commissioner unless the person concerned has been
selected on merit on the basis of fair and open competition".

110 UK, Data Protection Act, Schedule5, Paragraph2(1), "Subject to the provisions of this paragraph,
the Commissioner shall hold office for such term not exceeding seven years as may be determined
at the time of his appointment".
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111 UK, Data Protection Act, Schedule5, Paragraph2(3C), "A person appointed as the Commissioner
may not be appointed again for a further term of office".

112 UK, Data Protection Act, Schedule5, Paragraph2(2), "The Commissioner may be relieved of his
office by Her Majesty at his own request".

113 UK, Data Protection Act, Schedule5, Paragraph2(3), "The Commissioner may be removed from
office by Her Majesty in pursuance of an Address from both Houses of Parliament".

114 UK, Data Protection Act, Schedule5, Paragraph2(3A), "No motion is to be made in either House of
Parliament for such an Address unless a Minister of the Crown has presented a report to that House
stating that the Minister is satisfied that one or more of the following grounds is made out".

115 UK, Data Protection Act, Schedule5, Paragraph2(3A)(a), "the Commissioner has failed to discharge
the functions of the office for a continuous period of at least 3 months".

116 UK, Data Protection Act, Schedule5, Paragraph2(3A)(b), "the Commissioner has failed to comply
with the terms of appointment".

U7 UK, Data Protection Act, Schedule5, Paragraph2(3A)(c), "the Commissioner has been convicted of
a criminal offence".

118 UK, Data Protection Act, Schedule5, Paragraph2(3A)(d), "the Commissioner is an undischarged
bankrupt or the Commissioner's estate has been sequestrated in Scotland and the Commissioner has
not been discharged".

119 UK, Data Protection Act, Schedule5, Paragraph2(3A)(e), "the Commissioner has made an
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arrangement or composition contract with, or has granted a trust deed for, the Commissioner's
creditors".

120 UK, Data Protection Act, Schedule5, Paragraph2(3A)(f), "the Commissioner is otherwise unfit to
hold the office or unable to carry out its functions".

121 UK, Data Protection Act, Schedule5, Paragraph3(1), "There shall be paid—(a)to the Commissioner
such salary, and(b)to or in respect of theCommissioner such pension,as may be specified by a
resolution of the House of Commons".

122 UK, Data Protection Act, Schedule5, Paragraph3(5), "Any salary or pension payable under this
paragraph shall be charged on and issued out of the Consolidated Fund".

128 UK, Data Protection Act, Schedule5, Paragraph3(2)(a), "specify the salary or pension".

124 UK, Data Protection Act, Schedule5, Paragraph3(2)(b), "provide that the salary or pension is to be
the same as, or calculated on the same basis as, that payable to, or to or in respect of, a person
employed in a specified office under, or in a specified capacity in the service of, the Crown, or".

125 UK, Data Protection Act, Schedule5, Paragraph3(2)(c), "specify the salary or pension and provide
for it to be increased by reference to such variables as may be specified in the resolution".

126 UK, Data Protection Act, Schedule5, Paragraph3(3), "A resolution for the purposes of this
paragraph may take effect from the date on which it is passed or from any earlier or later date
specified in the resolution".
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127 UK, Data Protection Act, Schedule5, Paragraph3(4), "A resolution for the purposes of this
paragraph may make different provision in relation to the pension payable to or in respect of
different holders of the office of Commissioner".

128 UK, Data Protection Act, Schedule5, Paragraph4(1)(a), "shall appoint a deputy commissioner or
two deputy commissioners".

129 UK, Data Protection Act, Schedule5, Paragraph4(1A), "The Commissioner shall, when appointing
any second deputy commissioner, specify which of the Commissioner’s functions are to be
performed, in the circumstances referred to in paragraph 5(1), by each of the deputy
commissioners".

130 UK, Data Protection Act, Schedule5, Paragraph4(1)(b), "may appoint such number of other officers
and staff as he may determine".

181 UK, Data Protection Act, Schedule5, Paragraph4(2), "The remuneration and other conditions of
service of the persons appointed under this paragraph shall be determined by the Commissioner".

182 UK, Data Protection Act, Schedule5, Paragraph5(1), "The deputy commissioner or deputy
commissioners shall perform the functions conferred by this Act or the Freedom of Information Act
2000 on the Commissioner during any vacancy in that office or at any time when the Commissioner
is for any reason unable to act".

133 UK, Data Protection Act, Schedule5, Paragraph5(2), "Without prejudice to sub-paragraph (1), any
functions of the Commissioner under this Act or the Freedom of Information Act 2000 may, to the
extent authorised by him, be performed by any of his officers or staff".
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134 UK, Data Protection Act, Schedule5, Paragraph4(4A), "In making appointments under this

paragraph, the Commissioner must have regard to the principle of selection on merit on the basis of
fair and open competition".

185 UK, Data Protection Act, Schedule5, Paragraph9,"(1)All fees and other sums received by the
Commissioner in the exercise of his functions under this Act under section 159 of the Consumer
Credit Act 1974 or under the Freedom of Information Act 2000shall be paid by him to the Secretary
of State.(2)Sub-paragraph (1) shall not apply where the Secretary of State , with the consent of the
Treasury, otherwise directs.(3)Any sums received by the Secretary of Stateunder sub-paragraph (1)
shall be paid into the Consolidated Fund".

136 UK, Data Protection Act, Schedule5, Paragraph10(1)(a), "to keep proper accounts and other records

in relation to the accounts".

UK, Data Protection Act, Schedule5, Paragraph10(3), "In this paragraph “financial year” means a

period of twelve months beginning with 1st April".

138 UK, Data Protection Act, Schedule5, Paragraph10(1)(b), "to prepare in respect of each financial
year a statement of account in such form as the Secretary of State may direct".

139 UK, Data Protection Act, Schedule5, Paragraph10(1)(c), "to send copies of that statement to the
Comptroller and Auditor General on or before 31st August next following the end of the year to
which the statement relates or on or before such earlier date after the end of that year as the Treasury
may direct".

140 UK, Data Protection Act, Schedule5, Paragraph10(2), "The Comptroller and Auditor General shall
examine and certify any statement sent to him under this paragraph and lay copies of it together

137
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with his report thereon before each House of Parliament".
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141 UK, Data Protection Act, Section40(2), "In deciding whether to serve an enforcement notice, the
Commissioner shall consider whether the contravention has caused or is likely to cause any person
damage or distress".

142 UK, Data Protection Act, Section40(1), "If the Commissioner is satisfied that a data controller has
contravened or is contravening any of the data protection principles, the Commissioner may serve
him with a notice (in this Act referred to as “an enforcement notice”) requiring him, for complying
with the principle or principles in question, to do either or both of the following—(a)to take within
such time as may be specified in the notice, or to refrain from taking after such time as may be so
specified, such steps as are so specified, or(b)to refrain from processing any personal data, or any
personal data of a description specified in the notice, or to refrain from processing them for a
purpose so specified or in a manner so specified, after such time as may be so specified".

143 UK, Data Protection Act, Section40(6), "An enforcement notice must contain—(a)a statement of
the data protection principle or principles which the Commissioner is satisfied have been or are
being contravened and his reasons for reaching that conclusion, and(b)particulars of the rights of
appeal conferred by section 48".

144 UK, Data Protection Act, Section40(3), "An enforcement notice in respect of a contravention of the
fourth data protection principle which requires the data controller to rectify, block, erase or destroy
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any inaccurate data may also require the data controller to rectify, block, erase or destroy any other
data held by him and containing an expression of opinion which appears to the Commissioner to be
based on the inaccurate data".

145 UK, Data Protection Act, Section40(7), "Subject to subsection (8), an enforcement notice must not
require any of the provisionsof the notice to be complied with before the end of the period within
which an appealcan be brought against the notice and, if such an appeal is brought, the notice need
notbe complied with pending the determination or withdrawal of the appeal".

146 UK, Data Protection Act, Section40(8), "If by reason of special circumstances the Commissioner

considers that an enforcementnotice should be complied with as a matter of urgency he may include
in the noticea statement to that effect and a statement of his reasons for reaching that conclusion;and
in that event subsection (7) shall not apply but the notice must not require theprovisions of the
notice to be complied with before the end of the period of seven daysbeginning with the day on
which the notice is served".

UK, Data Protection Act, Section41, " (1)If the Commissioner considers that all or any of the
provisions of an enforcement notice need not be complied with in order to ensure compliance with
the data protection principle or principles to which it relates, he may cancel or vary the notice by
written notice to the person on whom it was served.(2)A person on whom an enforcement notice has
been served may, at any time after the expiry of the period during which an appeal can be brought
against that notice, apply in writing to the Commissioner for the cancellation or variation of that
notice on the ground that, by reason of a change of circumstances, all or any of the provisions of
that notice need not be complied with in order to ensure compliance with the data protection
principle or principles to which that notice relates".

147
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UK, Data Protection Act, Section41A(2), " A data controller is within this subsection if the data
controller is—(a)a government department,(b)a public authority designated for the purposes of this
section by an order made by the Secretary of State, or(c)a person of a description designated for the
purposes of this section by such an order".

UK, Data Protection Act, Section41A(1), "The Commissioner may serve a data controller within
subsection (2) with a notice (in this Act referred to as an “assessment notice”) for the purpose of
enabling the Commissioner to determine whether the data controller has complied or is complying
with the data protection principles".

UK, Data Protection Act, Section41A(8), "Where a public authority has been designated by an
order under subsection (2)(b) the Secretary of State must reconsider, at intervals of no greater than 5
years, whether it continues to be appropriate for the authority to be designated".

UK, Data Protection Act, Section41A(9), "The Secretary of State may not make an order under
subsection (2)(c) which designates a description of persons unless—(a)the Commissioner has made
a recommendation that the description be designated, and(b)the Secretary of State has
consulted—(i)such persons as appear to the Secretary of State to represent the interests of those that
meet the description;(ii)such other persons as the Secretary of State considers appropriate”.

UK, Data Protection Act, Section41A(10), "The Secretary of State may not make an order under
subsection (2)(c), and the Commissioner may not make a recommendation under subsection (9)(a),
unless the Secretary of State or (as the case may be) the Commissioner is satisfied that it is
necessary for the description of persons in question to be designated having regard to—(a)the nature
and quantity of data under the control of such persons, and(b)any damage or distress which may be
caused by a contravention by such persons of the data protection principles".
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183 UK, Data Protection Act, Section41A(11), "Where a description of persons has been designated by
an order under subsection (2)(c) the Secretary of State must reconsider, at intervals of no greater
than 5 years, whether it continues to be necessary for the description to be designated having regard
to the matters mentioned in subsection (10)".

154 UK, Data Protection Act, Section41A(3), "An assessment notice is a notice which requires the data
controller to do all or any of the following—(a)permit the Commissioner to enter any specified
premises;(b)direct the Commissioner to any documents on the premises that are of a specified
description;(c)assist the Commissioner to view any information of a specified description that is
capable of being viewed using equipment on the premises;(d)comply with any request from the
Commissioner for—(i)a copy of any of the documents to which the Commissioner is directed;(ii)a
copy (in such form as may be requested) of any of the information which the Commissioner is
assisted to view;(e)direct the Commissioner to any equipment or other material on the premises
which is of a specified description;(f)permit the Commissioner to inspect or examine any of the
documents, information, equipment or material to which the Commissioner is directed or which the
Commissioner is assisted to view;(g)permit the Commissioner to observe the processing of any
personal data that takes place on the premises;(h)make available for interview by the Commissioner
a specified number of persons of a specified description who process personal data on behalf of the
data controller (or such number as are willing to be interviewed)".

155 UK, Data Protection Act, Section41A(4), "In subsection (3) references to the Commissioner include
references to the Commissioner's officers and staftf™.
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156 UK, Data Protection Act, Section41A(6), "An assessment notice must also contain particulars of the

rights of appeal conferred by section 48".

UK, Data Protection Act, Section41A(7), "The Commissioner may cancel an assessment notice by

written notice to the data controller on whom it was served".

188 UK, Data Protection Act, Section41A(5), "An assessment notice must, in relation to each
requirement imposed by the notice, specify—(a)the time at which the requirement is to be complied
with, or(b)the period during which the requirement is to be complied with".

159 UK, Data Protection Act, Section41B(1), "A time specified in an assessment notice under section
41A(5) in relation to a requirement must not fall, and a period so specified must not begin, before
the end of the period within which an appeal can be brought against the notice, and if such an appeal
is brought the requirement need not be complied with pending the determination or withdrawal of
the appeal".

157
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160 UK, Data Protection Act, Section41B(2), "If by reason of special circumstances the Commissioner
considers that it is necessary for the data controller to comply with a requirement in an assessment
notice as a matter of urgency, the Commissioner may include in the notice a statement to that effect
and a statement of the reasons for that conclusion; and in that event subsection (1) applies in relation
to the requirement as if for the words from “within” to the end there were substituted of 7 days
beginning with the day on which the notice is served".

UK, Data Protection Act, Section41C(1), "The Commissioner must prepare and issue a code of
practice as to the manner in which the Commissioner's functions under and in connection with
section 41A are to be exercised".

162 UK, Data Protection Act, Section41C(7), "The Commissioner must consult the Secretary of State
before issuing the code (or an altered or replacement code)".
163 UK, Data Protection Act, Section41C(3), "The provisions of the code made by virtue of subsection

(2)(b) must, in particular, include provisions that relate to—(a)documents and information
concerning an individual's physical or mental health;(b)documents and information concerning the
provision of social care for an individual".

UK, Data Protection Act, Section41C(2), "The code must in particular—(a)specify factors to be
considered in determining whether to serve an assessment notice on a data controller;(b)specify
descriptions of documents and information that—(i)are not to be examined or inspected in
pursuance of an assessment notice, or(ii)are to be so examined or inspected only by persons of a
description specified in the code;(c)deal with the nature of inspections and examinations carried out
in pursuance of an assessment notice;(d)deal with the nature of interviews carried out in pursuance
of an assessment notice;(e)deal with the preparation, issuing and publication by the Commissioner
of assessment reports in respect of data controllers that have been served with assessment notices".
165 UK, Data Protection Act, Section41C(4), "An assessment report is a report which contains—(a)a

determination as to whether a data controller has complied or is complying with the data protection

161

164
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principles,(b)recommendations as to any steps which the data controller ought to take, or refrain
from taking, to ensure compliance with any of those principles, and(c)such other matters as are
specified in the code".

UK, Data Protection Act, Section42(1), "IA request may be made to the Commissioner by or on
behalf of any person who is, or believes himself to be, directly affected by any processing of
personal data for an assessment as to whether it is likely or unlikely that the processing has been or
is being carried out in compliance with the provisions of this Act".

UK, Data Protection Act, Section42(2), "On receiving a request under this section, the
Commissioner shall make an assessment in such manner as appears to him to be appropriate, unless
he has not been supplied with such information as he may reasonably require in order to—(a)satisfy
himself as to the identity of the person making the request, and(b)enable him to identify the
processing in question".

UK, Data Protection Act, Section42(3), "The matters to which the Commissioner may have regard
in determining in what manner it is appropriate to make an assessment include—(a)the extent to
which the request appears to him to raise a matter of substance,(b)any undue delay in making the
request, and(c)whether or not the person making the request is entitled to make an application under
section 7 in respect of the personal data in question".
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UK, Data Protection Act, Section42(4), "Where the Commissioner has received a request under this
section he shall notify the person who made the request—(a)whether he has made an assessment as
a result of the request, and(b)to the extent that he considers appropriate, having regard in particular
to any exemption from section 7 applying in relation to the personal data concerned, of any view
formed or action taken as a result of the request".

UK, Data Protection Act, Section43(1), "If the Commissioner—(a)has received a request under
section 42 in respect of any processing of personal data, or(b)reasonably requires any information
for the purpose of determining whether the data controller has complied or is complying with the
data protection principles,he may serve the data controller with a notice (in this Act referred to as
“an information notice”) requiring the data controller, to furnish the Commissioner with specified
information relating to the request or to compliance with the principles".

UK, Data Protection Act, Section43(1B), "The Commissioner may also specify in the information
notice— (a)the form in which the information must be furnished; (b)the period within which, or the
time and place at which, the information must be furnished".

UK, Data Protection Act, Section43(2), "An information notice must contain—(a)in a case falling
within subsection (1)(a), a statement that the Commissioner has received a request under section 42
in relation to the specified processing, or(b)in a case falling within subsection (1)(b), a statement
that the Commissioner regards the specified information as relevant for the purpose of determining
whether the data controller has complied, or is complying, with the data protection principles and
his reasons for regarding it as relevant for that purpose".
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173 UK, Data Protection Act, Section43(3), "An information notice must also contain particulars of the

rights of appeal conferred by section 48".

UK, Data Protection Act, Section43(4), "Subject to subsection (5), a period specified in an

information notice under subsection (1B)(b) must not end, and a time so specified must not fall,

before the end of the period within which an appeal can be brought against the notice and, if such
an appeal is brought, the information need not be furnished pending the determination or
withdrawal of the appeal".

UK, Data Protection Act, Section43(5), "If by reason of special circumstances the Commissioner

considers that the information is required as a matter of urgency, he may include in the notice a

statement to that effect and a statement of his reasons for reaching that conclusion; and in that event

subsection (4) shall not apply, but the notice shall not require the information to be furnished before
the end of the period of seven days beginning with the day on which the notice is served".

76 g Fad s A ERTAEEEARNET 4 5 A N L B A TR BRSPS
# 7 {7 % o UK, Data Protection Act, Section51(9)," “good practice” means such practice in the
processing of personal data as appears to the Commissioner to be desirable having regard to the
interests of data subjects and others, and includes (but is not limited to) compliance with the
requirements of this Act".

174

175
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17 UK, Data Protection Act, Section51(1), "It shall be the duty of the Commissioner to promote the
following of good practice by data controllers and, in particular, so to perform his functions under
this Act as to promote the observance of the requirements of this Act by data controllers".

UK, Data Protection Act, Section51(2), "The Commissioner shall arrange for the dissemination in
such form and manner as he considers appropriate of such information as it may appear to him
expedient to give to the public about the operation of this Act, about good practice, and about other
matters within the scope of his functions under this Act, and may give advice to any person as to
any of those matters".

VO L ety TR RAI R R AR IR anB A TR ARG L T KRR Ardp a2
p R AR FR A Lo fEa - UK, Data Protection Act, Section51(5), " An order under subsection
(3) shall describe the personal data or processing to which the code of practice is to relate, and may
also describe the persons or classes of persons to whom it is to relate".

UK, Data Protection Act, Section51(9), " “trade association” includes any body representing data
controllers".

181 UK, Data Protection Act, Section51(3), "Where—(a)the Secretary of Stateso directs by order,
or(b)the Commissioner considers it appropriate to do so,the Commissioner shall, after such
consultation with trade associations, data subjects or persons representing data subjects as appears
to him to be appropriate, prepare and disseminate to such persons as he considers appropriate codes
of practice for guidance as to good practice".

UK, Data Protection Act, Section51(4), "The Commissioner shall also—(a)where he considers it
appropriate to do so, encourage trade associations to prepare, and to disseminate to their members,
such codes of practice, and(b)where any trade association submits a code of practice to him for his

178

180

182
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188

consideration, consider the code and, after such consultation with data subjects or persons
representing data subjects as appears to him to be appropriate, notify the trade association whether
in his opinion the code promotes the following of good practice".

UK, Data Protection Act, Section51(7), "The Commissioner may, with the consent of the data
controller, assess any processing of personal data for the following of good practice and shall
inform the data controller of the results of the assessment".

UK, Data Protection Act, Section52, "(1)The Commissioner shall lay annually before each House
of Parliament a general report on the exercise of his functions under this Act.(2)The Commissioner
may from time to time lay before each House of Parliament such other reports with respect to those
functions as he thinks fit.(3)The Commissioner shall lay before each House of Parliament any code
of practice prepared under section 51(3) for complying with a direction of the Secretary of State ,
unless the code is included in any report laid under subsection (1) or (2)".

Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data.
Data Protection Directive.

Council Framework Decision 2008/977/ JHA of 27th November 2008 on the protection of personal
data processed in the framework of police and judicial cooperation in criminal matters.

UK, Data Protection Act, Section54(1), " The Commissioner—(a)shall continue to be the
designated authority in the United Kingdom for the purposes of Article 13 of the Convention,

57



ERCIRS %E‘E%if% Fu el PRl v & R B
N RS T I R R T LR
XA FHTAGRE AN EL AL FEL A ﬁﬁ_‘eflﬁ A

189

190

191

192

193

194

195

196

and(b)shall be the supervisory authority in the United Kingdom for the purposes of the Data
Protection Directive and the Data Protection Framework Decision".

UK, Data Protection Act, Section54A(1), "The Commissioner may inspect any personal data
recorded in—(a)the Schengen information system,(b)the Europol information system,(c)the
Customs information system".

UK, Data Protection Act, Section54A(2), "The power conferred by subsection (1) is exercisable
only for the purpose of assessing whether or not any processing of the data has been or is being
carried out in compliance with this Act".

UK, Data Protection Act, Section54A(4), "Before exercising the power, the Commissioner must
give notice in writing of his intention to do so to the data controller".

UK, Data Protection Act, Section54A(5), "But subsection (4) does not apply if the Commissioner
considers that the case is one of urgency".

UK, Data Protection Act, Section54A(3), "The power includes power to inspect, operate and test
equipment which is used for the processing of personal data".

UK, Data Protection Act, Section54A(6), "Any person who—(a)intentionally obstructs a person
exercising the power conferred by subsection (1), or(b)fails without reasonable excuse to give any
person exercising the power any assistance he may reasonably require,is guilty of an offence".
UK, Data Protection Act, Section47(1), "A person who fails to comply with an enforcement notice,
an information notice or a special information notice is guilty of an offence".

UK, Data Protection Act, Section47(3), "It is a defence for a person charged with an offence under
subsection (1) to prove that he exercised all due diligence to comply with the notice in question".
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UK, Data Protection Act, Section47(2), "A person who, in purported compliance with an
information notice or a special information notice—(a)makes a statement which he knows to be
false in a material respect, or(b)recklessly makes a statement which is false in a material respect,is
guilty of an offence".

UK, Data Protection Act, Section55A(1), "The Commissioner may serve a data controller with a
monetary penalty notice if the Commissioner is satisfied that— (a)there has been a serious
contravention of section 4(4) by the data controller, (b)the contravention was of a kind likely to
cause substantial damage or substantial distress, and (c)subsection (2) or (3) applies”.
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200 Canada, Privacy Act, Section53(1), "The Governor in Council shall, by commission under the Great
Seal, appoint a Privacy Commissioner after consultation with the leader of every recognized party
in the Senate and House of Commons and approval of the appointment by resolution of the Senate
and House of Commons".

201 Canada, Privacy Act, Section54(1), "The Privacy Commissioner shall rank as and have all the
powers of a deputy head of a department, shall engage exclusively in the duties of the office of
Privacy Commissioner under this Act or any other Act of Parliament and shall not hold any other
office under Her Majesty for reward or engage in any other employment for reward".

202 Canada, Privacy Act, Section53(2), "Subject to this section, the Privacy Commissioner holds office
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during good behaviour for a term of seven years, but may be removed for cause by the Governor in
Council at any time on address of the Senate and House of Commons".

Canada, Privacy Act, Section53(3), "The Privacy Commissioner, on the expiration of a first or any
subsequent term of office, is eligible to be re-appointed for a further term not exceeding seven
years".

Canada, Privacy Act, Section53(4), "In the event of the absence or incapacity of the Privacy
Commissioner, or if that office is vacant, the Governor in Council may appoint any qualified person
to hold that office in the interim for a term not exceeding six months, and that person shall, while
holding office, be paid the salary or other remuneration and expenses that may be fixed by the
Governor in Council".

Canada, Privacy Act, Section55(1), " The Governor in Council may appoint as Privacy
Commissioner under section 53 the Information Commissioner appointed under the Access to
Information Act".

Canada, Privacy Act, Section54(2), "The Privacy Commissioner shall be paid a salary equal to the
salary of a judge of the Federal Court, other than the Chief Justice, and is entitled to be paid
reasonable travel and living expenses incurred in the performance of duties under this Act or any
other Act of Parliament".

Canada, Privacy Act, Section55(2), "In the event that the Information Commissioner is appointed in
accordance with subsection (1) as Privacy Commissioner, the Privacy Commissioner shall,
notwithstanding subsection 54(2), be paid the salary of the Information Commissioner but not the
salary of the Privacy Commissioner".
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Canada, Privacy Act, Section54(4), "The Privacy Commissioner is deemed to be employed in the
public service of Canada for the purposes of the Government Employees Compensation Act and
any regulations made under section 9 of the Aeronautics Act".

Canada, Privacy Act, Section56(1), "The Governor in Council may, on the recommendation of the
Privacy Commissioner, appoint one or more Assistant Privacy Commissioners".

Canada, Privacy Act, Section56(2), "Subject to this section, an Assistant Privacy Commissioner
holds office during good behaviour for a term not exceeding five years".

Canada, Privacy Act, Section56(3), "An Assistant Privacy Commissioner, on the expiration of a
first or any subsequent term of office, is eligible to be re-appointed for a further term not exceeding
five years".

Canada, Privacy Act, Section57(1), "An Assistant Privacy Commissioner shall engage exclusively
in such duties or functions of the office of the Privacy Commissioner under this Act or any other
Act of Parliament as are delegated by the Privacy Commissioner to that Assistant Privacy
Commissioner and shall not hold any other office under Her Majesty for reward or engage in any
other employment for reward".

Canada, Privacy Act, Section57(2), "An Assistant Privacy Commissioner is entitled to be paid a
salary to be fixed by the Governor in Council and such travel and living expenses incurred in the
performance of duties under this Act or any other Act of Parliament as the Privacy Commissioner
considers reasonable".
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Canada, Privacy Act, Section57(4), "An Assistant Privacy Commissioner is deemed to be employed
in the public service of Canada for the purposes of the Government Employees Compensation Act
and any regulations made under section 9 of the Aeronautics Act".

Canada, Privacy Act, Section58(1), "Such officers and employees as are necessary to enable the
Privacy Commissioner to perform the duties and functions of the Commissioner under this Act or
any other Act of Parliament shall be appointed in accordance with the Public Service Employment
Act".

Canada, Privacy Act, Section58(2), "The Privacy Commissioner may engage on a temporary basis
the services of persons having technical or specialized knowledge of any matter relating to the work
of the Commissioner to advise and assist the Commissioner in the performance of the duties and
functions of the Commissioner under this Act or any other Act of Parliament and, with the approval
of the Treasury Board, may fix and pay the remuneration and expenses of such persons".

Canada, Privacy Act, Section59(1), " Subject to subsection (2), the Privacy Commissioner may
authorize any person to exercise or perform, subject to such restrictions or limitations as the
Commissioner may specify, any of the powers, duties or functions of the Commissioner under this
Act except(a) in any case other than a delegation to an Assistant Privacy Commissioner, the power
to delegate under this section; and (b) in any case, the powers, duties or functions set out in sections
38 and 39".
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Canada, Privacy Act, Section59(2)(a), "The Privacy Commissioner may not, nor may an Assistant
Privacy Commissioner, delegate(a) the investigation of any complaint resulting from a refusal by
the head of a government institution to disclose personal information by reason of paragraph
19(1)(a) or (b) or section 21except to one of a maximum of four officers or employees of the
Commissioner specifically designated by the Commissioner for the purpose of conducting those
investigations".

Canada, Privacy Act, Section59(2)(b), "The Privacy Commissioner may not, nor may an Assistant
Privacy Commissioner, delegate ... (b) the investigation under section 36 of files contained in a
personal information bank designated under section 18 as an exempt bank on the basis of personal
information described in section 21except to one of a maximum of four officers or employees of the
Commissioner specifically designated by the Commissioner for the purpose of conducting those
investigations".

Canada, Privacy Act, Section59(3), "An Assistant Privacy Commissioner may authorize any person
to exercise or perform, subject to such restrictions or limitations as the Assistant Privacy
Commissioner may specify, any of the powers, duties or functions of the Privacy Commissioner
under this Act that the Assistant Privacy Commissioner is authorized by the Privacy Commissioner
to exercise or perform".
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222 Canada, Privacy Act, Section29(1), "Subject to this Act, the Privacy Commissioner shall receive
and investigate complaints (a) from individuals who allege that personal information about
themselves held by a government institution has been used or disclosed otherwise than in
accordance with section 7 or 8; (b) from individuals who have been refused access to personal
information requested under subsection 12(1); (c) from individuals who allege that they are not
being accorded the rights to which they are entitled under subsection 12(2) or that corrections of
personal information requested under paragraph 12(2)(a) are being refused without justification; (d)
from individuals who have requested access to personal information in respect of which a time limit
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has been extended pursuant to section 15 where they consider the extension unreasonable; (e) from
individuals who have not been given access to personal information in the official language
requested by the individuals under subsection 17(2); (e.1) from individuals who have not been
given access to personal information in an alternative format pursuant to a request made under
subsection 17(3); (f) from individuals who have been required to pay a fee that they consider
inappropriate; (g) in respect of the index referred to in subsection 11(1); or (h) in respect of any
other matter relating to (i) the collection, retention or disposal of personal information by a
government institution, (ii) the use or disclosure of personal information under the control of a
government institution, or (iii) requesting or obtaining access under subsection 12(1) to personal
information".

Canada, Privacy Act, Section29(2), "Nothing in this Act precludes the Privacy Commissioner from
receiving and investigating complaints of a nature described in subsection (1) that are submitted by
a person authorized by the complainant to act on behalf of the complainant, and a reference to a
complainant in any other section includes a reference to a person so authorized".

Canada, Privacy Act, Section30, "A complaint under this Act shall be made to the Privacy
Commissioner in writing unless the Commissioner authorizes otherwise".
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225 Canada, Privacy Act, Section29(3), " Where the Privacy Commissioner is satisfied that there are

226

227

reasonable grounds to investigate a matter under this Act, the Commissioner may initiate a
complaint in respect thereof™.

Canada, Privacy Act, Section31, "Before commencing an investigation of a complaint under this
Act, the Privacy Commissioner shall notify the head of the government institution concerned of the
intention to carry out the investigation and shall inform the head of the institution of the substance
of the complaint".

Canada, Privacy Act, Section33(2), "In the course of an investigation of a complaint under this Act
by the Privacy Commissioner, the person who made the complaint and the head of the government
institution concerned shall be given an opportunity to make representations to the Commissioner,
but no one is entitled as of right to be present during, to have access to or to comment on
representations made to the Commissioner by any other person".
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228 Canada, Privacy Act, Section34(1), "The Privacy Commissioner has, in relation to the carrying out
of the investigation of any complaint under this Act, power (a) to summon and enforce the
appearance of persons before the Privacy Commissioner and compel them to give oral or written
evidence on oath and to produce such documents and things as the Commissioner deems requisite
to the full investigation and consideration of the complaint, in the same manner and to the same
extent as a superior court of record; (b) to administer oaths; (¢) to receive and accept such evidence
and other information, whether on oath or by affidavit or otherwise, as the Privacy Commissioner
sees fit, whether or not the evidence or information is or would be admissible in a court of law; (d)
to enter any premises occupied by any government institution on satisfying any security
requirements of the institution relating to the premises; (e) to converse in private with any person in
any premises entered pursuant to paragraph (d) and otherwise carry out therein such inquiries
within the authority of the Privacy Commissioner under this Act as the Commissioner sees fit; and
(f) to examine or obtain copies of or extracts from books or other records found in any premises
entered pursuant to paragraph (d) containing any matter relevant to the investigation".
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Canada, Privacy Act, Section34(2), "Notwithstanding any other Act of Parliament or any privilege
under the law of evidence, the Privacy Commissioner may, during the investigation of any
complaint under this Act, examine any information recorded in any form under the control of a
government institution, other than a confidence of the Queen’s Privy Council for Canada to which
subsection 70(1) applies, and no information that the Commissioner may examine under this
subsection may be withheld from the Commissioner on any grounds".

Canada, Privacy Act, Section34(5), "Any document or thing produced pursuant to this section by
any person or government institution shall be returned by the Privacy Commissioner within ten
days after a request is made to the Commissioner by that person or government institution, but
nothing in this subsection precludes the Commissioner from again requiring its production in
accordance with this section".

Canada, Privacy Act, Section33(1), "Every investigation of a complaint under this Act by the
Privacy Commissioner shall be conducted in private".

Canada, Privacy Act, Section35(1), "If, on investigating a complaint under this Act in respect of
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personal information, the Privacy Commissioner finds that the complaint is well-founded, the
Commissioner shall provide the head of the government institution that has control of the personal
information with a report containing (a) the findings of the investigation and any recommendations
that the Commissioner considers appropriate; and (b) where appropriate, a request that, within a
time specified therein, notice be given to the Commissioner of any action taken or proposed to be
taken to implement the recommendations contained in the report or reasons why no such action has
been or is proposed to be taken".

Canada, Privacy Act, Section35(2), "The Privacy Commissioner shall, after investigating a
complaint under this Act, report to the complainant the results of the investigation, but where a
notice has been requested under paragraph (1)(b) no report shall be made under this subsection
until the expiration of the time within which the notice is to be given to the Commissioner".
Canada, Privacy Act, Section35(3), "Where a notice has been requested under paragraph (1)(b) but
no such notice is received by the Commissioner within the time specified therefor or the action
described in the notice is, in the opinion of the Commissioner, inadequate or inappropriate or will
not be taken in a reasonable time, the Commissioner shall so advise the complainant in his report
under subsection (2) and may include in the report such comments on the matter as he thinks fit".
2% Canada, Privacy Act, Section35(4), "Where, pursuant to a request under paragraph (1)(b), the head
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of a government institution gives notice to the Privacy Commissioner that access to personal
information will be given to a complainant, the head of the institution shall give the complainant
access to the information forthwith on giving the notice".

Canada, Privacy Act, Section35(5), "Where, following the investigation of a complaint relating to a
refusal to give access to personal information under this Act, access is not given to the complainant,
the Privacy Commissioner shall inform the complainant that the complainant has the right to apply
to the Court for a review of the matter investigated".

Canada, Privacy Act, Section60(1), "The Privacy Commissioner shall carry out or cause to be
carried out such studies as may be referred to the Commissioner by the Minister of Justice (a)
relating to the privacy of individuals, (b) concerning the extension of the rights to which
individuals are entitled under this Act in respect of personal information about themselves, and (c)
relating to the collection, retention, disposal, use or disclosure of personal information by persons
or bodies, other than government institutions, that come within the legislative authority of
Parliament, and the Privacy Commissioner shall report thereon to the Minister of Justice from time
to time".

Canada, Privacy Act, Section60(2), "The Minister of Justice shall cause each report by the Privacy
Commissioner under subsection (1) to be laid before Parliament on any of the first fifteen days
after receipt thereof that either House of Parliament is sitting".
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239 Canada, Privacy Act, Section18(1), "The Governor in Council may, by order, designate as exempt
banks certain personal information banks that contain files all of which consist predominantly of
personal information described in section 21 or 22",

Canada, Privacy Act, Section36(1), "The Privacy Commissioner may, from time to time at the
discretion of the Commissioner, carry out investigations of the files contained in personal
information banks designated as exempt banks under section 18".

Canada, Privacy Act, Section36(3), "If, following an investigation under subsection (1), the Privacy
Commissioner considers that any file contained in a personal information bank should not be
contained therein within the terms of the order designating the bank as an exempt bank, the
Commissioner shall provide the head of the government institution that has control of the bank
with a report containing (a) the findings of the Commissioner and any recommendations that the
Commissioner considers appropriate; and (b) where appropriate, a request that, within a time
specified therein, notice be given to the Commissioner of any action taken or proposed to be taken
to implement the recommendations or reasons why no such action has been or is proposed to be
taken".
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Canada, Privacy Act, Section36(4), "Any report made by the Privacy Commissioner under
subsection (3), together with any notice given to the Commissioner in response thereto, may be
included in a report made pursuant to section 38 or 39".

Canada, Privacy Act, Section36(5), "Where the Privacy Commissioner requests a notice under
paragraph (3)(b) in respect of any file contained in a personal information bank designated under
section 18 as an exempt bank and no notice is received within the time specified therefor or the
action described in the notice is, in the opinion of the Commissioner, inadequate or inappropriate
or will not be taken in a reasonable time, the Privacy Commissioner may make an application to
the Court under section 43".

Canada, Privacy Act, Section37(1), "The Privacy Commissioner may, from time to time at the
discretion of the Commissioner, carry out investigations in respect of personal information under
the control of government institutions to ensure compliance with sections 4 to 8".

Canada, Privacy Act, Section37(3), "If, following an investigation under subsection (1), the Privacy
Commissioner considers that a government institution has not complied with sections 4 to §, the
Commissioner shall provide the head of the institution with a report containing the findings of the
investigation and any recommendations that the Commissioner considers appropriate".

Canada, Privacy Act, Section37(4), " Any report made by the Privacy Commissioner under
subsection (3) may be included in a report made pursuant to section 38 or 39".
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Canada, Privacy Act, Section38, "The Privacy Commissioner shall, within three months after the
termination of each financial year, submit an annual report to Parliament on the activities of the
office during that financial year".

Canada, Privacy Act, Section39(1), "The Privacy Commissioner may, at any time, make a special
report to Parliament referring to and commenting on any matter within the scope of the powers,
duties and functions of the Commissioner where, in the opinion of the Commissioner, the matter is
of such urgency or importance that a report thereon should not be deferred until the time provided
for transmission of the next annual report of the Commissioner under section 38".

Canada, Privacy Act, Section68(1), "No person shall obstruct the Privacy Commissioner or any
person acting on behalf or under the direction of the Commissioner in the performance of the
Commissioner’s duties and functions under this Act".

Canada, Privacy Act, Section68(2), "Every person who contravenes this section is guilty of an
offence and liable on summary conviction to a fine not exceeding one thousand dollars".
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Canada, PIPEDA, Sectionl1(1), "An individual may file with the Commissioner a written
complaint against an organization for contravening a provision of Division 1 or for not following a
recommendation set out in Schedule 1".

Canada, PIPEDA, Section11(3), "A complaint that results from the refusal to grant a request under
section 8 must be filed within six months, or any longer period that the Commissioner allows, after
the refusal or after the expiry of the time limit for responding to the request, as the case may be".
Canada, PIPEDA, Sectionl11(2), "If the Commissioner is satisfied that there are reasonable grounds
to investigate a matter under this Part, the Commissioner may initiate a complaint in respect of the
matter".

Canada, PIPEDA, Section11(4), "The Commissioner shall give notice of a complaint to the
organization against which the complaint was made".

Canada, PIPEDA, Section12(1), "The Commissioner shall conduct an investigation in respect of a
complaint, unless the Commissioner is of the opinion that (a) the complainant ought first to exhaust
grievance or review procedures otherwise reasonably available; (b) the complaint could more
appropriately be dealt with, initially or completely, by means of a procedure provided for under the
laws of Canada, other than this Part, or the laws of a province; or (c) the complaint was not filed
within a reasonable period after the day on which the subject matter of the complaint arose".
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Canada, PIPEDA, Section12(3), "The Commissioner shall notify the complainant and the
organization that the Commissioner will not investigate the complaint or any act alleged in the
complaint and give reasons".

Canada, PIPEDA, Section12(4), "The Commissioner may reconsider a decision not to investigate
under subsection (1), if the Commissioner is satisfied that the complainant has established that
there are compelling reasons to investigate".

Canada, PIPEDA, Section12.1(1), "In the conduct of an investigation of a complaint, the
Commissioner may (a) summon and enforce the appearance of persons before the Commissioner
and compel them to give oral or written evidence on oath and to produce any records and things
that the Commissioner considers necessary to investigate the complaint, in the same manner and to
the same extent as a superior court of record; (b) administer oaths; (c) receive and accept any
evidence and other information, whether on oath, by affidavit or otherwise, that the Commissioner
sees fit, whether or not it is or would be admissible in a court of law; (d) at any reasonable time,
enter any premises, other than a dwelling-house, occupied by an organization on satisfying any
security requirements of the organization relating to the premises; (e) converse in private with any
person in any premises entered under paragraph (d) and otherwise carry out in those premises any
inquiries that the Commissioner sees fit; and (f) examine or obtain copies of or extracts from
records found in any premises entered under paragraph (d) that contain any matter relevant to the
investigation".

77



(4) A EBPEERF R > ZFEIRE DIEE A B 2RO

(5) tiZ b b 2 TR T RIN E R A 0 A

AR YRR AL E T b
o fefE 3y 359 o

4~ Frck e

29 Canada, PIPEDA, Section12.1(2), "The Commissioner may attempt to resolve complaints by means
of dispute resolution mechanisms such as mediation and conciliation".

260 Canada, PIPEDA, Section12.1(3), "The Commissioner may delegate any of the powers set out in
subsection (1) or (2)".

%1 Canada, PIPEDA, Section12.1(5), "Any person to whom powers set out in subsection (1) are
delegated shall be given a certificate of the delegation and the delegate shall produce the certificate,
on request, to the person in charge of any premises to be entered under paragraph (1)(d)".
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262 Canada, PIPEDA, Section12.1(4), "The Commissioner or the delegate shall return to a person or an
organization any record or thing that they produced under this section within 10 days after they
make a request to the Commissioner or the delegate, but nothing precludes the Commissioner or
the delegate from again requiring that the record or thing be produced".

23 Canada, PIPEDA, Section12.2(1), "The Commissioner may discontinue the investigation of a
complaint if the Commissioner is of the opinion that (a) there is insufficient evidence to pursue the
investigation; (b) the complaint is trivial, frivolous or vexatious or is made in bad faith; (c) the
organization has provided a fair and reasonable response to the complaint; (c.1) the matter is the
object of a compliance agreement entered into under subsection 17.1(1); (d) the matter is already
the object of an ongoing investigation under this Part; (e) the matter has already been the subject of
a report by the Commissioner; (f) any of the circumstances mentioned in paragraph 12(1)(a), (b) or
(c) apply; or (g) the matter is being or has already been addressed under a procedure referred to in
paragraph 12(1)(a) or (b)".
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264 Canada, PIPEDA, Section12.2(3), "The Commissioner shall notify the complainant and the
organization that the investigation has been discontinued and give reasons".

265 Canada, PIPEDA, Section13(1), "The Commissioner shall, within one year after the day on which a
complaint is filed or is initiated by the Commissioner, prepare a report that contains (a) the
Commissioner’s findings and recommendations; (b) any settlement that was reached by the parties;
(c) if appropriate, a request that the organization give the Commissioner, within a specified time,
notice of any action taken or proposed to be taken to implement the recommendations contained in
the report or reasons why no such action has been or is proposed to be taken; and (d) the recourse,
if any, that is available under section 14".

266 Canada, PIPEDA, Section13(3), "The report shall be sent to the complainant and the organization
without delay".
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267 Canada, PIPEDA, Sectionl5, "The Commissioner may, in respect of a complaint that the

268

269

Commissioner did not initiate, (a) apply to the Court, within the time limited by section 14, for a
hearing in respect of any matter described in that section, if the Commissioner has the consent of
the complainant; (b) appear before the Court on behalf of any complainant who has applied for a
hearing under section 14; or (c) with leave of the Court, appear as a party to any hearing applied
for under section 14".

Canada, PIPEDA, Section17.1(2), "A compliance agreement may contain any terms that the
Commissioner considers necessary to ensure compliance with this Part".

Canada, PIPEDA, Section17.1(1), "If the Commissioner believes on reasonable grounds that an
organization has committed, is about to commit or is likely to commit an act or omission that could
constitute a contravention of a provision of Division 1 or 1.1 or a failure to follow a
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274

recommendation set out in Schedule 1, the Commissioner may enter into a compliance agreement,
aimed at ensuring compliance with this Part, with that organization".

Canada, PIPEDA, Section17.1(4), "For greater certainty, a compliance agreement does not preclude
(a) an individual from applying for a hearing under section 14; or (b) the prosecution of an offence
under the Act".

Canada, PIPEDA, Section17.1(3), "When a compliance agreement is entered into, the
Commissioner, in respect of any matter covered under the agreement, (a) shall not apply to the
Court for a hearing under subsection 14(1) or paragraph 15(a); and (b) shall apply to the court for
the suspension of any pending applications that were made by the Commissioner under those
provisions".

Canada, PIPEDA, Section17.2(1), "If the Commissioner is of the opinion that a compliance
agreement has been complied with, the Commissioner shall provide written notice to that effect to
the organization and withdraw any applications that were made under subsection 14(1) or
paragraph 15(a) in respect of any matter covered under the agreement".

Canada, PIPEDA, Section17.2(3), "Despite subsection 14(2), the application shall be made within
one year after notification is sent or within any longer period that the Court may, either before or
after the expiry of that year, allow".

Canada, PIPEDA, Section17.2(2), "If the Commissioner is of the opinion that an organization is not
complying with the terms of a compliance agreement, the Commissioner shall notify the
organization and may apply to the Court for (a) an order requiring the organization to comply with
the terms of the agreement, in addition to any other remedies it may give; or (b) a hearing under
subsection 14(1) or paragraph 15(a) or to reinstate proceedings that have been suspended as a result
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of an application made under paragraph 17.1(3)(b)".

Canada, PIPEDA, Section18(1), "The Commissioner may, on reasonable notice and at any

reasonable time, audit the personal information management practices of an organization if

the Commissioner has reasonable grounds to believe that the organization has contravened a

provision of Division 1 or 1.1 or is not following a recommendation set out in Schedule 1",

276 Canada, PIPEDA, Section19(1), "After an audit, the Commissioner shall provide the audited
organization with a report that contains the findings of the audit and any recommendations
that the Commissioner considers appropriate".

277 Canada, PIPEDA, Section24, "The Commissioner shall (a) develop and conduct information
programs to foster public understanding, and recognition of the purposes, of this Part; (b)
undertake and publish research that is related to the protection of personal information, including
any such research that is requested by the Minister of Industry; (c) encourage organizations to

275
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develop detailed policies and practices, including organizational codes of practice, to comply with
sections 5 to 10; and (d) promote, by any means that the Commissioner considers appropriate, the
purposes of this Part".

278 Canada, PIPEDA, Section25(1), "The Commissioner shall, within three months after the end of
each financial year, submit to Parliament a report concerning the application of this Part, the
extent to which the provinces have enacted legislation that is substantially similar to this Part
and the application of any such legislation".

279 Canada, PIPEDA, Section28, "Every person ...... who obstructs the Commissioner or the
Commissioner’s delegate in the investigation of a complaint or in conducting an audit is guilty of
(a) an offence punishable on summary conviction and liable to a fine not exceeding $10,000; or (b)
an indictable offence and liable to a fine not exceeding $100,000".
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419

Republic of Korea, Personal Information Protection Act, Article 7(1), "The Personal Information

Protection Commission (hereinafter referred to as the ‘Commission’) shall be established under the
Presidential Office to deliberate and resolve the matters regarding data protection. The Commission
shall independently conduct the functions belonging to its authority".
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421

422

423

Republic of Korea, Personal Information Protection Act, Article 7(2), “The Commission shall
consist of not more than 15 Commissioners, including one Chairperson and one Standing
Commissioner, who shall be a public official in political service.”

Republic of Korea, Personal Information Protection Act, Article 7(3), "The Chairperson shall be
commissioned by the President from among non-public official Commissioners."

Republic of Korea, Personal Information Protection Act, Article 7(4), "The Commissioners shall be
appointed or commissioned by the President from among the persons stated in any of the following
Subparagraphs. In this case, five Commissioners shall be appointed or commissioned from among
the candidates elected by the National Assembly, and other five Commissioners from among the
candidates designated by the Chief Justice of the Supreme Court: 1. Persons recommended by
privacy-related civic organizations or consumer groups; 2. Persons recommended by the trade
associations composed of personal information processors; and 3. Other persons who have ample
academic knowledge and experiences related with personal information."

424 Republic of Korea, Personal Information Protection Act, Article 7(5), "The term of office for the
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Chairperson and Commissioners shall be three years, and their term of office may be only once

extended."

425 Republic of Korea, Personal Information Protection Act, Article 7(6), "The meeting of the
Commission shall be convened by the Chairperson when the Chairperson deems it necessary or

more than one quarter of Commissioners demand it.”

426 Republic of Korea, Personal Information Protection Act, Article 7(7), "The resolution of the
meeting of the Commission shall be made by the affirmative votes of the majority of present

Commissioners if more than half of the Commissioners are present at the meeting.”

427 Republic of Korea, Personal Information Protection Act, Article 7(8), "A secretariat shall be

established within the Commission to support the administration of the Commission.”
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428 Republic of Korea, Personal Information Protection Act, Article 8(1), " The Commission shall

429

430

deliberate and resolve the following matters: 1. Matters regarding the assessment of data breach
incident factors under Article 8-2; 1-2. The Basic Plan under Article 9 and the Implementation Plan
under Article 10; 2. Matters for the improvement of policies, systems and legislation related with
data protection; 3. Matters for the coordination of positions taken by public institutions with respect
to the processing of personal information; 4. Matters regarding the interpretation and operation of
laws and regulations related with data protection; 5. Matters regarding the use and provision of
personal information under Article 18(2)v; 6. Matters regarding the result of the Privacy Impact
Assessment under Article 33(3); 7. Matters regarding the suggestion of opinion under Article 61(1);
8. Matters regarding the advice of measures under Article 64(4); 9. Matters regarding the disclosure
of results under Article 66; 10. Matters regarding the making and submission of the Annual Report
under Article 67(1); 11. Matters referred to the meeting by the President, the Chairperson of the
Commission or more than two Commissioners with respect to data protection; and 12. Other
matters to be deliberated and resolved by the Commission under this Act or other laws and
regulations.”

Republic of Korea, Personal Information Protection Act, Article 8-2, “(1) The head of central
administrative departments shall request the Commission to assess the data breach incident factors
in case where the policy or system in need of personal information processing is adopted or
changed by the enactment or amendment of the Act or subordinate statutes under its jurisdiction. (2)
When receiving the request pursuant to paragraph (1), the Commission may, upon the analysis and
review of the data breach incident factors of the Act or subordinate statutes concerned, recommend
the necessary matters for the improvement of such Act or subordinate statutes to the head of
relevant departments concerned. (3) Necessary matters concerning the procedure and method to
assess the data breach incident factors pursuant to paragraph (1) shall be provided by the
Presidential Decree.”

Republic of Korea, Personal Information Protection Act, Article 9, "The Commission shall establish
the Data Protection Basic Plan (hereinafter referred to as the “Basic Plan™) every three years in
consultation with the head of central administrative department or agency concerned to ensure the
protection of personal information and the rights and interest of data subjects. (2) The Basic Plan
shall include the followings: 1. The basic goals and intended directions of data protection; 2. The

improvement of data protection systems and legislation; 3. Countermeasures to prevent privacy
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432

433

434

violation; 4. How to facilitate self-regulation for data protection; 5. How to activate education and
public relations for data protection; 6. Training and fostering specialists in data protection; and 7.
Other matters necessary for data protection. (3) The National Assembly, the Court, the
Constitutional Court and the National Election Commission may establish and implement its own
basic plan for data protection of relevant institutions including affiliated entities.”

Republic of Korea, Personal Information Protection Act, Article 10, "(1) The head of central
administrative department or agency shall establish the implementation plan for data protection
each year in accordance with the Basic Plan and submit it to the Commission, and shall carry out
the implementation plan subject to the deliberation and resolution of the Commission. (2) The
matters necessary for the establishment and carrying out of the implementation plan shall be stated
by the Presidential Decree.”

Republic of Korea, Personal Information Protection Act, Article 11(1), "The Commission may, for
the efficient establishment of the Basic Plan, request materials or suggestions regarding the actual
state of regulatory compliance and personal information management, etc. by personal information
controllers from personal information controllers, the head of central administrative department or
agency concerned, the head of local governments and relevant institutions or associations, etc.”
Republic of Korea, Personal Information Protection Act, Article 8(4), “The Commission may, in
case of deliberation and resolution of matters subject to paragraph (1) 2, give an advise on such
improvement to the relevant institution.”

Republic of Korea, Personal Information Protection Act, Article 8(5) “The Commission may
inspect whether its advice pursuant to paragraph (4) has been implemented or not.
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435 Republic of Korea, Personal Information Protection Act, Article 18(2)v, "Where it is impossible to

436

437

438

439

carry out the work under its jurisdiction as stated in other laws unless personal information
processor uses personal information for other purpose than the intended one, or provides it to a third
party, and it is subject to the deliberation and resolution of the Commission;

Republic of Korea, Personal Information Protection Act, Article 33(3), “The Minister of Interior
may provide its opinion subject to the deliberation and resolution of the Commission upon
receiving the PIA result as stated in paragraph (1).”

Republic of Korea, Personal Information Protection Act, Article 61(1), “The Minister of Interior
may provide its opinion to the authority concerned subject to the deliberation and resolution of the
Commission when it is deemed necessary with respect to the laws and regulations which contain
provisions likely affecting data protection.”

Republic of Korea, Personal Information Protection Act, Article 64(4), “The Commission may,
when the central administrative department and agency, local government, the National Assembly,
the Court, the Constitutional Court or the National Election Commission violates this Act, advise
the head of the authority concerned to take the relevant measures applicable to any of the
subparagraphs of paragraph (1). In this case, upon receiving the advice, the authority concerned
shall respect it.”
Republic of Korea, Personal Information Protection Act, Article 66, “(1) The Minister of Interior
may, subject to the deliberation and resolution of the Commission, disclose the advice for
improvement pursuant to Article 61, the corrective order pursuant to Article 64, the accusation or
disciplinary advice pursuant to Article 65 and the imposition of fine for negligence pursuant to
Article 75 and its result, respectively.”
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440 Republic of Korea, Personal Information Protection Act, Article 67(1), “The Commission shall
prepare for the report each year, based upon necessary materials furnished by the authorities
concerned, in relation to the data protection policy measures and implementation thereof, and
submit (including transmission via the information and communications networks) it to the National
Assembly before the opening of the plenary session.”

Republic of Korea, Personal Information Protection Act, Article 8(2), “The Commission may, if

necessary for the deliberation and resolution of matters stated in paragraph (1), take measure of the

following subparagraphs: 1. Listening to the opinions of relevant public officials, specialists in data
protection, civic organizations and related operators; and 2. Request of relevant materials from the
authorities concerned or inquiry of facts.”

442 Republic of Korea, Personal Information Protection Act, Article 40(4), “The Chairman shall be
commissioned by the Chairperson of the Commission from among the Committee members except
public officials.”

443 Republic of Korea, Personal Information Protection Act, Article 40(8), “The Commission may deal
with the affairs necessary for dispute mediation including filing of dispute mediation cases and fact
finding, etc.”

441
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44 Republic of Korea, Personal Information Protection Act, Article 63(4), “When finding or suspecting
any breach of this Act, the Commission may demand the Minister of Interior or the head of central
administrative department or agency concerned to take measures pursuant to the part other than
each subparagraph of paragraph (1), or paragraph (3). In this case, the Minister of Interior or the
head of central administrative department or agency concerned, who was demanded as such, shall
respond to it except otherwise exempted by specific circumstances.”

445 Republic of Korea, Personal Information Protection Act, Ch. IX Article 75 “(4) Administrative fines
provided for in paragraphs (1) through (3) shall be imposed and collected by the Minister of the
Interior and the head of a related central administrative agency, as prescribed by Presidential Decree.
In this case, the head of a related central administrative agency shall impose and collect
administrative fines from the personal information controller in the field under his/her

jurisdiction” .
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446 Republic of Korea, Personal Information Protection Act, Art. 8-2, “(1) The head of a central
administrative agency shall request the Protection Commission to assess data breach incident
factors where the policy or system in need of personal information processing is adopted or
changed by the enactment or amendment of any statute under his/her jurisdiction. (2) Upon receipt
of a request made pursuant to paragraph (1), the Protection Commission may advise the head of the
relevant agency of the matters necessary to improve the relevant statute by analyzing and reviewing
the data breach incident factors of such statute. (3) Necessary matters concerning the procedure and

method to assess the data breach incident factors under paragraph (1) shall be prescribed by
Presidential Decree” .
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448

449

450

Republic of Korea, Act on Promotion of Information and Communications Network Utilization and
Information Protection, etc., Art. 52, “(3) The Internet and Security Agency shall carry out the
following business affairs...5. Information protection for the information and telecommunications
network, development of technologies concerning the Internet address resources and
standardization thereof;...11. Operation of a system to deal with intrusion cases of information and
telecommunications network, analyze the causes thereof, and respond thereto”.

Republic of Korea, Act on the Establishment and Operation of Korea Communications Commission,
Art. 11, “(1) The following matters shall be duties under the jurisdiction of the Commission: ... 2.
Matters concerning the overall control of research and planning, market surveys on broadcasting
and communications, protection of users of broadcasting and communications, promotion of
viewers’ rights and interests, and ethics relating to protecting personal information”.

Republic of Korea, Personal Information Protection Act, Art. 34-2, “(1) The Minister of the Interior
may impose and collect a penalty surcharge not exceeding 500 million won where a personal
information controller has caused the loss, theft, divulgence, forgery, alteration, or damage of
resident registration numbers: Provided, That this shall not apply where the personal information
controller has fully taken measures necessary to ensure safety under Article 24 (3) to prevent any
loss, theft, divulgence, forgery, alteration, or damage of such resident registration numbers”.
Republic of Korea, Personal Information Protection Act, Art. 75, “(4) Administrative fines provided
for in paragraphs (1) through (3) shall be imposed and collected by the Minister of the Interior and
the head of a related central administrative agency, as prescribed by Presidential Decree. In this
case, the head of a related central administrative agency shall impose and collect administrative
fines from the personal information controller in the field under his/her jurisdiction”.
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41 Singapore, Personal Data Protection Act 2012, Section 5(2), “The Personal Data Protection
Commission is responsible for the administration of this Act.”

452 Singapore, Personal Data Protection Act, Part II, Section 6, “The functions of the Commission shall
be...(c) to advise the Government on all matters relating to data protection”.
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453 Singapore, Personal Data Protection Act 2012, Section 9(1), “An individual appointed under
section 8(1) or an employee of the Authority, who is authorised in writing by the Chief Executive of
the Authority for the purpose of this section, may conduct, with the authorisation of the Public
Prosecutor, proceedings in respect of an offence under this Act.”

Singapore, Personal Data Protection Act 2012, Section 9(2), “A legal counsel of the Commission
who is an advocate and solicitor may — (a) appear in any civil proceedings involving the
performance of any function or duty, or the exercise of any power, of the Commission under any
written law; and (b) make all applications and do all acts in respect of the civil proceedings on
behalf of the Commission or an authorised officer.”

Singapore, Personal Data Protection Act 2012, Section 8(1),“The Commission may appoint, by
name or office, fromamong public officers and the employees of the Authority —(a) the
Commissioner for Personal Data Protection; and(b) such number of Deputy Commissioners for

454

455
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Personal DataProtection, Assistant Commissioners for Personal DataProtection and inspectors, as
the Commission considersnecessary.”

46 PDPC f§ 4 » 4t : https://www.pdpc.gov.sg/about-us/who-we-are » # {5 ¥|3* B 5 106 & 9 *
13p -
457 Singapore, Personal Data Protection Act 2012, Section 7(1), “The Minister may appoint one or

more advisory committeesto provide advice to the Commission with regard to the performanceof
any of its functions under this Act.”

4% Singapore, Personal Data Protection Act 2012, Section 7(2), “The Commission may consult such

advisory committees inrelation to the performance of its functions and duties and the exerciseof its
powers under this Act but shall not be bound by such consultation.”

0 PDPC 74 B € fi 4 > 44 : https://www.pdpc.gov.sg/about-us/advisory-committee > B {5 ¥
#p5i106&9°% 13 p°

460 Singapore, Personal Data Protection Act 2012, Section 6, “The functions of the Commission shall
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be — (a) to promote awareness of data protection in Singapore; (b) to provide consultancy, advisory,
technical, managerial or other specialist services relating to data protection; (c) to advise the
Government on all matters relating to data protection; (d) to represent the Government
internationally on matters relating to data protection; (e) to conduct research and studies and
promote educational activities relating to data protection, including organizing and conducting
seminars, workshops and symposia relating thereto, and supporting other organisations conducting
such activities; (f) to manage technical co-operation and exchange in the area of data protection
with other organisations, including foreign data protection authorities and international or
inter-governmental organisations, on its own behalf or on behalf of the Government; (g) to
administer and enforce this Act; (h) to carry out functions conferred on the Commission under any
other written law; and (i) to engage in such other activities and perform such functions as the
Minister may permit or assign to the Commission by order published in the Gazettei.”
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461 Singapore, Personal Data Protection Act 2012, Section 49, “(1) The Commission may, from time to
time, issue written advisory guidelines indicating the manner in which the Commission will
interpret the provisions of this Act. (2) Guidelines issued under this section may, from time to time,
be varied, amended or revoked by the Commission. (3) The Commission shall publish the
guidelines in any way the Commission thinks fit, but failure to comply with this subsection in
respect of any guidelines shall not invalidate the guidelines.”

Singapore, Personal Data Protection Act 2012, Section 65, “(1) The Commission may, with the
approval of the Minister, make such regulations as may be necessary or expedient for carrying out
the purposes and provisions of this Act and for prescribing anything that may be required or
authorised to be prescribed by this Act. [Act 22 0f 2016 wef 01/10/2016] (2) Without prejudice to
the generality of subsection (1), the Commission may, with the approval of the Minister, make
regulations for or with respect to all or any of the following matters: (a) [Deleted by Act 22 of 2016
wef 01/10/2016] (b) the form, manner and procedures, relating to the making and responding to
requests under section 21 or 22, including the content of responses to such requests, the period for
such responses, the circumstances in which an organisation may refuse to provide a response or
refuse to confirm or deny the existence of any matter and the fees that an organisation may charge
in respect of such requests; (c) the classes of persons who may act under this Act for minors,
deceased persons or any other individuals who lack capacity to act under this Act and regulating the
manner in which, and the extent to which, any rights or powers of individuals under this Act may be
exercised on their behalf;(d) the form, manner and procedures relating to applications and
complaints under this Act; (e) the conduct of reviews by the Commission under section 28; (f) the
form, manner and procedures for applications for reconsideration by the Commission under section
31, including the fees to be paid in respect of such applications; (g) the form, manner and
procedures for appeals to an Appeal Committee, including the fees to be paid in respect of such
appeals; (h) the award of costs of or incidental to any proceedings before the Commission or Appeal
Committee, and the award of expenses, including any allowances payable to persons in connection
with their attendance before the Commission or Appeal Committee; (i) the criteria for determining
whether a Singapore telephone number is eligible to be listed in a register; (j) the manner in which
entries in the register are to be made, corrected or removed; (k) the manner and form of giving or
withdrawing consent for the sending of a specified message; (1) any other matter relating to the
establishment, operation or administration of the register; (m) the fees to be paid in respect of
applications, and services provided by or on behalf of the Commission, under this Act, including
applications to confirm whether a Singapore telephone number is listed in the relevant register for
the purposes of section 43(1)(a). [Act 22 of 2016 wef 01/10/2016] (3) Regulations made under this
section may provide differently for different organisations, individuals, classes of organisations or
classes of individuals.”

462
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463 Singapore, Personal Data Protection Act 2012, Section 28,*“(1) On the application of a complainant,

464

the Commission may review — (a) a refusal to provide access to personal data requested by the
complainant under section 21, or a failure to provide such access within a reasonable time; (b) a fee
required from the complainant by an organisation in relation to a request by the complainant under
section 21 or 22; or (c) a refusal to correct personal data in accordance with a request by the
complainant under section 22, or a failure to make such correction within a reasonable time. (2)
Upon completion of its review under subsection (1), the Commission may — (a) confirm the refusal
to provide access to the personal data, or direct the organisation to provide access to the personal
data, within such time as the Commission may specify; (b) confirm, reduce or disallow a fee, or
direct the organisation to make a refund to the complainant; or (c) confirm the refusal to correct the
personal data, or direct the organisation to correct the personal data, in such manner and within such
time as the Commission may specify.”

Singapore, Personal Data Protection Act 2012, Section 29, “(1) The Commission may, if it is
satisfied that an organisation is not complying with any provision in Parts III to VI, give the
organisation such directions as the Commission thinks fit in the circumstances to ensure compliance
with that provision. (2) Without prejudice to the generality of subsection (1), the Commission may,
if it thinks fit in the circumstances to ensure compliance with Parts III to VI, give the organisation
all or any of the following directions:(a) to stop collecting, using or disclosing personal data in
contravention of this Act;(b) to destroy personal data collected in contravention of this Act; (¢) to
comply with any direction of the Commission under section 28(2); (d) to pay a financial penalty of
such amount not exceeding $1 million as the Commission thinks fit.(3) Subsection (2)(d) shall not
apply in relation to any failure to comply with a provision of this Act, the breach of which is an
offence under this Act. (4) The Commission shall, in any direction requiring the payment of a
financial penalty, specify the date before which the financial penalty is to be paid, being a date not
earlier than the end of the period within which an application for reconsideration of the direction, or
an appeal against the direction, may be brought under section 31 or 34, respectively. (5) The interest
payable on the outstanding amount of any financial penalty imposed under subsection (2)(d) and for
payment by instalment (as may be directed by the Commission in its discretion) of any financial
penalty imposed under subsection (2)(d) shall be at such rate as the Commission may direct, which
shall not exceed the rate prescribed in the Rules of Court in respect of judgment debts. (6) Any
interest ordered to be paid under subsection (5) shall form part of the penalty payable and be
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enforced in accordance with section 30.”

Singapore, Personal Data Protection Act, Part VII, Sec. 30, “(1) For the purposes of enforcement of
any direction made by the Commission under section 28(2) or 29, the Commission may apply for
the direction to be registered in a District Court in accordance with the Rules of Court and the
District Court shall register the direction in accordance with the Rules of Court. (2) From the date
of registration of any direction under subsection (1), the direction shall be of the same force and
effect, and all proceedings may be taken on the direction, for the purposes of enforcement as if it
had been an order originally obtained in the District Court which shall have power to enforce it
accordingly. (3) A District Court shall have jurisdiction to enforce any direction in accordance with
subsection (2) regardless of the monetary amount involved and may, for the purpose of enforcing
such direction, make any order — (a) to secure compliance with the direction; or (b) to require any
person to do anything to remedy, mitigate or eliminate any effects arising from — (i) anything done
which ought not, under the direction, to have been done; or (ii) anything not done which ought,
under the direction, to have been done, which would not have occurred had the direction been
complied with”.

Singapore, Personal Data Protection Act 2012, Section 50, “(1) The Commission may, upon
complaint or of its own motion, conduct an investigation under this section to determine whether an
organisation is not complying with this Act. (2) The powers of investigation under this section of
the Commission and the inspectors shall be as set out in the Ninth Schedule. (3) The Commission
may suspend, discontinue or refuse to conduct an investigation under this section if it thinks fit,
including but not limited to any of the following circumstances:(a) the complainant has not
complied with a direction under section 27(2); (b) the parties involved in the matter have mutually
agreed to settle the matter; (c) any party involved in the matter has commenced legal proceedings
against another party in respect of any contravention or alleged contravention of this Act by the
other party; (d) the Commission is of the opinion that the matter may be more appropriately
investigated by another regulatory authority and has referred the matter to that authority; or (e) the
Commission is of the opinion that — (i) a complaint is frivolous or vexatious or is not made in
good faith; or (ii) any other circumstances warrant refusing to conduct, suspending or discontinuing
the investigation. (4) An organisation shall retain records relating to an investigation under this
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section for one year after the conclusion of the investigation or any longer period specified in
writing by the Commission.”

Singapore, Personal Data Protection Act 2012, Ninth Schedule, Paragraph 1,“(1) For the purposes
of an investigation under section 50, the Commission or an inspector may, by notice in writing to
any organisation, require the organization to produce to the Commission or the inspector a specified
document or specified information, which the Commission or inspector considers relates to any
matter relevant to such investigation. (2) A notice under sub-paragraph (1) shall indicate the
purpose for which the specified document or specified information is required by the Commission.
(3) The Commission may specify in the notice — (a) the time and place at which any document is
to be produced or any information is to be provided; and (b) the manner and form in which it is to
be produced or provided. (4) The power under this paragraph to require an organisation to produce
a document includes the power — (a) if the document is produced — (i) to take copies of it or
extracts from it; and (ii) to require such organisation, or any person who is a present or past officer
of the organisation, or is or was at any time employed by the organisation, to provide an explanation
of the document; or (b) if the document is not produced, to require such organisation or person to
state, to the best of his knowledge and belief, where it is. (5) In sub-paragraphs (1) and (2),
“specified” means — (a) specified or described in the notice; or (b) falling within a category which
is specified or described in the notice.”

Singapore, Personal Data Protection Act 2012, Ninth Schedule, Paragraph 2,“(1) In connection with
an investigation under section 50, an inspector, and such other persons as the inspector may require
to assist him, may enter any premises. (2) No inspector or person assisting the inspector shall enter
any premises in exercise of the powers under this paragraph unless the inspector has given the
occupier of the premises a written notice which — (a) gives at least 2 working days’ notice of the
intended entry; and (b) indicates the subject-matter and purpose of the investigation. (3)
Sub-paragraph (2) shall not apply if the inspector has reasonable grounds for suspecting that the
premises are, or have been, occupied by an organisation which is being investigated in relation to a
contravention of this Act and if the inspectorhas taken all such steps as are reasonably practicable to
give written notice under that sub-paragraph but has not been able to do so. (4) Where
sub-paragraph (3) applies, the power of entry conferred by sub-paragraph (1) shall be exercised
upon production of — (a) evidence of the inspector’s appointment; and (b) a document containing
the information referred to in sub-paragraph (2)(b). (5) An inspector or a person assisting the
inspector entering any premises under this paragraph may — (a) take with him such equipment as
appears to him to be necessary; (b) require any person on the premises — (i) to produce any
document which he considers relates to any matter relevant to the investigation; and (ii) if the
document is produced, to provide an explanation of it; (c) require any person to state, to the best of
the person’s knowledge and belief, where any such document is to be found; (d) take copies of, or
extracts from, any document which is produced; (e) require any information which is stored in any
electronic form and is accessible from the premises and which he considers relates to any matter

137



=
"l

A2 FRPF CBARAT 2P AKNE S
BAH2Z g2 pentirEee g2 @ L {5
FFENFZF ANES SV o Ao B RS ERA Y
AXZEHF YA gd ERAFTHEELIEZFLID

AApM 2 M BRE TR Y > PN LR S -
7T

469

relevant to the investigation, to be produced in a form — (i) in which it can be taken away; and (ii)
in which it is visible and legible; and (f) take any step which appears to be necessary for the
purpose of preserving or preventing interference with any document which he considers relates to
any matter relevant to the investigation.”

Singapore, Personal Data Protection Act 2012, Ninth Schedule, Paragraph 3,“(1) The Commission
or any inspector may apply to a court for a warrant and the court may issue such a warrant if it is
satisfied that — (a) there are reasonable grounds for suspecting that there are, on any premises,
documents — (i) the production of which has been required under paragraph 1 or 2; and (ii) which
have not been produced as required;(b) there are reasonable grounds for suspecting that — (i) there
are, on any premises, documents which the Commission or the inspector has power under paragraph
1 to require to be produced; and (ii) if the documents were required to be produced, they would not
be produced but would be concealed, removed, tampered with or destroyed; or (c) an inspector or a
person assisting the inspector has attempted to enter the premises in the exercise of his powers
under paragraph 2 but has been unable to do so and that there are reasonable grounds for suspecting
that there are, on the premises, documents the production of which could have been required under
that paragraph. (2) Awarrant under this paragraph shall authorise a named officer, and such other
persons as the inspector may require to assist him, to do all or any of the following: (a) to enter the
premises specified in the warrant, using such force as is reasonably necessary for the purpose; (b) to
search any person on those premises if there are reasonable grounds for believing that that person
has in his possession any document, equipment or article which has a bearing on the investigation;
(c) to search the premises and take copies of, or extracts from, any document appearing to be of a
kind in respect of which the application under sub-paragraph (1) was granted (the relevant kind); (d)
to take possession of any document appearing to be of the relevant kind if — (i) such action appears
to be necessary for preserving the document or preventing interference with it; or (ii) it is not
reasonably practicable to take copies of the document on the premises; (e) to take any other step
which appears to be necessary for the purpose mentioned in sub-paragraph (d)(i); (f) to require any
person to provide an explanation of any document appearing to be of the relevant kind or to state, to
the best of his knowledge and belief, where it may be found; (g) to require any information which is
stored in any electronic form and is accessible from the premises and which he considers relates to
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any matter relevant to the investigation, to be produced in a form —(b) there are reasonable
grounds for suspecting that — (i) there are, on any premises, documents which the Commission or
the inspector has power under paragraph 1 to require to be produced; and (ii) if the documents were
required to be produced, they would not be produced but would be concealed, removed, tampered
with or destroyed; or (¢) an inspector or a person assisting the inspector has attempted to enter the
premises in the exercise of his powers under paragraph 2 but has been unable to do so and that there
are reasonable grounds for suspecting that there are, on the premises, documents the production of
which could have been required under that paragraph. (2) Awarrant under this paragraph shall
authorise a named officer, and such other persons as the inspector may require to assist him, to do
all or any of the following: (a) to enter the premises specified in the warrant, using such force as is
reasonably necessary for the purpose; (b) to search any person on those premises if there are
reasonable grounds for believing that that person has in his possession any document, equipment or
article which has a bearing on the investigation; (c) to search the premises and take copies of, or
extracts from, any document appearing to be of a kind in respect of which the application under
sub-paragraph (1) was granted (the relevant kind); (d) to take possession of any document
appearing to be of the relevant kind if — (i) such action appears to be necessary for preserving the
document or preventing interference with it; or (ii) it is not reasonably practicable to take copies of
the document on the premises; (e) to take any other step which appears to be necessary for the
purpose mentioned in sub-paragraph (d)(i); (f) to require any person to provide an explanation of
any document appearing to be of the relevant kind or to state, to the best of his knowledge and
belief, where it may be found; (g) to require any information which is stored in any electronic form
and is accessible from the premises and which he considers relates to any matter relevant to the
investigation, to be produced in a form —(i) in which it can be taken away; or (ii) in which it is
visible and legible; and (h) to remove from those premises for examination any equipment or article
which relates to any matter relevant to the investigation. (3) If, in the case of a warrant under
sub-paragraph (1)(b), the court is satisfied that it is reasonable to suspect that there are also on the
premises other documents relating to the investigation concerned, the warrant shall also authorise
the actions mentioned in sub-paragraph (2) to be taken in relation to any such document. (4) Where
possession of any document is taken under sub-paragraph (2)(d) or (3), the named officer may, at
the request of the person from whom possession of the document was taken, provide such person
with a copy of the document. (5) A named officer may allow any equipment or article which has a
bearing on an investigation and which may be removed from any premises for examination under
sub-paragraph (2)(h) to be retained on those premises subject to such conditions as the named
officer may require. (6) A warrant issued under this paragraph shall — (a) indicate the
subject-matter and purpose of the investigation; and (b) continue in force until the end of the period
of one month beginning from the day on which it is issued. (7) The powers conferred by this
paragraph shall not be exercised except upon production of a warrant issued under this paragraph.
(8) Any person entering any premises by virtue of a warrant under this paragraph may take with
him such equipment as appears to him to be necessary. (9) If there is no one at the premises when
the named officer proposes to execute such a warrant, he shall, before executing it — (a) take such
steps as are reasonable in all the circumstances to inform the occupier of the intended entry; and (b)
if the occupier is informed, afford him or his legal or other representative a reasonable opportunity
to be present when the warrant is executed. (10) If the named officer is unable to inform the
occupier of the intended entry, he shall, when executing the warrant, leave a copy of the warrant in
a prominent place on the premises. (11) On leaving any premises which he has entered by virtue of
a warrant under this paragraph, the named officer shall, if the premises are unoccupied or the
occupier is temporarily absent, leave them as effectively secured as he found them.(12) Any
document of which possession is taken under sub-paragraph (2)(d) or (3) may be retained for a
period of not more than 3 months. (13) In this paragraph — “named officer” means an inspector
named in the warrant; “occupier”, in relation to any premises, means a person whom the inspector
reasonably believes is the occupier of those premises.”
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470 Singapore, Personal Data Protection Act 2012,Section 51(5), “An organisation or person that
commits an offence under subsection (3)(b) or (¢) is liable — (a) in the case of an individual, to a
fine not exceeding $10,000 or to imprisonment for a term not exceeding 12 months or to both; and
(b) in any other case, to a fine not exceeding $100,000.”
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471 Malaysia, Personal Data Protection Act 2010, Section 51, “The Commissioner may employ on such

terms and conditions as he thinks desirable such officers and servants as may be necessary to assist
him in the performance of his functions and the exercise of his powers under this Act.”

Malaysia, Personal Data Protection Act 2010, Section3(1), “This Act shall not apply to the Federal
Government and State Governments”.
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Malaysia, Personal Data Protection Act 2010, Section 47(1), “The Minister shall appoint any person
as the “Personal Data Protection Commissioner” for the purposes of carrying out the functions and
powers assigned to the Commissioner under this Act on such terms and conditions as he thinks
desirable.”

Malaysia, Personal Data Protection Act 2010, Section 53, “Subject to such conditions as may be
specified in his instrument of appointment, the Commissioner shall, unless he sooner resigns or
vacates his office or his appointment is sooner revoked, hold office for a term not exceeding three
years and may be eligible for reappointment.”

Malaysia, Personal Data Protection Act 2010, Section 57, “The Commissioner shall be paid such
remuneration and allowances as the Minister may determine after consultation with the Minister of
Finance.”

Malaysia, Personal Data Protection Act 2010, Section 54(1), “The Minister may at any time revoke
the appointment of the Commissioner and shall state the reason for such revocation.”

Malaysia, Personal Data Protection Act 2010, Section 54(2), “The Commissioner may at any time
resign his office by giving a written notice addressed to the Minister fourteen days prior to the
intended date of resignation.”

Malaysia, Personal Data Protection Act 2010, Section 56, “The office of the Commissioner shall be
vacated— (a) if he dies; (b) if there has been proved against him, or he has been convicted of, a
charge in respect of—(i) an offence involving fraud, dishonesty or moral turpitude; (ii) an offence
under any law relating to corruption; or (iii) any other offence punishable with imprisonment (in
itself only or in addition to or in lieu of a fine) for more than two years; (c) if his conduct, whether
in connection with his duties as a Commissioner or otherwise, has been such as to bring discredit
on the office of the Commissioner; (d) if he becomes bankrupt; (e) if he is of unsound mind or is
otherwise incapable of discharging his duties; (f) if his appointment is revoked by the Minister; or
(g) if his resignation is accepted by the Minister.”
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479 Malaysia, Personal Data Protection Act 2010, Section 50, “(1) The Commissioner may, with the
approval of the Minister, from time to time, appoint such number of public officers as Deputy
Commissioners and such number of persons as Assistant Commissioners as are necessary to assist
the Commissioner in the performance of his functions and the exercise of his powers under this Act.
(2) The Deputy Commissioners and Assistant Commissioners appointed under subsection (1) shall
hold office for such periods, receive such remuneration, allowances or benefits, and shall be
subject to such terms and conditions of service as the Commissioner, with the approval of the
Minister, may determine. (3) The Deputy Commissioners and Assistant Commissioners appointed
under subsection (1) shall be subject to the supervision, direction and control of the
Commissioner.”

Malaysia, Personal Data Protection Act 2010, Section 58, “(1) The Commissioner may, subject to
such conditions, limitations or restrictions as he may think fit to impose, delegate any of his
functions or powers imposed or conferred upon him under this Act, except his power of delegation,
to the Deputy Commissioners or Assistant Commissioners, and any function or power so delegated
may be performed and exercised by the officer in the name and on behalf of the Commissioner. (2)
The delegation under subsection (1) shall not preclude the Commissioner himself from performing
or exercising at any time the delegated functions or powers.”

Malaysia, Personal Data Protection Act 2010, Section 55, “(1) The Minister may temporarily
appoint a Deputy Commissioner to perform the functions and powers of the Commissioner for the
period when—(a) the Commissioner is by reason of illness, leave of absence or any other cause
unable to perform his functions for any substantial period; or (b) the office of the Commissioner is
vacant. (2) A person appointed under subsection (1) shall, during the period in which he is
performing the functions and exercising the powers of the Commissioner under this section, be
deemed to be the Commissioner.”

482 Malaysia, Personal Data Protection Act 2010, Section 47(3), “The Commissioner appointed under

subsection (1) shall be a body corporate having perpetual succession and a common seal.”

480

481
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483 Malaysia, Personal Data Protection Act 2010, Section 59, “(1) The Commissioner shall be
responsible to the Minister. (2) The Minister may give to the Commissioner directions of a general
character consistent with the provisions of this Act relating to the performance of the functions and
powers of the Commissioner and the Commissioner shall give effect to such directions.”
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Malaysia, Personal Data Protection Act 2010, Section 48, “The Commissioner shall have the
following functions: (a) to advise the Minister on the national policy for personal data protection
and all other related matters; (b) to implement and enforce the personal data protection laws,
including the formulation of operational policies and procedures; (c¢) to promote and encourage
associations or bodies representing data users to prepare codes of practice and to disseminate to
their members the codes of practice for the purposes of this Act; (d) to cooperate with bodies
corporate or government agencies for the purpose of performing his functions; (e) to determine in
pursuance of section 129 whether any place outside Malaysia has in place a system for the
protection of personal data that is substantially similar to that as provided for under this Act or that
serves the same purposes as this Act; (f) to undertake or cause to be undertaken research into and
monitor developments in the processing of personal data, including technology, in order to take
account any effects such developments may have on the privacy of individuals in relation to their
personal data; (g) to monitor and supervise compliance with the provisions of this Act, including
the issuance of circulars, enforcement notices or any other instruments to any person; (h) to
promote awareness and dissemination of information to the public about the operation of this Act;
(i) to liaise and cooperate with persons performing similar personal data protection functions in any
place outside Malaysia in respect of matters of mutual interest, including matters concerning the
privacy of individuals in relation to their personal data; (j) to represent Malaysia through
participation in events that relate to personal data protection as authorized by the Minister, whether
within or outside Malaysia; and (k) to carry out such activities and do such things as are necessary,
advantageous and proper for the administration of this Act, or such other purposes consistent with
this Act as may be directed by the Minister.”

Malaysia, Personal Data Protection Act 2010, Section 49, “(1) The Commissioner shall have all
such powers to do all things necessary or expedient for or in connection with the performance of
his functions under this Act. (2) Without prejudice to the generality of subsection (1), the powers of
the Commissioner shall include the power—(a) to collect such fees as may be prescribed by the
Minister; (b) to appoint such agents, experts, consultants or any other persons as he thinks fit to
assist him in the performance of his functions; (c) to formulate human resource development and
cooperation programmes for the proper and effective performance of his functions; (d) to enter into
contracts; (€) to acquire, purchase, take, hold and enjoy any movable or immovable property of
every description for the performance of his functions, and to convey, assign, surrender, yield up,
charge, mortgage, demise, transfer or otherwise dispose of, or deal with such property or any
interest therein vested in him; (f) to perform such other functions as the Minister may assign from
time to time; and (g) to do all such things as may be incidental to or consequential upon the
performance of his functions.”
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486 Malaysia, Personal Data Protection Act 2010, Section 129, “(1) A data user shall not transfer any
personal data of a data subject to a place outside Malaysia unless to such place as specified by the
Minister, upon the recommendation of the Commissioner, by notification published in the Gazette.
(2) For the purposes of subsection (1), the Minister may specify any place outside Malaysia if—(a)
there is in that place in force any law which is substantially similar to this Act, or that serves the
same purposes as this Act; or (b) that place ensures an adequate level of protection in relation to the
processing of personal data which is at least equivalent to the level of protection afforded by this
Act. (3) Notwithstanding subsection (1), a data user may transfer any personal data to a place
outside Malaysia if—(a) the data subject has given his consent to the transfer; (b) the transfer is
necessary for the performance of a contract between the data subject and the data user; (c) the
transfer is necessary for the conclusion or performance of a contract between the data user and a
third party which—(i) is entered into at the request of the data subject; or (ii) is in the interests of
the data subject; (d) the transfer is for the purpose of any legal proceedings or for the purpose of
obtaining legal advice or for establishing, exercising or defending legal rights; (e) the data user has
reasonable grounds for believing that in all circumstances of the case—(i) the transfer is for the
avoidance or mitigation of adverse action against the data subject; (ii) it is not practicable to obtain
the consent in writing of the data subject to that transfer; and (iii) if it was practicable to obtain
such consent, the data subject would have given his consent; (f) the data user has taken all
reasonable precautions and exercised all due diligence to ensure that the personal data will not in
that place be processed in any manner which, if that place is Malaysia, would be a contravention of
this Act; (g) the transfer is necessary in order to protect the vital interests of the data subject; or (h)
the transfer is necessary as being in the public interest in circumstances as determined by the
Minister. (4) Where the Commissioner has reasonable grounds for believing that in a place as
specified under subsection (1) there is no longer in force any law which is substantially similar to
this Act, or that serves the same purposes as this Act— (a) the Commissioner shall make such
recommendations to the Minister who shall, either by cancelling or amending the notification made
under subsection (1), cause that place to cease to be a place to which personal data may be
transferred under this section; and (b) the data user shall cease to transfer any personal data of a
data subject to such place with effect from the time as specified by the Minister in the notification.
(5) A data user who contravenes subsection (1) commits an offence and shall, on conviction, be
liable to a fine not exceeding three hundred thousand ringgit or to imprisonment for a term not
exceeding two years or to both. (6) For the purposes of this section, “adverse action”, in relation to
a data subject, means any action that may adversely affect the data subject’s rights, benefits,
privileges, obligations or interests.”
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Philippines, Data Privacy Act of 2012, Section 2, “Declaration of Policy. — It is the policy of the
State to protect the fundamental human right of privacy, of communication while ensuring free
flow of information to promote innovation and growth. The State recognizes the vital role of
information and communications technology in nation-building and its inherent obligation to
ensure that personal information in information and communications systems in the government
and in the private sector are secured and protected”.

Philippines, Data Privacy Act of 2012, Legislative description °

Philippines, Data Privacy Act of 2012, Section 7(e), “Monitor the compliance of other government
agencies or instrumentalities on their security and technical measures and recommend the
necessary action in order to meet minimum standards for protection of personal information
pursuant to this Act”.

Philippines, Data Privacy Act of 2012, Section 7(i), “Recommend to the Department of Justice
(DOJ) the prosecution and imposition of penalties specified in Sections 25 to 29 of this Act”.
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Philippines, Data Privacy Act of 2012, Section 9.(1), “Organizational Structure of the Commission.
— The Commission shall be attached to the Department of Information and Communications
Technology (DICT) and shall be headed by a Privacy Commissioner, who shall also act as
Chairman of the Commission. The Privacy Commissioner shall be assisted by two (2) Deputy
Privacy Commissioners, one to be responsible for Data Processing Systems and one to be
responsible for Policies and Planning. The Privacy Commissioner and the two (2) Deputy Privacy
Commissioners shall be appointed by the President of the Philippines for a term of three (3) years,
and may be reappointed for another term of three (3) years. Vacancies in the Commission shall be
filled in the same manner in which the original appointment was made”.

Philippines, Data Privacy Act of 2012, Section 9.(2), “The Privacy Commissioner must be at least
thirty-five (35) years of age and of good moral character, unquestionable integrity and known
probity, and a recognized expert in the field of information technology and data privacy. The
Privacy Commissioner shall enjoy the benefits, privileges and emoluments equivalent to the rank
of Secretary”.
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4% Philippines, Data Privacy Act of 2012, Section 9.(3), “The Deputy Privacy Commissioners must be

494

495

recognized experts in the field of information and communications technology and data privacy.
They shall enjoy the benefits, privileges and emoluments equivalent to the rank of
Undersecretary”.

Philippines, Data Privacy Act of 2012, Section 9.(4), “The Privacy Commissioner, the Deputy
Commissioners, or any person acting on their behalf or under their direction, shall not be civilly
liable for acts done in good faith in the performance of their duties. However, he or she shall be
liable for willful or negligent acts done by him or her which are contrary to law, morals, public
policy and good customs even if he or she acted under orders or instructions of superiors: Provided,
That in case a lawsuit is filed against such official on the subject of the performance of his or her
duties, where such performance is lawful, he or she shall be reimbursed by the Commission for
reasonable costs of litigation”.
Philippines, Data Privacy Act of 2012, Section 9.(5), “The Secretariat. — The Commission is hereby
authorized to establish a Secretariat. Majority of the members of the Secretariat must have served
for at least five (5) years in any agency of the government that is involved in the processing of
personal information including, but not limited to, the following offices: Social Security System
(SSS), Government Service Insurance System (GSIS), Land Transportation Office (LTO), Bureau
of Internal Revenue (BIR), Philippine Health Insurance Corporation (PhilHealth), Commission on
Elections (COMELEC), Department of Foreign Affairs (DFA), Department of Justice (DOJ), and
Philippine Postal Corporation (Philpost)”.
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4% Philippines, Data Privacy Act of 2012, Section 41, “Appropriations Clause. — The Commission
shall be provided with an initial appropriation of Twenty million pesos (Php20,000,000.00) to be
drawn from the national government. Appropriations for the succeeding years shall be included in
the General Appropriations Act. It shall likewise receive Ten million pesos (Php10,000,000.00) per
year for five (5) years upon implementation of this Act drawn from the national government”.
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497 Philippines, Data Privacy Act of 2012, Section 7(a) > Ensure compliance of personal information
controllers with the provisions of this Act.

Philippines, Data Privacy Act of 2012, Section 7(b) » Receive complaints, institute investigations,
facilitate or enable settlement of complaints through the use of alternative dispute resolution
processes, adjudicate, award indemnity on matters affecting any personal information, prepare
reports on disposition of complaints and resolution of any investigation it initiates, and, in cases it
deems appropriate, publicize any such report: Provided, That in resolving any complaint or
investigation (except where amicable settlement is reached by the parties), the Commission shall
act as a collegial body. For this purpose, the Commission may be given access to personal
information that is subject of any complaint and to collect the information necessary to perform its
functions under this Act.

49 Philippines, Data Privacy Act of 2012, Section 7(c) * Issue cease and desist orders, impose a

temporary or permanent ban on the processing of personal information, upon finding that the
processing will be detrimental to national security and public interest;

498
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Philippines, Data Privacy Act of 2012, Section 7(d) > Compel or petition any entity, government
agency or instrumentality to abide by its orders or take action on a matter affecting data privacy;
Philippines, Data Privacy Act of 2012, Section 7(e), “Monitor the compliance of other government
agencies or instrumentalities on their security and technical measures and recommend the
necessary action in order to meet minimum standards for protection of personal information
pursuant to this Act;”

Philippines, Data Privacy Act of 2012, Section 7(f), “Coordinate with other government agencies
and the private sector on efforts to formulate and implement plans and policies to strengthen the
protection of personal information in the country;”

Philippines, Data Privacy Act of 2012, Section 7(g), “Publish on a regular basis a guide to all laws
relating to data protection;”

Philippines, Data Privacy Act of 2012, Section 7(h), “Publish a compilation of agency system of
records and notices, including index and other finding aids;”

Philippines, Data Privacy Act of 2012, Section 7(i), “Recommend to the Department of Justice
(DOJ) the prosecution and imposition of penalties specified in Sections 25 to 29 of this Act”.
Philippines, Data Privacy Act of 2012, Section 7(j), “Review, approve, reject or require
modification of privacy codes voluntarily adhered to by personal information controllers: Provided,
That the privacy codes shall adhere to the underlying data privacy principles embodied in this Act:
Provided, further, That such privacy codes may include private dispute resolution mechanisms for
complaints against any participating personal information controller. For this purpose, the
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Commission shall consult with relevant regulatory agencies in the formulation and administration
of privacy codes applying the standards set out in this Act, with respect to the persons, entities,
business activities and business sectors that said regulatory bodies are authorized to principally
regulate pursuant to the law: Provided, finally. That the Commission may review such privacy
codes and require changes thereto for purposes of complying with this Act;”

Philippines, Data Privacy Act of 2012, Section 7(k),”Provide assistance on matters relating to
privacy or data protection at the request of a national or local agency, a private entity or any
person”.

Philippines, Data Privacy Act of 2012, Section 7 (1), “Comment on the implication on data privacy
of proposed national or local statutes, regulations or procedures, issue advisory opinions and
interpret the provisions of this Act and other data privacy laws;”

Philippines, Data Privacy Act of 2012, Section 7(m), “Propose legislation, amendments or
modifications to Philippine laws on privacy or data protection as may be necessary;”

Philippines, Data Privacy Act of 2012, Section 7(n), “Ensure proper and effective coordination with
data privacy regulators in other countries and private accountability agents, participate in
international and regional initiatives for data privacy protection;”

Philippines, Data Privacy Act of 2012, Section 7(0), “Negotiate and contract with other data
privacy authorities of other countries for cross-border application and implementation of respective
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privacy laws”.

512 Philippines, Data Privacy Act of 2012, Section 7(p) » Assist Philippine companies doing business
abroad to respond to foreign privacy or data protection laws and regulations;

13 Philippines, Data Privacy Act of 2012, Section 7(q), “Generally perform such acts as may be
necessary to facilitate cross-border enforcement of data privacy protection”.

514 Philippines, Data Privacy Act of 2012, Section 40, “The Commission shall annually report to the
President and Congress on its activities in carrying out the provisions of this Act. The Commission
shall undertake whatever efforts it may determine to be necessary or appropriate to inform and
educate the public of data privacy, data protection and fair information rights and responsibilities™.
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New Zealand, Privacy Act 1993,Section 72, “Referral of complaint to Ombudsman (1) Where, on
receiving a complaint under this Part, the Commissioner considers that the complaint relates, in
whole or in part, to a matter that is more properly within the jurisdiction of an Ombudsman under
the Ombudsmen Act 1975 or the Official Information Act 1982 or the Local Government Official
Information and Meetings Act 1987, the Commissioner shall forthwith consult with the Chief
Ombudsman in order to determine the appropriate means of dealing with the complaint. (2) As
soon as practicable after consulting with the Chief Ombudsman under subsection (1), the
Commissioner shall determine whether the complaint should be dealt with, in whole or in part,
under this Act. (3) If the Commissioner determines that the complaint should be dealt with, in
whole or in part, under the Ombudsmen Act 1975 or the Official Information Act 1982 or the Local
Government Official Information and Meetings Act 1987, the Commissioner shall forthwith refer
the complaint or, as the case requires, the appropriate part of the complaint to the Chief
Ombudsman to be dealt with accordingly, and shall notify the complainant of the action that has
been taken”.

New Zealand, Privacy Act 1993, Section 83, “Aggrieved individual may bring proceedings before
Human Rights Review Tribunal. Notwithstanding section 82(2), the aggrieved individual (if any)
may himself or herself bring proceedings before the Human Rights Review Tribunal against a
person to whom section 82 applies if the aggrieved individual wishes to do so”.
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New Zealand, Privacy Act 1993,Section 2(1)(b), “responsible Minister means the Minister of
Justice”.

New Zealand, Privacy Act 1993,Section 2(1)(b), “Commissioner means the Privacy Commissioner
referred to in section 12 ofthis Act and appointed in accordance with section 28(1)(b) of the Crown
Entities Act 2004”.

New Zealand, Crown Entities Act 2004, section 28(1)(b), “the Governor-General, on the
recommendation of the responsible Minister, in the case of a member of an independent Crown
entity”.

New Zealand, Privacy Act 1993,Section 15(1), “The Governor-General may, on the
recommendation of the Minister, appoint a deputy to the person appointed as Commissioner”.

New Zealand, Privacy Act 1993,Section 15(2), Part 2 of the Crown Entities Act 2004, “except
section 46, applies to the appointment and removal of a Deputy Commissioner in the same manner
as it applies to the appointment and removal of a Commissioner”.

New Zealand, Privacy Act 1993.Section23, “Privacy officers It shall be the responsibility of each
agency to ensure that there are, within that agency, 1 or more individuals whose responsibilities
include—(a) the encouragement of compliance, by the agency, with the information privacy
principles:(b) dealing with requests made to the agency pursuant to this Act:(c) working with the
Commissioner in relation to investigations conducted pursuant to Part 8 in relation to the agency:(d)
otherwise ensuring compliance by the agency with the provisions of this Act”.
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52 New Zealand, Privacy Act 1993,Section 13(1)(a), “to promote, by education and publicity, an
understanding and acceptance of the information privacy principles and of the objects of those
principles”.

524 New Zealand, Privacy Act 1993,Section 13(1)(b), “when requested to do so by an agency, to
conduct an audit of personal information maintained by that agency for the purpose of ascertaining
whether or not the information is maintained according to the information privacy principles”.

525 New Zealand, Privacy Act 1993,Section 13(1)(c), “to monitor the use of unique identifiers, and
to report to the Prime Minister from time to time on the results of that monitoring,
including any recommendation relating to the need for, or desirability of taking,
legislative, administrative, or other action to give protection, or better protection, to the
privacy of the individual”.

5% New Zealand, Privacy Act 1993,Section 13(1)(d), “to maintain, and to publish, in accordance with
section 21, directories of personal information”.

527 New Zealand, Privacy Act 1993, Section 13(1) (e), “to monitor compliance with the public register
privacy principles, to review those principles from time to time with particular regard to the
Council of Europe Recommendations on Communication to Third Parties of Personal Data Held by
Public Bodies (Recommendation R (91) 10), and to report to the responsible Minister from time
to time on the need for or desirability of amending those principles”.
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New Zealand, Privacy Act 1993,Section 13(1) (f), “to examine any proposed legislation that makes
provision for—the collection of personal information by any public sector agency; or the
disclosure of personal information by one public sector agency to any other public sector
agency,—or both; to have particular regard, in the course of that examination, to the
matters set out in section 98, in any case where the Commissioner considers that the
information might be used for the purposes of an information matching programme; and
to report to the responsible Minister the results of that examination”.

New Zealand, Privacy Act 1993,Section 13(1) (g), “for the purpose of promoting the protection
of individual privacy, to undertake educational programmes on the Commissioner’s own
behalf or in co-operation with other persons or authorities acting on behalf of the
Commissioner”.

New Zealand, Privacy Act 1993,Section 13(1) (h), “to make public statements in relation to any
matter affecting the privacy of the individual or of any class of individuals”.

New Zealand, Privacy Act 1993,Section 13(1) (i), “to receive and invite representations from
members Of the public on any matter affecting the privacy of the individual”.

New Zealand, Privacy Act 1993,Section 13(1) (j), “to consult and co-operate with other persons and
bodies concerned with the privacy of the individual”.

New Zealand, Privacy Act 1993,Section 13(1) (k), “to make suggestions to any person in relation to
any matter that concerns the need for, or the desirability of, action by that person in the interests of
the privacy of the individual”.
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53 New Zealand, Privacy Act 1993,Section 13(1) (1), “to provide advice (with or without a request)
to a Minister or an agency on any matter relevant to the operation of this Act”.

New Zealand, the Crown Entities Act 2004,Section 150, “Obligation to prepare, present, and
publish annual report(1)A Crown entity must—(a)as soon as practicable after the end of each
financial year, prepare a report on the affairs of the Crown entity; and(b)provide the report to its
responsible Minister no later than 15 working days after receiving the audit report provided under
section 156.(2)[Repealed](3)A responsible Minister of a Crown entity (or another Minister, if
subsection (6) applies) must present the entity’s annual report to the House of Representatives
within 5 working days after the responsible Minister receives the annual report or, if Parliament is
not in session, as soon as possible after the commencement of the next session of Parliament.(4)A
Crown entity must publish its annual report as soon as practicable after it has been presented to the
House of Representatives, but in any case not later than 10 working days after the annual report is
received by the Minister, in a manner consistent with any instructions given under section
174.(5)An entity’s annual report may be presented or published in a document that includes any
other report or information, whether or not that other report or information relates to the entity, but
only if each report or set of information is separately identifiable within that document.(6)A
Minister other than the responsible Minister may present an entity’s annual report to the House of
Representatives if—(a)the report is presented in a document that includes another report or other
information; and(b)that other Minister is responsible for presenting that other report or
information”.

535
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536 Australian, Australian Information Commissioner Act 2010, Part2, Sec4, “This Part establishes the
Office of the Australian Information Commissioner. The Office of the Australian Information
Commissioner consists of the information officers and the staff of the Office.”

537 Australian, Privacy Act 1988, Part V, Sec55, “Proceedings in the Federal Court or Federal Circuit
Court to enforce a determination (1) The following persons may commence proceedings in the
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Federal Court or the Federal Circuit Court for an order to enforce a determination: (a) if the
determination was made under subsection 52(1)—the complainant; (b) the Commissioner. (2) If
the court is satisfied that the person or entity in relation to which the determination applies has
engaged in conduct that constitutes an interference with the privacy of an individual, the court may
make such orders (including a declaration of right) as it thinks fit. (3) The court may, if it thinks fit,
grant an interim injunction pending the determination of the proceedings. (4) The court is not to
require a person, as a condition of granting an interim injunction, to give an undertaking as to
damages. (5) The court is to deal by way of a hearing de novo with the question whether the person
or entity in relation to which the determination applies has engaged in conduct that constitutes an
interference with the privacy of an individual. (6) Despite subsection (5), the court may receive any
of the following as evidence in proceedings about a determination made by the Commissioner
under section 52: (a) a copy of the Commissioner’s written reasons for the determination; (b) a
copy of any document that was before the Commissioner; (c) a copy of a record (including any
tape recording) of any hearing before the Commissioner (including any oral submissions made).
(7A) In conducting a hearing and making an order under this section, the court is to have due
regard to the objects of this Act. (8) In this section: complainant, in relation to a representative
complaint, means any of the class members”.

5% Australian, Australian Information Commissioner Act 2010, Part2, Sec. 6, “Each of the following is
an information officer: (a) the Information Commissioner; (b)the Freedom of Information
Commissioner; (c)the Privacy Commissioner.”
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Australian, Australian Information Commissioner Act 2010, Part2, Sec. 14, “Appointment(1) The
Australian Information Commissioner is to be appointed by the Governor-General by written
instrument.(2) The Freedom of Information Commissioner is to be appointed by the
Governor-General by written instrument.(3) A person may only be appointed as the Freedom of
Information Commissioner if he or she has obtained a degree from a university, or an educational
qualification of a similar standing, after studies in the field of law.(4) The Privacy Commissioner is
to be appointed by the Governor-General by written instrument.”
Australian, Australian Information Commissioner Act 2010, Part2, Sec. 17, “An information officer
must not engage in paid employment outside the duties of his or her office without the Minister’s
approval”.
Australian, Remuneration Tribunal Determination 2016/19: Remuneration and Allowances for
Holders of Full-Time Public Office, Sec 2.1.
Australian, Australian Information Commissioner Act 2010, Part2, Sec. 5,”Establishment(1) The
Office of the Australian Information Commissioner is established by this section.(2) The Office of
the Australian Information Commissioner consists of:(a) the information officers; and(b) the staff
mentioned in Part 3.(3) For the purposes of the Public Service Act 1999: (a) the information
officers and staff of the Office of the Australian Information Commissioner together constitute a
Statutory Agency; and (b) the Information Commissioner is the Head of that Statutory Agency.
Note: The Information Commissioner holds an office equivalent to that of a Secretary of a
Department (see the definition of Agency Head in section 7 of the Public Service Act 1999).”
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543 Australian, Privacy Act 1988, Part V, Sec. 36A, “In general, this Part deals with complaints and
investigations about acts or practices that may be an interference with the privacy of an individual.
An individual may complain to the Commissioner about an act or practice that may be an
interference with the privacy of the individual. If a complaint is made, the Commissioner is
required to investigate the act or practice except in certain circumstances. The Commissioner may
also, on his or her own initiative, investigate an act or practice that may be an interference with the
privacy of an individual or a breach of Australian Privacy Principle 1.The Commissioner has a
range powers relating to the conduct of investigations including powers: (a) to conciliate
complaints; and (b) to make preliminary inquiries of any person; and (c) to require a person to give
information or documents, or to attend a compulsory conference; and (d) to transfer matters to an
alternative complaint body in certain circumstances. After an investigation, the Commissioner may
make a determination in relation to the investigation. An entity to which a determination relates
must comply with certain declarations included in the determination. Court proceedings may be
commenced to enforce a determination.”

544 Australian, Privacy Act 1988, Part V, Sec. 55, “Proceedings in the Federal Court or Federal Circuit
Court to enforce a determination(1) The following persons may commence proceedings in the
Federal Court or the Federal Circuit Court for an order to enforce a determination: (a) if the
determination was made under subsection 52(1)—the complainant; (b) the Commissioner.(2) If the
court is satisfied that the person or entity in relation to which the determination applies has
engaged in conduct that constitutes an interference with the privacy of an individual, the court may
make such orders (including a declaration of right) as it thinks fit.(3) The court may, if it thinks fit,
grant an interim injunction pending the determination of the proceedings.(4) The court is not to
require a person, as a condition of granting an interim injunction, to give an undertaking as to
damages.(5) The court is to deal by way of a hearing de novo with the question whether the person
or entity in relation to which the determination applies has engaged in conduct that constitutes an
interference with the privacy of an individual.(6) Despite subsection (5), the court may receive any
of the following as evidence in proceedings about a determination made by the Commissioner
under section 52:(a) a copy of the Commissioner’s written reasons for the determination; (b) a copy
of any document that was before the Commissioner; (c) a copy of a record (including any tape
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547

recording) of any hearing before the Commissioner (including any oral submissions made).(7A) In
conducting a hearing and making an order under this section, the court is to have due regard to the
objects of this Act.(8) In this section: complainant, in relation to a representative complaint, means
any of the class members.”
Australian, Privacy Act 1988, Part V, Sec. 20, “This Division sets out rules that apply to credit
reporting bodies in relation to their handling of the following: (a) credit reporting information; (b)
CP derived information; (c) credit reporting information that is de-identified; (d) a pre-screening
assessment. The rules apply in relation to that kind of information or assessment instead of the
Australian Privacy Principles.”
Australian, Privacy Act 1988, Part V, Sec. 21, “This Division sets out rules that apply to credit
providers in relation to their handling of the following: (a) credit information; (b) credit eligibility
information; (c) CRB derived information. If a credit provider is an APP entity, the rules apply in
relation to that information in addition to, or instead of, any relevant Australian Privacy
Principles.”
Australian, Privacy Act 1988, Part V, Sec. 23, “This Division deals with complaints about credit
reporting bodies or credit providers.Individuals may complain to credit reporting bodies or credit
providers about acts or practices that may be a breach of certain provisions of this Part or the
registered CR code.If a complaint is made, the respondent for the complaint must investigate the
complaint and make a decision about the complaint.

170



B SR APMEA
(Z) RArfh k5§ L
a‘ﬁﬁ#ﬁé&%%ﬁ FRM i M (ATO) 3 & * 1Lz B
A~ ’i‘ﬁf&l%ﬁﬁ?ﬁ—%%}fu’%gﬁ <<K% ‘}‘é':>>, —F‘(—é%i
B F 23 R fdi bl % B8 0 B AT e 2 st enfg 4 58
Hoord] T2 RS RSB A § o d 4 0.
(r) g FEFALE €
yp (CEF2) R 8LiENT > FAL R YR PR

i Beg LA g~HR f”"%iﬁ}.l’%fé‘iﬁ?]\
AR AAES L35 LB L A Td R AR E 2 50

548 Australian, Privacy Act 1988, Part V, Sec. 17, “The Commissioner must, by legislative instrument,
issue rules concerning the collection, storage, use and security of tax file number information.”
Australian, Privacy Act 1988, Part V, Sec. 18, “A file number recipient shall not do an act, or

engage in a practice, that breaches a rule issued under section 17.”

550 Australian, Privacy Act 1988, Part V, Sec. 82, “(1) A Privacy Advisory Committee is established.(2)
The Advisory Committee shall consist of:(a) the Commissioner; and (aa) the Privacy
Commissioner (within the meaning of the Australian Information Commissioner Act 2010); and (b)
not more than 8 other members.(3) A member other than the Commissioner and Privacy
Commissioner (within the meaning of that Act): (a) shall be appointed by the Governor-General;
and (b) shall be appointed as a part-time member.(4) An appointed member holds office, subject to
this Act, for such period, not exceeding 5 years, as is specified in the instrument of the member’s
appointment, but is eligible for re-appointment.(5) The Commissioner shall be convenor of the
Committee.(6) The Governor-General shall so exercise the power of appointment conferred by
subsection (3) that a majority of the appointed members are persons who are neither officers nor
employees, nor members of the staff of an authority or instrumentality, of the Commonwealth.(7)
Of the appointed members:(a) at least one must be a person who has had at least 5 years’
experience at a high level in industry or commerce; and(aa) at least one must be a person who has
had at least 5 years’ experience at a high level in public administration, or the service of a
government or an authority of a government; and (ab) at least one must be a person who has had
extensive experience in health privacy; and (b) at least one must be a person who has had at least 5
years’ experience in the trade union movement; and (c) at least one must be a person who has had
extensive experience in information and communication technologies; and (d) at least one must be
appointed to represent general community interests, including interests relating to social welfare;
and (e) at least one must be a person who has had extensive experience in the promotion of civil
liberties.(10) An appointed member holds office on such terms and conditions (if any) in respect of
matters not provided for by this Act as are determined, in writing, by the Governor-General.(11)
The performance of a function of the Advisory Committee is not affected because of a vacancy or
vacancies in the membership of the Advisory Committee.”

549
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%1 Australian, Privacy Act 1988, Part IX, Sec. 95,”(1) The CEO of the National Health and Medical
Research Council may, with the approval of the Commissioner, issue guidelines for the protection
of privacy by agencies in the conduct of medical research.(2) The Commissioner shall not approve
the issue of guidelines unless he or she is satisfied that the public interest in the promotion of
research of the kind to which the guidelines relate outweighs to a substantial degree the public
interest in maintaining adherence to the Australian Privacy Principles.(3) Guidelines shall be issued
by being published in the Gazette.(4) Where: (a) but for this subsection, an act done by an agency
would breach an Australian Privacy Principle; and (b) the act is done in the course of medical

research and in accordance with guidelines under subsection (1);the act shall be regarded as not
breaching that Australian Privacy Principle.”
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552 https://icdppc.org/wp-content/uploads/2015/02/Rules-and-Procedures.pdf> & {8 32> 5 106 & 9 *

18 p -

553 (International Conference of Data Protection and Privacy Commissioners RULES AND
PROCEDURES) , ICDPPC, 2017, Section5.1(a), “ A public entity, created by an appropriate legal
instrument based upon legal traditions of the country or international organisation which it belongs

2

to”.
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554 (International Conference of Data Protection and Privacy Commissioners RULES AND

PROCEDURES), ICDPPC, 2017, Section5.1(b), “Has the supervision of the implementation of the
legislation on the protection of personal data or privacy as one of its principal regulatory mandates”.

{International Conference of Data Protection and Privacy Commissioners RULES AND
PROCEDURES) , ICDPPC, 2017, Section5.1(c), “The legislation under which it operates is
compatible with the principal international instruments dealing with data protection or privacy”.

{International Conference of Data Protection and Privacy Commissioners RULES AND
PROCEDURES) , ICDPPC, 2017, Section5.1(d), “Has an appropriate range of legal powers to
perform its functions”.

{International Conference of Data Protection and Privacy Commissioners RULES AND
PROCEDURES) , ICDPPC, 2017, Section5.1(¢), “Has appropriate autonomy and independence”.
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5% (International Conference of Data Protection and Privacy Commissioners RULES AND
PROCEDURES) , ICDPPC, 2017, Section5.3(a), “Public entities that do not meet [the criteria
provided for in article 5.1], but are involved in dealing with the protection of personal data and/or

privacy”.
559 (International Conference of Data Protection and Privacy Commissioners RULES AND

PROCEDURES) , ICDPPC, 2017, Section5.3(b), “International organisations whose activity is

related to the protection of personal data or privacy”.
560 (International Conference of Data Protection and Privacy Commissioners RULES AND

PROCEDURES), ICDPPC, 2017, Section5.3(c), “Any other organisation that has granted Observer
status to the Conference, under the principle of reciprocity”.
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564 ( APEC COOPERATION ARRANGEMENT FOR CROSS-BORDER PRIVACY
ENFORCEMENT) , 4.1, “Privacy Enforcement Authority’ means any public body that is
responsible for enforcing Privacy Law, and that has powers to conduct investigations or pursue
enforcement proceedings”.
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569 (Regulating for Results: Strategies and Priorities for Leadership and Engagement discussion paper ),
Annex A - DPA Functions Under GDPR, Centre for Information Policy Leadership (“CIPL”) at

Hunton & Williams LLP, 2017.
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571

{Opinion 6/2009 on the level of protection of personal data in Israel) , WP165, 2009, p15, «...and
the fact that ILITA has been designated to organize the 32nd International Conference on Privacy
and Personal Data Protection, which is scheduled to be held in Jerusalem in October 2010, reinforce
the efforts made by the State of Israel to guarantee the existence of a personal data protection
authority and to adequately safeguard this right”.

{Opinion 11/2011 on the level of protection of personal data in New Zealand ) , WP182, 2011, p13,
“In addition the Office of the Privacy Commissioner has been accredited to the International
Conference of Data Protection and Privacy Commissioners; has been approved as a participant of
the APEC Cross-border Privacy Enforcement Arrangement”.
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http://www.economic-news.tw/2017/10/APEC-CBPR.html，最後到訪為106年1月16
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3~28 s f pF T & B F 3 (Health Information ) ji2 4 ;
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pl4 -

192



5 14 B pri§ Mgt > (Cyber Security) | i 4 ;
69 1i¥ FkP (DataPortability) ; i 4 ;

7~7 ® g " A4 (Human Rights ) & T 7 B4R

( Anti-Discrimination ) | /% 3% ;

87 B g T~ A gA#HK (Public Key

1

Infrastructure ) ; & " %4 (Cryptography) ; i 4 ;
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SUPERVISE PRIVACY PRAGTICES I 1 Ib
both in the HEALTH INFORMATION LAW

have a —
PUBLIC AND PRIVATE SECTORS CONSTITUTION I—
that refers TELECOMMUNICATIONS REGULATION LAW

I m CYBER-SECURITY LAW
Dn DATA PORTABILITY LAW

I n HUMAN RIGHTS OR ANTI-DISCRIMINATION LAW
h n PUBLIC KEY INFRASTRUCTURE OR CRYPTOGRAPHY LAW

COMPETITION LAW

: nGWERmENT ETHICS LAW
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http://www.itic.org/public-policy/SnapshotofDataLocalizationMeasures1-19-2017.pdf，最後到訪日為107年1月16
http://www.itic.org/public-policy/SnapshotofDataLocalizationMeasures1-19-2017.pdf，最後到訪日為107年1月16
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Sharing and Accessibility Policy )y 2> & * 2 £ £ (public funds )
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SR (FRETIFLEE)

B R 2012 & (FE R+ 2 %2 (Information and

Electronic Transaction Law )) % > E#® Z &= if ¥ —“F‘f ek
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I ~Aka (FAFEIRIEE)

Am (FMALHEIRGEZ (Decree of Information Technology
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%80 Vietnam , Decree of Information Technology Services , Article25.8, “To have at least one server
system in Vietnam serving the inspection, supervision, storage, and provision of information at
the request of competent state management agencies, and settlement of customers’ complaints about
the service provision according to regulations of the Ministry of Information and
Communications”.

209



A AR

AR L B R 7 BB RO B 1 R B B R
DHRATIGEFET AR, 28 SRk F R LFER
B TR mli@l‘?’f'i_/’ HE (AT &) bl

(- ) OECD

zece

EAREITERE .?E' . ( Organization for Economic
Co-operation and Development » OECD ) >+ 1980 & #1]5f (*&
f TR A TR BB 4p 31 (OECD Guidelines on the

L

Protection of Privacy and Transborder Flows of Personal
Data)) » ¥ > 2013 # 3% 4 i3 1+ %8 ’éiiﬁélgﬁ%i’ ERE
BT 0 6 BRI RAL B TR 06
(= ) ICDPPC

THaER REL | R ¢ ICDPPC g 3t 2009
k= ,i\:’f 719 7. B A T B 4¢ 2 74-3% (Madrid Resolution ) |
2, 2 (1B F 2R F 3 B % & & (International Standards
on the Protection of Personal Data and Privacy )) » ¥ 3t 3% 4%

W AR BEEREFET O BRI A O 8B

A ?‘\-}J‘ °
(= ) APEC

APEC 3 e g% N B A FAlap d nds o

(‘ﬁg
(\IN
IR

581 1, https://www.oecd.org/sti/ieconomy/2013-oecd-privacy-guidelines.pdf » # 5 ¥]2+ 52 106 & 9 *
17 p -

582 http://www.privacyconference2009.org/media/Publicaciones/common/estandares_resolucion_madrid_en.pdf
B3P 5 10629 18p -

210


http://www.privacyconference2009.org/media/Publicaciones/common/estandares_resolucion_madrid_en.pdf，最後到訪日為106年9月18
http://www.privacyconference2009.org/media/Publicaciones/common/estandares_resolucion_madrid_en.pdf，最後到訪日為106年9月18
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%83 TPP, Article14.11.2, “Each Party shall allow the cross-border transfer of information by electronic
means, including personal information, when this activity is for the conduct of the business of a
covered person”.

TPP, Article14.13.2, “No Party shall require a covered person to use or locate computing facilities
in that Party’s territoryas a condition for conducting business in that territory”.
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58 GDPR, Article45(1), “A transfer of personal data to a third country or an international organisation
may take place where the Commission has decided that the third country, a territory or one or more
specified sectors within that third country, or the international organisation in question ensures an
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adequate level of protection. Such a transfer shall not require any specific authorisation.”

GDPR, Article45(2), “When assessing the adequacy of the level of protection, the Commission
shall, in particular, take account of the following elements: a) the rule of law, respect for human
rights and fundamental freedoms, relevant legislation, both general and sectoral, including
concerning public security, defence, national security and criminal law and the access of public
authorities to personal data, as well as the implementation of such legislation, data protection rules,
professional rules and security measures, including rules for the onward transfer of personal data to
another third country or international organisation which are complied with in that country or
international organisation, case-law, as well as effective and enforceable data subject rights and
effective administrative and judicial redress for the data subjects whose personal data are being
transferred; b) the existence and effective functioning of one or more independent supervisory
authorities in the third country or to which an international organisation is subject, with
responsibility for ensuring and enforcing compliance with the data protection rules, including
adequate enforcement powers, for assisting and advising the data subjects in exercising their rights
and for cooperation with the supervisory authorities of the Member States; and c) the international
commitments the third country or international organisation concerned has entered into, or other
obligations arising from legally binding conventions or instruments as well as from its participation
in multilateral or regional systems, in particular in relation to the protection of personal data.”
GDPR, Article46(1), “In the absence of a decision pursuant to Article 45(3), a controller or
processor may transfer personal data to a third country or an international organisation only if the
controller or processor has provided appropriate safeguards, and on condition that enforceable data
subject rights and effective legal remedies for data subjects are available.”
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GDPR, Article46(2), “The appropriate safeguards referred to in paragraph 1 may be provided for,
without requiring any specific authorisation from a supervisory authority, by: a) a legally binding
and enforceable instrument between public authorities or bodies; b) binding corporate rules in
accordance with Article 47; ¢) standard data protection clauses adopted by the Commission in
accordance with the examination procedure referred to in Article 93(2); d) standard data protection
clauses adopted by a supervisory authority and approved by the Commission pursuant to the
examination procedure referred to in Article 93(2); e) an approved code of conduct pursuant to
Article 40 together with binding and enforceable commitments of the controller or processor in the
third country to apply the appropriate safeguards, including as regards data subjects’ rights; or f) an
approved certification mechanism pursuant to Article 42 together with binding and enforceable
commitments of the controller or processor in the third country to apply the appropriate safeguards,
including as regards data subjects’ rights.”

GDPR, Article47(2), “The binding corporate rules referred to in paragraph 1 shall specify at least: a)
the structure and contact details of the group of undertakings, or group of enterprises engaged in a
joint economic activity and of each of its members; b) the data transfers or set of transfers,
including the categories of personal data, the type of processing and its purposes, the type of data
subjects affected and the identification of the third country or countries in question; c) their legally
binding nature, both internally and externally; d) the application of the general data protection
principles, in particular purpose limitation, data minimisation, limited storage periods, data quality,
data protection by design and by default, legal basis for processing, processing of special categories
of personal data, measures to ensure data security, and the requirements in respect of onward
transfers to bodies not bound by the binding corporate rules; e) the rights of data subjects in regard
to processing and the means to exercise those rights, including the right not to be subject to
decisions based solely on automated processing, including profiling in accordance with Article 22,
the right to lodge a complaint with the competent supervisory authority and before the competent
courts of the Member States in accordance with Article 79, and to obtain redress and, where
appropriate, compensation for a breach of the binding corporate rules; f) the acceptance by the
controller or processor established on the territory of a Member State of liability for any breaches of
the binding corporate rules by any member concerned not established in the Union; the controller or
the processor shall be exempt from that liability, in whole or in part, only if it proves that that
member is not responsible for the event giving rise to the damage; g) how the information on the
binding corporate rules, in particular on the provisions referred to in points (d), (e) and (f) of this
paragraph is provided to the data subjects in addition to Articles 13 and 14; h) the tasks of any data
protection officer designated in accordance with Article 37 or any other person or entity in charge
of the monitoring compliance with the binding corporate rules within the group of undertakings, or
group of enterprises engaged in a joint economic activity, as well as monitoring training and
complaint-handling; i) the complaint procedures; j) the mechanisms within the group of
undertakings, or group of enterprises engaged in a joint economic activity for ensuring the
verification of compliance with the binding corporate rules. Such mechanisms shall include data
protection audits and methods for ensuring corrective actions to protect the rights of the data
subject. Results of such verification should be communicated to the person or entity referred to in
point (h) and to the board of the controlling undertaking of a group of undertakings, or of the group
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of enterprises engaged in a joint economic activity, and should be available upon request to the
competent supervisory authority; k) the mechanisms for reporting and recording changes to the
rules and reporting those changes to the supervisory authority; 1) the cooperation mechanism with
the supervisory authority to ensure compliance by any member of the group of undertakings, or
group of enterprises engaged in a joint economic activity, in particular by making available to the
supervisory authority the results of verifications of the measures referred to in point (j); m) the
mechanisms for reporting to the competent supervisory authority any legal requirements to which a
member of the group of undertakings, or group of enterprises engaged in a joint economic activity
is subject in a third country which are likely to have a substantial adverse effect on the guarantees
provided by the binding corporate rules; and n) the appropriate data protection training to personnel
having permanent or regular access to personal data.”

216



(7)

(8)

(11)

(12)

(13)

cie ) R R R 2 AP T £ E ik 4
CO PN o HES FTRFEA

% GDPR % 37 ifdpi%z B F i & ehiz it > & &
PHREFERTERMA S s b gRER 2
ﬁfi‘?ﬁ]%ﬁ{?iﬁ? R ERDZ EREKT

AR 2 fFBMOE IR > T ik p
TOE MR 2 & g

IR R s £ 8 8]

vAFERWMELTERES S s g

217



(14) HEDP A FREELFEBF2 A A HREDEF B

i Tk

3~ f@ﬁiﬁﬁﬁ’:}%}%—"ﬁ £k GDPR % 93 i % 2 2L %>
ERERLEFPSEHENL €377 184 Efg‘#ﬁ?ﬁé
B & B F 3K 0% 3¢ (standard data protection

clauses ) 5% o

4~ By Rnfs X gfszDPR" % 40 ERETIFV 0(F
% = B (codeofconduct) ¥ % 3 Fd 4 ¥ ¥ H {722

R TR A 2 R -

5 B hE FfhE X P @ GDPR ¥ 42 37 Ln#
(certification mechanism) > # % 3 F7d 4 2 ¥ {7

EE S P S N TR

i

et
=

(=)

> of

% GDPR % 49 i % 1 3R 2> B M+ % A L H ¥l
RAL BT RER T DR RREF P AP £
A2 R P E AT A2 - P E R F Qﬁi%l

59 R B F U AR B RiEdn £ 95/46/EC e i B /»\ w] ATEEREREAT 2
Ff?ﬁfﬁﬁﬁﬁJ\ﬂQ@ﬂ,pﬁvégil\@F @ﬁﬁ %ﬁ43~&£
s A RETE IS FF A6 gz 0T &#«H}W AR S
O~ ZAEARL S 110 IR B ZERBMEFER 12, gifﬂ—%ﬁ,g;e o

218



iﬁg}594:

I FRFFAEZCRF ORI LA LLLEF
REFE 2AFEH T NN KPR G EOPFEA T

(=]

>

fF® o
AEEE LIS T TR RS F L R EEE

“’k

I REFETANBEF LGB BE 75728 o

w
ra
i
N
de
B
=)
=\
823
e
i
>~
(w.
—h
IR
=
o
iy
gl
ke
\u‘_
N
~
Ji
>~
B

AN
P
I 3y
B =
—_ Ty
RN X
EIS &
Jrh A
A~ °
N
pid
—h
N
T,
—j' N
~
A

(@) ]
s
B
NS
B
E
PN
G
-
e
/4
0
i
o
b
BE)
e
T
|~
=
74-
\T‘
—J' v
~
A

0%
=
=
N
il
+
|
"

()]
i
B
N
!1@
E
N
DO
S
W
%
NS
Ty
Qe
Am
%"
N
_.;E

’ila‘
=
W
74N
B>
pre

5% GDPR, Article49(1), “In the absence of an adequacy decision pursuant to Article 45(3), or of

appropriate safeguards pursuant to Article 46, including binding corporate rules, a transfer or a set
of transfers of personal data to a third country or an international organisation shall take place only
on one of the following conditions: a) the data subject has explicitly consented to the proposed
transfer, after having been informed of the possible risks of such transfers for the data subject due to
the absence of an adequacy decision and appropriate safeguards; b) the transfer is necessary for the
performance of a contract between the data subject and the controller or the implementation of
pre-contractual measures taken at the data subject’s request; c) the transfer is necessary for the
conclusion or performance of a contract concluded in the interest of the data subject between the
controller and another natural or legal person; d) the transfer is necessary for important reasons of
public interest; e) the transfer is necessary for the establishment, exercise or defence of legal claims;
f) the transfer is necessary in order to protect the vital interests of the data subject or of other
persons, where the data subject is physically or legally incapable of giving consent; g) the transfer
is made from a register which according to Union or Member State law is intended to provide
information to the public and which is open to consultation either by the public in general or by any
person who can demonstrate a legitimate interest, but only to the extent that the conditions laid
down by Union or Member State law for consultation are fulfilled in the particular case.”
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5% UK, Data Protection Act, Schedulel, Part1, 8, "Personal data shall not be transferred to a country or
territory outside the European Economic Area unless that country or territory ensures an adequate
level of protection for the rights and freedoms of data subjects in relation to the processing of
personal data".

UK, Data Protection Act, Schedulel, Part2, 13, "An adequate level of protection is one which is
adequate in all the circumstances of the case, having regard in particular to—(a)the nature of the
personal data,(b)the country or territory of origin of the information contained in the data,(c)the
country or territory of final destination of that information,(d)the purposes for which and period
during which the data are intended to be processed,(e)the law in force in the country or territory in
question,(f)the international obligations of that country or territory,(g)any relevant codes of conduct
or other rules which are enforceable in that country or territory (whether generally or by
arrangement in particular cases), and(h)any security measures taken in respect of the data in that
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country or territory".

%8 UK, Data Protection Act, Schedulel, Part2, 14, "The eighth principle does not apply to a transfer
falling within any paragraph of Schedule 4, except in such circumstances and to such extent as the
Secretary of State may by order provide".

599 UK, Data Protection Act, Schedule4, 1, "The data subject has given his consent to the transfer".

800 UK, Data Protection Act, Schedule4, 2, "The transfer is necessary—(a)for the performance of a
contract between the data subject and the data controller, or(b)for the taking of steps at the request
of the data subject with a view to his entering into a contract with the data controller".
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606

UK, Data Protection Act, Schedule4, 3, "The transfer is necessary—(a)for the conclusion of a
contract between the data controller and a person other than the data subject which—(i)is entered
into at the request of the data subject, or(ii)is in the interests of the data subject, or(b)for the
performance of such a contract".

UK, Data Protection Act, Schedule4, 4, " (1)The transfer is necessary for reasons of substantial
public interest.(2)The [F1 Secretary of State] may by order specify—(a)circumstances in which a
transfer is to be taken for the purposes of sub-paragraph (1) to be necessary for reasons of
substantial public interest, and(b)circumstances in which a transfer which is not required by or
under an enactment is not to be taken for the purpose of sub-paragraph (1) to be necessary for
reasons of substantial public interest".

UK, Data Protection Act, Schedule4, 5, " The transfer—(a)is necessary for the purpose of, or in
connection with, any legal proceedings (including prospective legal proceedings),(b)is necessary
for the purpose of obtaining legal advice, or(c)is otherwise necessary for the purposes of
establishing, exercising or defending legal rights".

UK, Data Protection Act, Schedule4, 6, "The transfer is necessary in order to protect the vital
interests of the data subject".

UK, Data Protection Act, Schedule4, 7, "The transfer is of part of the personal data on a public
register and any conditions subject to which the register is open to inspection are complied with by
any person to whom the data are or may be disclosed after the transfer".

UK, Data Protection Act, Schedule4, 8, "The transfer is made on terms which are of a kind
approved by the Commissioner as ensuring adequate safeguards for the rights and freedoms of data
subjects".
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807 UK, Data Protection Act, Schedule4, 9, "The transfer has been authorised by the Commissioner as
being made in such a manner as to ensure adequate safeguards for the rights and freedoms of data
subjects".

Canada, Personal Information Protection and Electronic Documents Act, Schedulel, 4.1.3, " An
organization is responsible for personal information in its possession or custody, including
information that has been transferred to a third party for processing. The organization shall use
contractual or other means to provide a comparable level of protection while the information is
being processed by a third party.
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620 South Korea, Personal Information Protection Act, Article17(3), "When the personal information
processor provides personal information to a third partyoverseas, it shall inform data subjects of
any of Subparagraphs of Paragraph (2), andobtain consent from data subjects".
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622

623

624

South Korea, Personal Information Protection Act, Article17(2), "...1. The recipient of personal
information;2. The purpose of use of personal information of the said recipient;3. Particulars of
personal information to be provided;4. The period when personal information is retained and used
by the said recipient; and5. The fact which data subjects are entitled to deny consent, and
disadvantage affectedresultantly from the denial of consent".

Singapore, Personal Data Protection Act2012, Section26(1), "An organisation shall not transfer any
personal data to a country or territory outside Singapore except in accordance with requirements
prescribed under this Act to ensure that organisations provide a standard of protection to personal
data so transferred that is comparable to the protection under this Act".

Singapore, Personal Data Protection Act2012, Section26(2), "The Commission may, on the
application of any organisation, by notice in writing exempt the organisation from any requirement
prescribed pursuant to subsection (1) in respect of any transfer of personal data by that
organisation".

Singapore, Personal Data Protection Act2012, Section26(3), "An exemption under subsection
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625

626

627
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(2) —(a)may be granted subject to such conditions as the Commission may specify in writing;
and(b)need not be published in the Gazette and may be revoked at any time by the Commission".
Singapore, Personal Data Protection Act2012, Section26(4), "The Commission may at any time add
to, vary or revoke any condition imposed under this section".

Malaysia, Personal Data Protection Act 2010, Section129(1), " A data user shall not transfer any
personal data of a data subject to a place outside Malaysia unless to such place as specified by the
Minister, upon the recommendation of the Commissioner, by notification published in the Gazette".
Malaysia, Personal Data Protection Act 2010, Section129(2), "For the purposes of subsection (1),
the Minister may specify any place outside Malaysia if— (a) there is in that place in force any law
which is substantially similar to this Act, or that serves the same purposes as this Act; or (b) that
place ensures an adequate level of protection in relation to the processing of personal data which is
at least equivalent to the level of protection afforded by this Act".

Malaysia, Personal Data Protection Act 2010, Section129(4), "Where the Commissioner has
reasonable grounds for believing that in a place as specified under subsection (1) there is no longer
in force any law which is substantially similar to this Act, or that serves the same purposes as this
Act— (a) the Commissioner shall make such recommendations to the Minister who shall, either by
cancelling or amending the notification made under subsection (1), cause that place to cease to be a
place to which personal data may be transferred under this section; and (b) the data user shall cease
to transfer any personal data of a data subject to such place with effect from the time as specified

238



1
.
2% B

(=)

W

Iy

=

A7
2R o

ot G4

@ AT

(=) F#%

FE R B A F AL

7} "SLFEIZ‘ = imlﬁ‘

HFEJETAERITVEE RF I

F AR A AL § % »

v

bR o e E T AL - PR TR Y
PSS BT 8 kT T %

TR LR O

629

(=) 2B @I ST ARG F B TR Y Wb et
VA "ﬁ% o
@)3%&@@%?#%?%éﬁ“;&ﬁ%ﬁﬁﬁwiuﬁz
FIAGEFTHEFEARRELT YA T QHTRE T
A ”ﬁ ’TIJ o
(z) ZBEH @ﬁ?]{; TR EARREFEESR & SRR
ST SETES SR
(T) FHE® % L
by the Minister in the notification".

Malaysia, Personal Data Protection Act 2010, Section129(3), "Notwithstanding subsection (1), a
data user may transfer any personal data to a place outside Malaysia if— (a) the data subject has
given his consent to the transfer; (b) the transfer is necessary for the performance of a contract
between the data subject and the data user; (¢) the transfer is necessary for the conclusion or
performance of a contract between the data user and a third party which— (i) is entered into at the
request of the data subject; or (ii) is in the interests of the data subject; (d) the transfer is for the
purpose of any legal proceedings or for the purpose of obtaining legal advice or for establishing,
exercising or defending legal rights; (e) the data user has reasonable grounds for believing that in
all circumstances of the case— (i) the transfer is for the avoidance or mitigation of adverse action
against the data subject; (ii) it is not practicable to obtain the consent in writing of the data subject
to that transfer; and (iii) if it was practicable to obtain such consent, the data subject would have
given his consent; (f) the data user has taken all reasonable precautions and exercised all due
diligence to ensure that the personal data will not in that place be processed in any manner which,
if that place is Malaysia, would be a contravention of this Act; (g) the transfer is necessary in order
to protect the vital interests of the data subject; or (h) the transfer is necessary as being in the public
interest in circumstances as determined by the Minister".
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830 Malaysia, Personal Data Protection Act 2010, Section129(6), "For the purposes of this section,
“adverse action”, in relation to a data subject, means any action that may adversely affect the data
subject’s rights, benefits, privileges, obligations or interests".

Philippines, Data Privacy Act of 2012, Section21, "Each personal information controller is
responsible for personal information under its control or custody, including information that have

been transferred to a third party for processing, whether domestically or internationally, subject to
cross-border arrangement and cooperation".

631
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632

633

634

635

Philippines, Data Privacy Act of 2012, Section21(a), "The personal information controller is
accountable for complying with the requirements of this Act and shall use contractual or other
reasonable means to provide a comparable level of protection while the information are being
processed by a third party".
Philippines, Data Privacy Act of 2012, Section21(b), "The personal information controller shall
designate an individual or individuals who are accountable for the organization’s compliance with
this Act. The identity of the individual(s) so designated shall be made known to any data subject
upon request".
New Zealand, Privacy Act1993, Section114B(1), "The Commissioner may prohibit a transfer of
personal information from New Zealand to another State if the Commissioner is satisfied, on
reasonable grounds, that—(a) the information has been, or will be, received in New Zealand from
another State and is likely to be transferred to a third State where it will not be subject to a law
providing comparable safeguards to this Act; and(b) the transfer would be likely to lead to a
contravention of the basic principle sof national application set out in Part Two of the OECD
Guidelines and set out in Schedule 5A".
New Zealand, Privacy Act1993, Section114B(3), "Subsection (1) does not apply if the transfer of
the information, or the information itself, is—(a) required or authorised by or under any enactment;
or(b) required by any convention or other instrument imposing international obligations on New

Zealand".
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1+~ OECD (& W T 4 FREBE L4535 (OECD
Guidelines on the Protection of Privacy and Transborder

Flows of Personal Data )) ‘£ # 4 H R o
2+ TE B4 TAL GRS £ 95/M46/ECS .
S ERETEFRER (OECD)

Zoan b v T B & % ( Organization for Economic
+ i

Co-operation and Development » OECD ) ** 1980 # #]5f (‘&

8% New Zealand, Privacy Act1993, Section114B(2), "In determining whether to prohibit a transfer of
personal information, the Commissioner must also consider, in addition to the matters set out in
subsection (1)and section 14, the following:(a) whether the transfer affects, or would be likely to
affect, any individual; and(b) the general desirability of facilitating the free flow of information
between New Zealand and other States; and(c) any existing or developing international guidelines
relevant to transborder data flows, including (but not limited to)—(i) the OECD Guidelines; (ii) the
European Union Directive 95/46/EC on the Protection of Individuals with Regard to the Processing
of Personal Data and on the Free Movement of Such Data".

037 %dp £ 41 2018 # d ¥R B 4 R 0R3E 271 (General Data Protection Regulation) B~ %
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638 3, https://www.oecd.org/sti/ieconomy/2013-oecd-privacy-guidelines.pdf » # 5 ¥]2+ 5 106 & 9 *
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8% QECD, Privacy Framework, Chapterl, Part4, 17, " A Member country should refrain from
restricting transborder flows of personal data between itself and another country where () the
other country substantially observes these Guidelines or (b) sufficient safeguards exist,
including effective enforcement mechanisms and appropriate measures put in place by the data
controller, to ensure a continuing level of protection consistent with these Guidelines".
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640 http://www.privacyconference2009.org/media/Publicaciones/common/estandares_resolucion_madrid_en.pdf
B 533 P 5 106 # 94 18 p o

641 (International Standards on the Protection of Personal Data and Privacy) , ICDPPC,2009,
Sectionl5.1, “As a general rule, international transfers of personal data may be carried out
when the State to which such data are transmitted affords, as a minimum, the level of
protection provided for in this Document”.
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642

643

644

{International Standards on the Protection of Personal Data and Privacy) , ICDPPC,2009,
Sectionl15.2, “It will be possible to carry out international transfers of personal data to States that do
not afford the level of protection provided for in this document where those who expect to transmit
such data guarantee that the recipient will afford such level of protection; such guarantee may for
example result from appropriate contractual clauses. In particular, where the transfer is carried out
within corporations or multinational groups, such guarantees may be contained in internal privacy
rules, compliance with which is mandatory”.

(International Standards on the Protection of Personal Data and Privacy) , ICDPPC,2009,
Section15.3, “Moreover, national legislation applicable to those who expect to transmit data may
permit an international transfer of personal data to States that do not afford the level of protection
provided for in this Document, where necessary and in the interest of the data subject in the
framework of a contractual relationship, to protect the vital interests of the data subject or of
another person, or when legally required on important public interest grounds”.

{Updates to the APEC Privacy Framework) , APEC, 2016.
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845 (Updates to the APEC Privacy Framework ), APEC, 2016, para20, “Recognizing the interests of the

646

647

648

individual to legitimate expectations of privacy, personal information protection should be designed
to prevent the misuse of such information”.

{Updates to the APEC Privacy Framework) , APEC, 2016, para21, “Personal information
controllers should provide clear and easily accessible statements about their practices and policies
with respect to personal information”.

{Updates to the APEC Privacy Framework) , APEC, 2016, para24, “The collection of personal
information should be limited to information that is relevant to the purposes of collection and any
such information should be obtained by lawful and fair means”.

{Updates to the APEC Privacy Framework ) , APEC, 2016, para25, “Personal information collected
should be used only to fulfill the purposes of collection and other compatible or related purposes”.
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{Updates to the APEC Privacy Framework ), APEC, 2016, para26, “Where appropriate, individuals
should be provided with clear, prominent, easily understandable, accessible and affordable
mechanisms to exercise choice in relation to the collection, use and disclosure of their personal
information”.

{Updates to the APEC Privacy Framework ), APEC, 2016, para27, ‘“Personal information should be
accurate, complete and kept up-todate to the extent necessary for the purposes of use”.

{Updates to the APEC Privacy Framework) , APEC, 2016, para28, “Personal information
controllers should protect personal information that they hold with appropriate safeguards against
risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use,
modification or disclosure of information or other misuses”.

{Updates to the APEC Privacy Framework) , APEC, 2016, para29, “Individuals should be able to:
a) obtain from the personal information controller confirmation of whether or not the personal
informationcontroller holds personal information about them; b) have communicated to them, after
having provided sufficient proof of their identity, personal information about them;...c) challenge
the accuracy of personal information relating to them and, if possible and as appropriate, have the
information rectified, completed, amended or deleted”.
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{Updates to the APEC Privacy Framework) , APEC, 2016, para32, “A personal information
controller should be accountable for complying with measures that give effect to the Principles
stated above. When personal information is to be transferred to another person or organization,
whether domestically or internationally, the personal information controller should obtain the
consent of the individual or exercise due diligence and take reasonable steps to ensure that the
recipient person or organization will protect the information consistently with these Principles”.

{Opinion 02/2014 on a referential for requirements for Binding Corporate Rules submitted to
national Data Protection Authorities in the EU and Cross Border Privacy Rules submitted to APEC
CBPR Accountability Agents) , WP212, 2014 o
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