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The rising development of internet, communication, and mobile device
has brought the communication undertaking to a new era.
Communication corporations now not only provide telecommunication
and broadcast services, but also interact with their customers by internet
and provide more customized service and targeted advertisement. In the
meantime, corporations collect personal information, traffic data, location
data, and itemised bill of their consumers while providing the service.
Therefore, under the current trend of "Big Data" and "Internet of Things",

these data are valuable to business enterprises.

However, value added service is related to the privacy and control of
their personal data of data subjects. It should not be permitted without

any regulations.

This research is to compare the regulation of other countries with the
Personal Data Protection Act in Taiwan, and to address several
suggestions of the protection of personal data while using those data for
value added services, such as enhancing the regulation of privacy
statement, enhance data owners’right of control of their personal data,
establish the criteria of "Anynomisation”, giving the "opt out" option to

data owners.

Keywords : personal data protection, privacy, communication, value

added service, big data, internet of things
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© B » { Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
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%[ > (Directive 95/46/EC) - Article 2 (a) - 'personal data' shall mean any information relating to an
identified or identifiable natural person ('data subject') ; an identifiable person is one who can be
identified, directly or indirectly, in particular by reference to an identification number or to one or more
factors specific to his physical, physiological, mental, economic, cultural or social identity | -

© B » (Directive 95/46/EC) - Article 8 -

© g » (Directive 95/46/EC) » Recital (26) - .....whereas, to determine whether a person is
identifiable, account should be taken of all the means likely reasonably to be used either by the
controller or by any other person to identify the said person; whereas the principles of protection shall
not apply to data rendered anonymous in such a way that the data subject is no longer
identifiable...... | »

© B » (Directive 95/46/EC) » Article 2 (d) -
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B » (Directive 95/46/EC) » Article 2 (e) -

T ' » (Directive 95/46/EC) » Article 2 (b) -

© B » ( Directive 95/46/EC) - Article 6 -
g g » (Directive 95/46/EC) > Article 7 » T Member States shall provide that personal data may be
processed only if : (a) the data subject has unambiguously given his consent; or (b) processing is
necessary for the performance of a contract to which the data subject is party or in order to take steps at
the request of the data subject prior to entering into a contract; or (c¢) processing is necessary for
compliance with a legal obligation to which the controller is subject; or (d) processing is necessary in
order to protect the vital interests of the data subject; or (e) processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested in
the controller or in a third party to whom the data are disclosed; or (f) processing is necessary for the
purposes of the legitimate interests pursued by the controller or by the third party or parties to whom

the data are disclosed, except where such interests are overridden by the interests for fundamental
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rights and freedoms of the data subject which require protection under Article 1 (1) . ;-

e p > (Directive 95/46/EC) > Article 2 (h)» I 'the data subject's consent' shall mean any freely given
specific and informed indication of his wishes by which the data subject signifies his agreement to
personal data relating to him being processed. | -

g @ - (Directive 95/46/EC) » Article 10 ~ 11 -

g g - (Directive 95/46/EC) - Article 16 ~ 17 -
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Ygp > (Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
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purpose of the conveyance of a communication on an electronic communications network or for the
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Yg:p > (Directive 2002/58/EC) > Article 6.1 »
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i@ * o (We use aggregate information to create
External Marketing & Analytics Reports that we may
sell to other companies for their own marketing,

advertising or other similar uses. )

Br dF 4 ¢ g4 BEF A A AR vl
o2l PR RT3 e AU Eggﬂ;,gw%m%

M3 4L - (Reports for retail business that show the
number of wireless devices in or near their store
locations by time of day and day of week, together
with demographic characteristics of the users (such

as age and gender ) in those groups. )

(5) t'&# 4 FAQ ¢ TQUESTIONS ABOUT LOCATION
INFORMATION | 38 p # zimzif :

YSAT&T Privacy Policy FAQ | AT&T, http://www.att.com/gen/privacy-policy?pid=13692 > & {4 3|2+ p
105& 471 14 p o
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# & el & o (We’ll give you prior notice and ask

for your consent when your location is used or
shared. )

B % ez TR £ 74 o (We use if

for Advertising. )
2. B IR
BEYRAR iz @t £ 11 0 & gt Blueprint # &
2RPE A 4 184, ek B GBI (% FIAR B R R SRR AT
MmO IR ;’/2]%' P IR 2R o
(=) Verizon » £ &
3 W T G Verizon = 2 4 & (7430 H da ) enPrecision

Market Insights % &7 ® B8 23 7p F# K8 » B RT
Wk B FHFATNE #&; = 5 Precision Marketing 7 &5 & 4

(7 4 PRI o
1 2FERR

Verizon % 2014 # 8 7 A g Rl P e Ar

YAT&T Is Ending Its 'AdWorks' Mobile Experiment And Laying Off Staff,

http://www.businessinsider.com/att-is-ending-its-adworks-mobile-experiment-and-laying-off-staff-2013-10 » &

fs3zxp 106% 471 14 p -
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(1) f#ra & nF 4L (Information Collected When You Use

Verizon Products and Services) # f! Fxze ' 13 5

%Eﬂ%&&wﬁﬁ&'ﬁm~ﬁ?ﬁbh% £ A

5.~ tR H F % o (call records, websites visited, wireless

rv ~

location, application and feature usage, other similar

information may be used for billing purposes )

(2) & Verizon # 34w £ (Information Collected on

Verizon Websites ) ¢ 7= 3Lp0 @ 2% i 50 & 5 e TE 5 -

WF CPY LB IP E C KERA RS T
7 3|3 & F 3 - (browsing, searching and buying activity ,
IP address, mobile telephone or device number, account

information, web addresses of the sites you come from
and go to next.)

Adtytam st 2 P (Additional Information for
Wireless Customers ) ¥ i EamEe KRR F

—_

PSR N LR FHEL B K § T
F2eyfor g 2 % 5% e
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T RPN L TASE AN Y
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»
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AR g e R S TR RS EFE S

(Verizon Wireless may use mobile usage information

“privacy Policies | Verizon, http://www.verizon.com/about/privacy/policy/ » % &

Flzxp 105 & 4 *
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and consumer information for certain business and
marketing reports. Mobile usage information includes the
addresses of websites you visit when you use our wireless
services. These data strings (or URLs) may include
search terms you have used. Mobile usage information
also includes the location of your device and your use of
applications and features. Consumer information includes
information about your use of \erizon products and
services (such as data and calling features, device type,
and amount of use ) as well as demographic and interest
categories provided to us by other companies (such as
gender, age range, sports fan, frequent diner, or pet
owner ) . We may combine this information in a manner
that does not personally identify you and use it to prepare
aggregated business and marketing reports that we may

use ourselves or share with others for their use. )
2. FEIR

FRmaI A BIEL R ¢ FCC 42014297 3 p 2

Bl
=

F-AAEEEY R F LR G H Verizon
SFCCHAAUIRIEN B RS > K£115 740
220~ ) & FCCE = {rfz o

=N I3 ,
EEET
-

o

T

F 2 (957

<
SWe

S\ferizon To Pay $7.4M To Settle Privacy Investigation,
http://www.fcc.gov/document/verizon-pay-74m-settle-privacy-investigation-0 » & {s 3+ p 105 & 4

114 p o
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BlAeRE T G B FE L 7] 2 (International Working Group on

Data Protection in Telecommunications, IWGDPT ) ** 2014 # 5 * 7. &
¥55ﬁ§ﬁ%%*&%bﬁ%@1?ﬁ&ﬁm%~£%%#1ﬁ$
2. (Working Paper on Big Data and Privacy ) ~ %< % 2014 &£ d B % F
PRk 4 % 29 ik fv0] e dk ! (Opinion 8/2104 on the Recent
Developments on the Internet of Things) ~ % B 7 & & & B A
( European Data Protection Supervisor) *+ 2015 # % # (Meeting the
challenges of big data) -~ & B ICO % 2014 # # ! (Big data and data
protection) #p 3l ~ 2 W £ HAEK £ R ¢ (President's Council of
Advisors on Science and Technology » PCAST ) *+ 2014 # # 1) (BIG
DATA AND PRIVACY : ATECHNOLOGICAL PERSPECTIVE ) #F 2. -
FTC »t 2015 +# #% ! (internet of things, Privacy & Security in a
Connected World ) 1 132 % (LTt )o
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on theGeneral Data Protection Regulation) ,2015,"[ a] strong guarantee of purpose limitation is
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Is Singling out  Is Linkability  Is Inference still a
still a risk? still a risk? risk?
Pseudonymisation Yes Yes Yes
Noise addition Yes May not May not
Substitution Yes Yes May not
Aggregation or K-anonymity No Yes Yes
L-diversity No Yes May not
Differential privacy May not May not May not
Hashing/Tokenization Yes Yes May not
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1. IWGDPT, Working Paper on Big Data and Privacy, Privacy
principles under pressure in the age of Big Data analytics (Skopje,
5./6. May 2014).

1. Directive 95/46/EC of the European Parliament and of the Council of
24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data.
Available at
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CEL EX:319
95L0046:en:HTML

2. Directive 2002/58/EC of the European Parliament and of the Council

of 12 July 2002 concerning the processing of personal data and the
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protection of privacy in the electronic communications sector
(Directive on privacy and electronic communications).

Available at
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:320

021.0058:en:HTML

® R E R
1. Communications Act 2003
2. Data Protection Act 1998
3. The Privacy and Electronic Communications (EC Directive)

Regulations 2003

Federal Trade Commission Act

1.

2. Telecommunications Act of 1996
3. Consumer Privacy Bill of Rights Act Draft
4. Notice of Proposed Rulemaking on broadband internet service

provider

Federal Trade Commission v Accusearch Inc., No. 08-8003, United
States Court of Appeals Tenth Circuit (June 29, 2009)

1.
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Available at http://www.cal0.uscourts.gov/opinions/08/08-8003.pdf
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1.

Article 219 Data Protection Working Party, Opinion 03/2013 on the
purpose limitation, April 2, 2013.
Available at

http://ec.europa.eu/justice/data-protection/article-29/documentation/o

pinion-recommendation/files/2013/wp203_en.pdf
Acrticle 219 Data Protection Working Party, Opinion 15/2011 on the

definition of consent, July 3, 2011
Available
athttp://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wpl8

7_en.pdf
Article 219 Data Protection Working Party, Opinion 8/2014 on the on

Recent Developments on the Internet of Things, September 16, 2013.
Available at

http://ec.europa.eu/justice/data-protection/article-29/documentation/o

pinion-recommendation/files/2014/wp223 en.pdf

Der Hessische Datenschutzbeauftragte, Key data protection points for
the trilogue on the General Data Protection Regulation, August 14,
2015.

Available at
https://datenschutz-berlin.de/attachments/1137/Kernpunktepapier.EN.
pdf?1440511241
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5. European Commission, Privacy and Data Protection Impact
Assessment Framework for RFID Applications, January 12, 2011.
Available at
http://cordis.europa.eu/fp7/ict/enet/documents/rfid-pia-framework-fin
al.pdf

6. European Data Protection Supervisor, Meeting the challenges of big
data, November 19, 2015.

Available at

https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/
Documents/Consultation/Opinions/2015/15-11-19 Big Data EN.pdf

7. European Economic and Social Committee, Towards a thriving

data-driven economy, January 21, 2015.

Available at
http://toad.eesc.europa.eu/viewdoc.aspx?doc=ces/ten/ten557/en/EES
C-2014-05300-00-00-AC-TRA-en.doc

8. Federal Trade Commission, internet of things, Privacy & Security in
a Connected World, January, 2015.
Available at

https://www.ftc.gov/system/files/documents/reports/federal -trade-co

mmission-staff-report-november-2013-workshop-entitled-internet-thi

ngs-privacy/150127iotrpt.pdf

9. Fred H. Cate, Peter Cullen and Viktor Mayer-Schonberger, Data
Protection Principles for the 21st Century: Revising the 1980 OECD
Guidelines, March 2014.

Available at

237


http://cordis.europa.eu/fp7/ict/enet/documents/rfid-pia-framework-final.pdf
http://cordis.europa.eu/fp7/ict/enet/documents/rfid-pia-framework-final.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2015/15-11-19_Big_Data_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2015/15-11-19_Big_Data_EN.pdf
http://toad.eesc.europa.eu/viewdoc.aspx?doc=ces/ten/ten557/en/EESC-2014-05300-00-00-AC-TRA-en.doc
http://toad.eesc.europa.eu/viewdoc.aspx?doc=ces/ten/ten557/en/EESC-2014-05300-00-00-AC-TRA-en.doc
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf

MV\QQ Rpdn@pi fog
EVAEEEERE A BT B A TR AL B2 F
L8 %

10.

11.
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http://www.oii.ox.ac.uk/publications/Data_Protection_Principles_for
the 21st_Century.pdf

International Telecommunications Union, The Internet of Things,

November 2005.

Available at

https://www.itu.int/net/wsis/tunis/newsroom/stats/The-Internet-of-Thi
ngs-2005.pdf

President’s Council of Advisors on Science and Technology, BIG
DATA AND PRIVACY: ATECHNOLOGICAL PERSPECTIVE,
May 2014.

Available at

https://www.whitehouse.qgov/sites/default/files/microsites/ostp/PCAS

T/pcast big data and privacy - may 2014.pdf

L A

Ankeny, Jason, AT&T rolls out multi-platform AdWorks Blueprint
audience, May 22, 2013.

http://www.fiercemobileit.com/story/att-rolls-out-multi-platform-adw

orks-blueprint-audience-targeting-effort/2013-05-22

AT&T, AT&T Privacy Policy FAQ.

Available at http://www.att.com/gen/privacy-policy?pid=13692
AT&T, AT&T Privacy Policy.

Available at https://www.att.com/gen/privacy-policy?pid=2506
Edwards, Jim, AT&T Is Ending Its 'AdWorks' Mobile Experiment
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And Laying Off Staff, October 11, 2013.
Available at

http://www.businessinsider.com/att-is-ending-its-adworks-mobile-ex

periment-and-laying-off-staff-2013-10

5. European Parliament, New EU rules on data protection put the
citizen back in the driving seat, December 17, 2015.
Available at
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEX
T+IM-PRESS+201512171PR08112+0+DOC+XML+VO0//EN

6. Federal Communications Commission, FCC ENFORCEMENT
ADVISORY, ENFORCEMENT BUREAU GUIDANCE:
BROADBAND PROVIDERS SHOULD TAKE REASONABLE,
GOOD FAITH STEPS TO PROTECT CONSUMER PRIVACY, May
20, 2015.

Available at
https://apps.fcc.gov/edocs public/attachmatch/DA-15-603A1.pdf

7. Federal Communications Commission, Verizon To Pay $7.4 Million
To Settle Consumer Privacy Investigation, September 3, 2014
Available at
https://www.fcc.gov/document/verizon-pay-74m-settle-privacy-inves
tigation-0

8. Hunton & Williams LLP, FCC to Tackle Issue of Broadband Privacy,
November 9, 2015.

Available at

https://www.huntonprivacyblog.com/2015/11/09/fcc-to-tackle-issue-o
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10.

11.

12.

13.

14,

f-broadband-privacy/

Information Commissioner’s Office, Anonymisation: managing data
protection risk code of practice.

Available at https://ico.org.uk/media/1061/anonymisation-code.pdf

Information Commissioner’s Office, Audit: a guide to ICO privacy
and electronic communications regulations audits.
Available at

https://ico.org.uk/media/for-organisations/documents/2784/quide-to-i

co-pecr-audits.pdf

Information Commissioner’s Office, Guide to the Privacy and
Electronic Communications Regulations.
Available at

https://ico.org.uk/media/for-organisations/quide-to-pecr-2-1.pdf

Information Commissioner’s Office, Privacy Seals.
Available at

https://ico.org.uk/for-organisations/improve-your-practices/privacy-s

eals/

Laney, Doug, 3D Data Management: Controlling Data Volume,
\elocity, and Variety, February 6, 2001.

Available at
http://blogs.gartner.com/doug-laney/files/2012/01/ad949-3D-Data-M

anagement-Controlling-Data-Volume-Velocity-and-Variety.pdf

Out-Law, Telefonica to sell 'insights' gleaned from anonymised
mobile phone location data, October 11, 2012.

Available at
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15. Ranking Digital Rights, 2015 Ranking Digital Rights Corporate
Accountability Index.
Available at https://rankingdigitalrights.org/index2015/
16. Rasmussen, Paul, Telefonica withdraws 'Big Data' service from
German market, November 2, 2012.
Available at
http://www.fiercewireless.com/europe/story/telef-nicas-big-data-plan
s-blocked-german-regulator/2012-11-02
17. Telecompaper, German govt to limit Telefonica plans to sell customer
data, November 1, 2012.
Available at
http://www.telecompaper.com/news/german-govt-to-limit-telefonica-
plans-to-sell-customer-data--905518
18. Telefonica Dynamic Insights, Privacy.
Available at http://dynamicinsights.telefonica.com/blog/635/privacy
19. Verizon, Privacy Policies.
Available at http://www.verizon.com/about/privacy/policy/
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1. Federal Data Protection Act
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2. Telecommunications Act
3. Telemedia Act

4. Interstate Broadcasting Treaty
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Available at
http://www.cao.go.jp/consumer/iinkaikouhyou/2014/0715 iken.html
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