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= Uneven contours of risk scoring methods
Bl bEE G EARA—
= Inconsistent and/or incompatible risk scales
[l Bz 4R BB &l 7 A 47—

Obsession with data REEREBR 7

= Misconceptions of data as a result of cognitive
disparities &l 3 # {m = & #k bR

= Measuring too much, too soon; measuring too little, too
late ER}REEAME ALER
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= Uncertainties inherent to probabilistic approach
RARKIEZFEZAEE N

= Greater coordination required by multifactorial
data fusion ZEARER PN ZiHmAEE

= Limitations of data without empirical input
HEAEENERN S ZRE

= Talents in short supply
THE A7 & iR
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COBIT ZREHE sy

« Enterprise goals

» Enterprise size

*Role of IT
Inputs to COBIT 2019 COBIT 2019 i i =Sourcing model for IT
i+ +Compliance requirements
¢+ e Ete.
OB 0): 0
X X 'l < : DU U . Il

7
o e

COBIT® 2019 Framework:
Introduction and Methodology
COBIT Core
Publications

+ SME
« Security
* Risk

COBIT® 2019 Framework: COBIT® 2019 Design Guide:
Governance and Designing an Information and Technology
Management Objectives Governance Solution

Tailored Enterprise
Governance

System for
Information and
Technology

> Priority governance
and management
objectives

> Specific guidance
from focus areas

> Target capability
and performance
management
guidance

COBIT® 2019 Implementation Guide:
Implementing and Optimizing an
Information and Technology
Governance Solution

16
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COBIT =ILE =

EDMO1—Ensured -
Governance EDMO02—Ensured EDMO3—Ensured EDMO04—Ensured EDMO5-Ensured

i 7 i i it Resource Stakeholder
F k Benefits Deliver Risk Optimization driu
ar:?m?rzteieatr:lc? . e ISKptim zat] Optimization Engagement

M

allk
=

APOU- Managed f} ppogy AROUS M AP004—Ma APOOS-Ma APO0G d || APoO7 d
Framework Strategy Architecture Innovation Portfolio Budget and Costs Human Resources

MEA01-Managed
Performance and
Conformance
Monitoring

APODB-Managed || APOCS- Managed APOT1 2- APOT3-M:
lationship A Vendors Quality Security

g

MEA02—-Managed
System of Internal
BAI07—Managed Control
BAI0O6—Managed IT Change
IT Changes Acceptance and
Transitioning

BAI03—Managed BAIO4—M BAIO5— )

Availability Organizational
and Capacity Change

BAI0O1—Managed BAI02-M d

Programs Requirements
Definition

Identification
and Build

MEA03—-Managed
Compliance With
External
Requirements

BAI08—Managed BAI09—-M d BAI10-M d BAI11

Knowledge Assets Configuration Projects

DSS01—M: DSS02—M: DSS03 DSS04 DSS05—Managed DSS06—Managed

Service

Security Business MEA04—Managed
and Incidents

3 4
Problems Continuity Services Process Controls Assurance

Operations
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= COBIT Implementation .
Road Map

R
OF ot
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* Program management
(outer ring)

» Change enablement
(middle ring)

 Continual improvement life cycle
(inner ring)

Identify ro\e
players

Plan program

2 What needs to be done’
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2. Determine
the initial

1. Understand 3. Refine the

4. Conclude the

the etnt:trprl‘sie scope of the scope of the governance
°°'t‘ et & governance 9°"°’t"a"°° system design.
strategy. system. system.

« 1.1 Understand enterprise - 2.1 Consider enterprise « 3.1 Consider the threat - 4.1 Resolve inherent priority

strategy. strategy. landscape. conflicts.
* 1.2 Understand enterprise  + 2.2 Consider enterprise + 3.2 Consider compliance -+ 4.2 Conclude the

goals. goals and apply the requirements. governance system
+ 1.3 Understand the risk COBIT goals cascade. -« 3.3 Consider the role of IT. design.

profile. + 2.3 Consider the risk profile « 3.4 Consider the sourcing
* 1.4 Understand current of the enterprise. model.

I&T-related issues. + 2.4 Consider current + 3.5 Consider IT

I&T-related issues. implementation methods.
+ 3.6 Consider the IT adoption
strategy.

+ 3.7 Consider enterprise size.
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Risk Scenario Category
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Likelihood
(1-5)

Risk
Rating

Impact
(1-5)

IT investment decision making, portfolio definition and maintenance ® Very High Risk
Program and projects lifecycle management @ High Risk

IT cost and oversight ) Normal Risk
IT expertise, skills and behavior 4 4 @ Low Risk
Enterprise/it architecture 4 2 [

IT operational infrastructure incidents 4 2 ®

Unauthorized actions 4 3

Software adoption/usage problems 3 2 ®

Hardware incidents 4 2 @

Software failures 3 2 ]

Logical attacks (hacking, malware, etc.) 3 4

Third-party/supplier incidents 4 2 ]

Noncompliance 2 3 ®

Geopolitical issues 2 2 [

Industrial action 2 o

Acts of nature 2 ®

Technology-based innovation ®

Environmental [

Data and information management
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| Importance

f

=3 r Value (1-3) Baseline
. ﬁ # E Frustration petween differer!t IT.entities across the organization because v 2 @ | Nolssue

of a perception of low contribution to business value

Frustration between business departments (i.e., the IT customer) and Y| Issue
the IT department because of failed initiatives or a perception of low v 2 N
A ey S—— / E : — contribution to business value . Serious Issue
‘ —) I Significant IT-related incidents, such as data loss, security breaches, 1 2
AA n m / \ project failure and application errors, linked to IT y
Service delivery problems by the IT outsourcer(s) ] 2
Failures to meet IT-related regulatory or contractual requirements v 2
Regular audit findings or other assessment reports about poor v 2

IT performance or reported IT quality or service problems

Substantial hidden and rogue IT spending, that is, IT spending by user
departments outside the control of the normal IT investment decision ! 2
mechanisms and approved budgets

Duplications or overlaps between various initiatives, or other forms of v 2
wasted resources

Insufficient IT resources, staff with inadequate skills or staff x 2
burnout/dissatisfaction

IT-enabled changes or projects frequently failing to meet business needs | 2
and delivered late or over budget

Reluctance by board members, executives or senior management to 1 2
engage with IT, or a lack of committed business sponsorship for IT .

Complex IT operating model and/or unclear decision mechanisms for v 2
IT-related decisions

Excessively high cost of IT 1 2
Obstructed or failed implementation of new initiatives or innovations ’ 2

caused by the current IT architecture and systems

Gap between business and technical knowledge, which leads to
business users and information and/or technology specialists speaking ] 2
different languages

Regular issues with data quality and integration of data across

various sources ® 2

High level of end-user computing, creating (among other problems)

a lack of oversight and quality control over the applications that are v 2

being developed and put in operation

Business departments implementing their own information solutions with © 2

little or no involvement of the enterprise IT department

Ignorance of and/or noncompliance with privacy regulations v 2
!

Inability to exploit new technologies or innovate using I1&T




35t ]

ISACA

» COBIT [ [T
43 45 B 7 B

-~

=

= i BY | P = (B 1E 2R
OBIT 20197

P HE 2R W) 3R




A%

= 1E R 4 Ay E b = (B HE 22
ISACA COBIT 20195 {4 1E 2L ¥1F

RISKCATOT | RISKCATO2 | RISKCATO3 | RISKCATO4 | RISKCATOS | RISKCATO6 | RISKCATO7 | RISKCATO8 | RISKCATO9 | RISKCAT10 RISKCATI1 | RISKCAT12 | RISKCATI3 RISKCAT14 | RISKCAT1S | RISKCAT16 | RISKCAT17 | RISKCAT18 | RISKCAT19

T Investment Logical

=53 IA-I Decision Attacks “Third-
Making, [ “Software ('Iahlcklng, St ceonctcal | industinl | actsar | ToEECISSF la
Portfolio rojects Expertise, “Enterprise/ IT Operational Adoption/ lalware, upplier eopolitical Industrial \cts of ase Information
Definition & i IT Cost & Skills & ) Infrastructure | Unauthorized Llsp:ge Hardware | Software DF3 etc.) Incidents” | Noncompliance Issues Action Nature Innovation | Environmental  Management
g DF3 Maintenance | Management | Oversight Behavior | Architecture * Incidents Actions Problems” Incidents Failures
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Decision Topic

Scope

Responsible, Accountable,
Consulted, Informed (RACI)

Executive Committee

Steering (Programs/Projects) Committee

I&T Governance Board
Portfolio Manager

Governance

e Integrating with enterprise governance
e Establishing principles, structures, objectives

Zz
o

©| Enterprise Risk Committee
= Business Process Owners

o/ IT Management'®

e

—| Employees

Enterprise strategy

e Defining enterprise goals and objectives
e Deciding where and how I&T can enable and support
enterprise objectives

z
B

)
(%)
(]
o

1&T policies

e Providing accurate, understandable and approved policies,
procedures, guidelines and other documentation to
stakeholders

e Developing and rolling out I&T policies

e Ensuring that policies result in beneficial outcomes in
accordance with guiding principles

e Enforcing I&T policies

I&T strategy

e Incorporating IT and business management in the
translation of business requirements into service offerings
and developing strategies to deliver these services in a
transparent and effective manner

e Engaging with business and senior management in
aligning I&T strategic planning with current and future
business needs

e Understanding current I1&T capabilities

e Providing a prioritization scheme for business objectives
that quantifies business requirements
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Webinar
Quantifying Cyber Risk
Upcoming: June 10 2021
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COVID-19 Study

ISACA Professionals Weigh in on Impact and Outlook

Information Security and Privacy
in the Times of COVID-19

#o2., [Eg7 |Bss-

say rapid shift to work say threat actors will

As COVID-19 continued to wreak havoc across the globe, ISACA reached out to its community to see how the
novel coronavirus is affecting you:

take advantage of the

from home increased
risk of data privacy pandemic to disrupt

and protection issues organizations

What are your Y\lhat What . What are the
o biggest impacts negative cybersecurity,
ONLY 51% ARE HIGHLY CONFIDENT in their L T G privacy
personaly snd experiencing e and risk
professionally? on your role? experiencing? implications?
Taiwan Chapter

security team'’s ability to detect and respond to
these cyberthreats during the pandemic.

SOURCE: ISACA's COVID-19 Study, April 2020, www.isaca.org/covid19study




CISA

CRISC.

CISM

so s ISACA

CGEIT

CSX-P

ISACA

CDPSE.

%E- == qicy |:|.E

Walidate your Propel your Propel your Validate your Attest to your Designed to
experience and career forward in career to senior expertise in advanced assess a privacy
know-how in IT enterprise IS/IT management strategic cybersecurity professional’s E Il\ E’J % ? Z 1§ E’J
audit, security risk roles. Contribute enterprise practitioner ability to 10N
and control. management to your governance. skills in implement
Boost your and control. enterprise from Gain visibility at managing risk privacy by CI S A C RI S C
career and Boost your a strategic the executive and addressing design.
salary potential. career and pay. standpoint. level. threats.

Certificate Programs

COBIT

Attests to your advanced cybersecurity
practitioner skills in managing risk and
addressing threats.

Certificate Programs

Cybersecurity
Audit

Gain the critical knowledge you need to
excel in cybersecurity audits and the
certificate to prove it.

Certificate Programs

/X ]
CYBERSECURITY NEXUS
Choose from a variety of certificates to

attest to your cybersecurity practitioner
skills and know-how.

CISM - CGEIT
CSX-PEJZCDPSE
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Taiwan Chapter
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THANKS FOR YOUR ATTENTION
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Tel : 02-2367-0902




