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I. Introduction
%3
The General Data Protection Regulation (the GDPR), specifically addresses profiling and

automated individual decision-making, including profiling.!
- TR EEARR (GDPR) #5234 frp b2t B A AR (& 73047) !

Profiling and automated decision-making are used in an increasing number of sectors, both
private and public. Banking and finance, healthcare, taxation, insurance, marketing and
advertising are just a few examples of the fields where profiling is being carried out more
regularly to aid decision-making.

#F T fop F AR 2 A FEBH A0 ¢ AR LI o REFfER %5)? el
Fdr~ Fre o~ FH IR 2T L BBEFRY TR K2 FET B o

Advances in technology and the capabilities of big data analytics, artificial intelligence and
machine learning have made it easier to create profiles and make automated decisions with the
potential to significantly impact individuals’ rights and freedoms.

PRFE A LR A B A A LT E B BE Y i 4 @R B kR
REL N3 E 2B AOENfrpd A2 E AT 2LV -

The widespread availability of personal data on the internet and from Internet of Things (IoT)

devices, and the ability to find correlations and create links, can allow aspects of an individual’s

! Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, an
d repealing Directive 95/46/EC. Profiling and automated individual decision-making are also covered by
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of
the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, and on the free movement of such data. While these guidelines focus on profiling and automated
individual decision-making under the GDPR, the guidance is also relevant regarding the two topics under
Directive 2016/680, with respect to their similar provisions. The analysis of specific features of profiling and
automated individual decision-making under Directive 2016/680 is not included in these guidelines, since
guidance in this respect is provided by the Opinion WP258 “Opinion on some key issues of the Law
Enforcement Directive (EU 2016/680)”, adopted by WP29 on 29 November 2017 This Opinion covers
automated individual decision - making and profiling in the context of law enforcement data processing at
pages 11-14 and is available at: http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=610178
201647 27 MR Efrm B mE € B A FTREY P L R Emma TRl pd RE o 1w
2016/679%%—%RE"J(EU)’E"1€“,$ #95/46 / ECHidp 4 °2016#4 % 27p Foiv'sk ¢ o2 F § %2016/680%L47 4 (EU)
FEEFITINI A BN BAAR OB EFTWMIIEL B A AN ELEARGFTNF T E
BATHPE HA AL FEEREZTHRLA D R o AR A FLWGDPRT 2 35 fef o 1 B A
oo A dg 8 52016/68054p 4 7 et B IR A M2 AR TR S APM o $2016/680%Ldp 4 ¢ 2 3145 frp B
LA A A 1T T KRR E T A dp sl ? o FIWP2S8 R 8 TR R4 £ L M AR L, (BU
2016/680)#& 7 ¢ = & 2 4p %> WP292017# 117 29p i o " L L H11-14Fia F T {2 FREY £ 7
A RN SR

http : //ec.europa.ecu/newsroom/article29/item-detail.cfm ? ITEM _ID=610178
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personality or behaviour, interests and habits to be determined, analysed and predicted.
Bafed mige (IoT) %Fla&‘*ihfafavfaw'laawﬁwﬁaﬂfﬁ?*‘ gzt o
&k%i*i%ﬁ'fé‘@ ey fF LB o v TV A s AT oI R

Profiling and automated decision-making can be useful for individuals and organisations,
delivering benefits such as:
FIHTfep B AR A 2 nE g Flera B k2 B e
® increased efficiencies; and
#®ooeg; 2
® resource savings.

,_

% TR o

They have many commercial applications, for example, they can be used to better segment
markets and tailor services and products to align with individual needs. Medicine, education,
healthcare and transportation can also all benefit from these processes.

M ep AR EFFIFERY > bl T L LA B TRHREZE B EBA
TLfﬁ?_ﬁié_&O%@g‘?I? Fglé‘z—‘w'—lkft' %}i’f&’f—f@q’°

However, profiling and automated decision-making can pose significant risks for individuals’ rights
and freedoms which require appropriate safeguards.

Ba o3 p A RT R EHFERAFE 2 ERG2L B AR pd g FE D
Kﬁ °

These processes can be opaque. Individuals might not know that they are being profiled or
understand what is involved.

PREF TR AR EP S BAT G EEE D AT AR R TR ) e

Profiling can perpetuate existing stereotypes and social segregation. It can also lock a person
into a specific category and restrict them to their suggested preferences. This can undermine
their freedom to choose, for example, certain products or services such as books, music or
newsfeeds. In some cases, profiling can lead to inaccurate predictions. In other cases it can lead to
denial of services and goods and unjustified discrimination.

FHTT AT PR R ol § FRAA A T o 3T T R B A RO A £
B DNRE R A o T T HER R L A AR (doF B 3 BAFTE KR
Z2pd o BREFERT FITF AL g3 AR A Bpg e A H B IR T A S

FFF|IEIRIFfrA K10 2 7 EILHEAR o

The GDPR introduces new provisions to address the risks arising from profiling and automated
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decision-making, notably, but not limited to, privacy. The purpose of these guidelines is to clarify
those provisions.

GDPR3 1387 e e FIEF 47 fop # it K ord R h'e > £ 2 FPEF (2 2 gt &
) o Al P T E G RP LR

This document covers:

> g e
j\? l"/\l’ﬁ .

®  Definitions of profiling and automated decision-making and the GDPR approach to
these in general — Chapter 11
I H7fep B it A 2 % &1 2 GDPR¥F 2 MR - % - &

®  General provisions on profiling and automated decision-making — Chapter III
Sltfop B KL - AR - ¥ 2%

®  Specific provisions on solely automated decision-making defined in Article 22 -
Chapter IV
50T H2ZBpH AR EMRAT S F

®  Children and profiling — Chapter V
TR el - B I F

® Data protection impact assessments and data protection officers— Chapter VI
BEAEEESER B FAEL - 23
The Annexes provide best practice recommendations, building on the experience gained in EU
Member States.
MR RE ¢ R KL SRR G T TR ER

The Article 29 Data Protection Working Party (WP29) will monitor the implementation of these
guidelines and may complement them with further details as appropriate.

52068 B F EEL L 2 (WP29) Mg A hdy 3l L 0 7 £ 7 M Lig- H ok o

II. Definitions
&
The GDPR introduces provisions to ensure that profiling and automated individual
decision-making (whether or not this includes profiling) are not used in ways that have an

unjustified impact on individuals’ rights; for example:

GDPR3 &7 Jlt R fgiFd4r{rp &1t B A LK (BHATF 2 Z3047) 2@ * 3547
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® specific transparency and fairness requirements;

EREP e P2 & F
® greater accountability obligations;

i rs P%( F ﬁ Zz” ’

® specified legal bases for the processing;
o2 BRI AAH

®  rights for individuals to oppose profiling and speciﬁcally profiling for marketing; and
PEAEEITICR S 4P hz T ]

® if certain conditions are met, the need to carry out a data protection impact
assessment.

Fom A FEE P RFIELE R RER TR

The GDPR does not just focus on the decisions made as a result of automated processing or

profiling. It applies to the collection of data for the creation of profiles, as well as the application of

those profiles to individuals.

GDPR* 2L7 & p $:8% N34 2 %9752 4K - GDPRi * *t 22 > 3|41 %m A &
V’Hiwﬁ“ﬁﬁéi‘7@*

A. Profiling
i’|] iﬁ

The GDPR defines profiling in Article 4(4) as:
GDPR*t % 4if 4308247 & 5 ¢

any form of automated processing of personal data consisting of the use of personal data to
evaluate certain personal aspects relating to a natural person, in particular to analyse or predict
aspects concerning that natural person’s performance at work, economic situation, health,

personal preferences, interests, reliability, behaviour, location or movements;

ERGN 2 BAFHRpEEY SR BATHITERE )RR ELE B G
A STERIG M H AL B T L AT AR R B L e

Profiling is composed of three elements:
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® it has to be an automated form of processing;

Y S ER VL LT

® ithas to be carried out on personal data; and

ST T LR TR R

® the objective of the profiling must be fo evaluate personal aspects about a natural
person.

T2 P S P HGEEMYp RAZ BAF e o

Article 4(4) refers to ‘any form of automated processing’ rather than ‘solely’ automated
processing (referred to in Article 22). Profiling has to involve some form of automated
processing — although human involvement does not necessarily take the activity out of the
definition.

FAEFR A AT E RN L p R AT g Rl E (RR F220F) o
FHTRFHE FRAF2Lp o @Y - TRA G FRAT - LERFEBRIENN LR
o o

Profiling is a procedure which may involve a series of statistical deductions. It is often used to make
predictions about people, using data from various sources to infer something about an individual,
based on the qualities of others who appear statistically similar.

T - AT R - ATV AR ZARR o AT R P TE A AER] 0 AT A
Z_ 18 A;}—i—’?ﬁ‘ y B F pﬁj\/}f&“ ’“‘—}'I,{#g’_ B A o

The GDPR says that profiling is automated processing of personal data for evaluating personal
aspects, in particular to analyse or make predictions about individuals. The use of the word
‘evaluating’ suggests that profiling involves some form of assessment or judgement about a person.

GDPR# 77 » 347 R 23 PR B A G e d pdt@* B AT X HI SN IFRIB A o i

*OTEER L - AT R HR A RE AN L R 2

A simple classification of individuals based on known characteristics such as their age, sex, and
height does not necessarily lead to profiling. This will depend on the purpose of the
classification. For instance, a business may wish to classify its customers according to their age or
gender for statistical purposes and to acquire an aggregated overview of its clients without making
any predictions or drawing any conclusion about an individual. In this case, the purpose is not
assessing individual characteristics and is therefore not profiling.

Bove dopc (bldcEds el §) aHE T AR HE AL F - g Fo 247 o
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The GDPR is inspired by but is not identical to the definition of profiling in the Council of
Europe Recommendation CM/Rec (2010)13° (the Recommendation), as the Recommendation
excludes processing that does not include inference. Nevertheless the Recommendation usefully
explains that profiling may involve three distinct stages:

GDPRE2 % % 72 % ¢ % CM/Rec (2010) 13552k 22 (T fd k3 ) fag o i T2k
PR HHELET o TS FHIPRAT PR Ka o pERE w3
e s 22 PIFE

-

—

® data collection;
FHES

® automated analysis to identify correlations;
pode it T sl R B

® applying the correlation to an individual to identify characteristics of present or future
behaviour.
BB B TR A RN P o A R R {T L ke

Controllers carrying out profiling will need to ensure they meet the GDPR requirements in respect
of all of the above stages.
#’;"F?—‘Fk, BT R4 P R-T A & GDPR¥t F it #75 PR R g2 & R o

Broadly speaking, profiling means gathering information about an individual (or group of individuals)
and evaluating their characteristics or behaviour patterns in order to place them into a certain
category or group, in particular to analyse and/or make predictions about, for example, their:
R B Y RFOIRRFAEF MBA(SR - FH A )2 TR TR H B 7 5 550
DEEE Y FONEN T SR R S A RS PR TR

®  ability to perform a task;

2 Council of Europe. The protection of individuals with regard to automatic processing of personal data in
the context of profiling. Recommendation CM/Rec(2010)13 and explanatory memorandum. Council of
Europe 23 November 2010.
https://www.coe.int/t/dghl/standardsetting/cdcj/CDCJ%20Recommendations/CMRec(2010)13E Profiling.pd
f. Accessed 24 April 2017

FREEEE c FERA AL F R TR EY B AT % CM/Rec (2010) 13 5Lz R Arfz i i Lk o
FREEE € 2010 117 23 p o
https://www.coe.int/t/dghl/standardsetting/cdcj/CDCJ%20Recommendations/CMRec(2010)13E _Profiling.pdf .
T 2017£470 24p -
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HFERZL A
® interests; or
Bi% ;g

® likely behaviour.

- &= 5 4= Y
L A e S

Example

7

A data broker collects data from different public and private sources, either on behalf of its
clients or for its own purposes. The data broker compiles the data to develop profiles on the
individuals and places them into segments. It sells this information to companies who wish to
improve the targeting of their goods and services. The data broker carries out profiling by
placing a person into a certain category according to their interests.

TR A RAHE —“’E‘ﬁ_’&?é P A i h o A KR TR
AMIETHEE BAIMAET TRELF - RADE LTS FHitied 3 &
foPRir2. T mene TR B RRE A BAEL G2 S VBT IT o

Whether or not there is automated decision-making as defined in Article 22(1) will depend

upon the circumstances.

2 G525 10 rE iz p it KB B e o

B. Automated decision-making
B i

Automated decision-making has a different scope and may partially overlap with or result from

profiling. Solely automated decision-making is the ability to make decisions by technological means
without human involvement. Automated decisions can be based on any type of data, for example:
PRt AREd AR 2R TR BTN As S TR A2 o M b iR T

Bl F AR FEZFRT > BRI c p R AT nE e g
TG AAD AL blde

® data provided directly by the individuals concerned (such as responses to a

11
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questionnaire);

ERIAAMBAREZTRE (AR E2Zv R )

® data observed about the individuals (such as location data collected via an application);

BB AL TR (PSR 2N KR TR

® derived or inferred data such as a profile of the individual that has already been created
(e.g. a credit score).

FA R TR blded ¢ 22 B AR E (blke o 7 EA) o

Automated decisions can be made with or without profiling; profiling can take place without
making automated decisions. However, profiling and automated decision-making are not
necessarily separate activities. Something that starts off as a simple automated decision-making
process could become one based on profiling, depending upon how the data is used.

PHmFAEIPTE TR B AR D g R TIRT T REINT o RE 0
Frfep d AR - TA LR ER 5 BAMBLE R L Eap e AKX EE AR

AFEp R TN AN L2 kR

Example

il

Imposing speeding fines purely on the basis of evidence from speed cameras is an
automated decision- making process that does not necessarily involve profiling.

Wik R AP0 L 0 R ALE N A B - R 3T B R
2R o

It would, however, become a decision based on profiling if the driving habits of the

individual were monitored over time, and, for example, the amount of fine imposed is the

outcome of an assessment involving other factors, such as whether the speeding is a repeat

offence or whether the driver has had other recent traffic violations.

R o FEBFFCHRBAZERYE AT S 5 kI AR bl B IR

BATAHE B U Fl 3R 8% ek LT s EPFP AR ERABT LT F 2 & ch
l

ERE

—_

Decisions that are not solely automated might also include profiling. For example, before granting a

mortgage, a bank may consider the credit score of the borrower, with additional meaningful

12


https://www.ndc.gov.tw/News_Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD99A362EF7A

AR E AR #EZE SR EE S SR AEEEF T2 T GDPR FHRHTES [SCHHT | TRt esEa RS - i
YR © https://www.ndc.gov.tw/News Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD9I9A362EF7A -

intervention carried out by humans before any decision is applied to an individual.
PEEH AR AR T R e ZNT o blde B%S AP R HW o RIET TV § T EHARAZE

LA AHBAENERAES BT HB R AL G FE

k!
\\\Xr

C. How the GDPR addresses the concepts
GDPRiYrF AT 5 4

There are potentially three ways in which profiling may be used:
T g S A 342 st

(1) general profiling;
— 3T

(i) decision-making based on profiling; and

S AT NI SR G

(i) solely automated decision-making, including profiling, which produces legal effects or
similarly significantly affects the data subject (Article 22[1]).
HET LA 2E%S e X P82 ¢ 3rensdp do it A8 ($220%
§ 158 )

The difference between (ii) and (iii) is best demonstrated by the following two examples where an
individual applies for a loan online:

(ii) fr (iii) 2 FHL AT L A ¥ g PAens o7 bl bdbds S p
® a human decides whether to agree the loan based on a profile produced by purely
automated means(ii);
RN B AU I BT £ A N C DI
® an algorithm decides whether the loan is agreed and the decision is automatically

delivered to the individual, without any prior and meaningful assessment by a human

(iii).
I e ?-F?',E,? o P AR B AT S B AR ERED
T3 RAESDALFER () o

Controllers can carry out profiling and automated decision-making as long as they can meet all the
principles and have a lawful basis for the processing. Additional safeguards and restrictions apply
in the case of solely automated decision-making, including profiling, defined in Article 22(1).

HEXFRAAEAT RAE LG EY L BB AR PV RENIp B AR o 822
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Chapter III of these guidelines explains the GDPR provisions for all profiling and automated
individual decision-making. This includes decision-making processes that are not solely automated.
Aipdl % = R GDPREF#7 7 347 o p ot B A A2 Ao gt o FAE S p B
AR o

Chapter IV of these guidelines explains the specific provisions that only apply to solely automated
individual decision-making, including profiling.’ A general prohibition on this type of processing
exists to reflect the potential risks to individuals’ rights and freedoms.

Aipdl B FEE AR BB B AR FINDL MR LEFARP L BB

R LR o - LS

III. General provisions on profiling and automated decision-

making

M2 fep B 0 R 2 - BT
This overview of the provisions applies to all profiling and automated decision-making. Additional
specific provisions set out in Chapter IV apply if the processing meets the definition in Article
22(1).
PR T Z PR AE AT e p it o FER B A R22ERIMEL LA R ¥
IVE @ 2 gt B3z o

A. Data protection principles
FoAL % R A

The principles are relevant for all profiling and automated decision-making involving personal data.*

To aid compliance, controllers should consider the following key areas:
GERPIE A B A TR R B RN Y RS R X R
MR ARG e L

ek

1. Article 5(1) (a) - Lawful, fair and transparent

3 As defined in Article 22(1) of the GDPR.

4-GDPR % 225 % 178 7 £ 4% ©

4 GDPR - Recital 72 “Profiling is subject to the rules of this Regulation governing the processing of personal
data, such as the legal grounds for processing or data protection principles.”

GDPR— %% % 728 21453 & R RR1F B B 4 FHE? 2 2 bldei® 232 BB S FTHREER.
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Transparency of processing’ is a fundamental requirement of the GDPR.
2 %P RY5GDPRZ A A& R o

The process of profiling is often invisible to the data subject. It works by creating derived or inferred

data about individuals — ‘new’ personal data that has not been provided directly by the data subjects

themselves. Individuals have differing levels of comprehension and may find it challenging to

understand the complex techniques involved in profiling and automated decision-making processes.

FPEAAFRZREINTLARA CRIED 22 G M B2 pE RGBT HEE - - TAT

) BAFHLED FEAALIRBRE - BAL G A RARZITRENA > PV A FRE
TERE5 e p B 1L KARR ¢ T R 2 AT RPN ELE § PR o

Under Article 12.1 the controller must provide data subjects with concise, transparent,
intelligible and easily accessible information about the processing of their personal data.’

B FI2EFLIE R E A AREFFAIHEBATHEY 2HFBP - 2D
+’\B,‘,F7 > —E\—‘u‘6

For data collected directly from the data subject this should be provided at the time of collection
(Article 13); for indirectly obtained data the information should be provided within the timescales
set out in Article 14(3).

HRERAGFARFZLTHE AT AR EPFRE(FI3E) HFRFEFL TR
Br® 4FEF3FRIZPFRFFPMRETA -

5> The WP29 Guidelines on transparency cover transparency generally in more detail Article 29 Data
Protection Working Party. Guidelines on transparency under Regulation 2016/679 WP260, 28 November
2017 http://ec.europa.eu/newsroom/iust/document cfm?doc_i1d=48850, Accessed 18 December 2017.

WP2OR e v 2 dp 3l { Ry imEFEP 2 { 5 m& » $29F B F R 7] 2 o B3 52016/6795L0
¢ % @ v 2 4y 5l ( WP260 ) J 2017 & 11 * 28 p o
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850 - i#fo p # : 2017&12* 18p -

6 Office of the Australian Information Commissioner. Consultation draft: Guide to big data and the Australian
Privacy Principles, 05/2016 says: “Privacy notices have to communicate information handling practices
clearly and simply, but also comprehensively and with enough specificity to be meaningful. The very
technology that leads to greater collection of personal information also presents the opportunity for more
dynamic, multi - layered and user centric privacy notices.”
https://www.oaic.gov.au/engage-with-us/consultations/guide-to-big-
data-and-the-australian-privacy-principles/consultation-draft-guide-to-big-data-and-the-australian-privacy-
principles . Accessed 24 April 2017

BHERE RN o FEE R D A dkdpdp e foiRMEFR BP0 5052016504, ) Mz f‘- S o
i 3 w@mmf LI R PR R T SR NS B e P2
PR el el Py N R L e
https://www.oaic.gov.au/engage-with- us/consultatlons/gulde to-big-data-and-the-australian-privacy-principles/cons
ultation-draft-guide-to-big-data-and-the-australian-privacy- principles » i 2+ 3t2017#4 % 24 p o
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Example

7T B
Some insurers offer insurance rates and services based on an individual’s driving behaviour.
Elements taken into account in these cases could include the distance travelled, the time spent
driving and the journey undertaken as well as predictions based on other data collected by the
sensors in a (smart) car. The data collected is used for profiling to identify bad driving
behaviour (such as fast acceleration, sudden braking, and speeding). This information can be
cross-referenced with other sources (for example the weather, traffic, type of road) to better
understand the driver’s behaviour.
FERGODRGE FALERFIREREGY IR B EFRT Y E 27
EV R FARER S ERERFfoEE -2 (FE) T2 R RER L2 H i

PR R LR WL TR NI RN AR E L (el ik F A
Ehfodgid ) c HFATELE LR (bl4eX § ~ i~ FREFD) R

T e fRERZTE .
The controller must ensure that they have a lawful basis for this type of processing. The
controller must also provide the data subject with information about the collected data, and, if
appropriate, the existence of automated decision-making referred to in Article 22(1) and (4),
the logic involved, and the significance and envisaged consequences of such processing.

Eiole- I R ERH B REE R 2 £ A AH o #"’%—‘k?fﬁféﬁ@'ﬁ—ﬁi ARE AT R R F
Alzo T T AFFFRT R/ EFREFIF o547t 2 p F i K Ao
FEIIE EY 2 FRPEIFL SR o

The specific requirements surrounding information and access to personal data are discussed in
Chapters III (section D) and IV (section E).

FHER T BAFTHZEME REAFIIR (5D&) fv%IVE (%E&) ¢ 3%
Processing also has to be fair, as well as transparent.

3§¥#E ;-pqo

Profiling may be unfair and create discrimination, for example by denying people access to
employment opportunities, credit or insurance, or targeting them with excessively risky or costly
financial products. The following example, which would not meet the requirements of Article

5(1)(a), illustrates how unfair profiling can lead to some consumers being offered less attractive
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deals than others.
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Example

7 b

A data broker sells consumer profiles to financial companies without consumer permission or
knowledge of the underlying data. The profiles define consumers into categories (carrying titles
such as “Rural and Barely Making It,” “Ethnic Second-City Strugglers,” “Tough Start: Young
Single Parents,”) or “score” them, focusing on consumers’ financial vulnerability. The financial
companies offer these consumers payday loans and other “non-traditional” financial services
(high-cost loans and other ﬁnancially risky products).’
AR A ARSN R K N ﬂ*iﬂﬁﬁag L7 T2 R ﬁ%”-iﬂ’%’fiﬁﬁ*&%ﬂ%
?owg%ﬁwd F2MarEs i AL 52 P2 gAl (B4R 20
éﬁmﬁjxrvﬁaé:@ﬁﬁﬁ#ﬁj\rﬁ@ﬁ%%rﬁ@ﬁb
RA ) AEE s o k@i LR FREE A PR M2bid vud |
EfIEFE (BFARAfrE B 2REG2Z AS)

2. Article 5(1) (b) Further processing and purpose limitation
% 5% 1B 5 bicie- HiE* fop g

Profiling can involve the use of personal data that was originally collected for something else.
FHFTARE R BA S H B P2 B AT

7 This example is taken from: United States Senate, Committee on Commerce, Science, and Transportation. A
Review of the Data Broker Industry: Collection, Use, and Sale of Consumer Data for Marketing Purposes,
Staff Report for Chairman Rockefeller, December 18, 2013.
https://www.commerce.senate.gov/public/_cache/files/0d2b3642-6221-4888-a631-
08121255b577/AESD72CBE7F44FSBFC846BECE22C875B.12.18.13-senate-commerce-committee-report-on-

data-broker-industry.pdf . See page ii of the Executive Summary and 12 of the main body of the document in
particular. Accessed 21 July 201 7

BT B R R A R RRR B gi%‘?fm%]iﬁg THA AR LTS FEH P ONE R ol
‘}%%"E‘ﬂ‘i VR FLER R 2 L%"iﬁ 452013 # 127 18 p -
ttps://www.commerce.senate.gov/public/ _cache/files/0d2b3642-6221-4888-a631-0812f255b577 /

AES5SD72CBE7F44F5BFC846BECE22C875B.12.18.13-senate-commerce-committee-report-on-data-broker-industr
ypdfe FHFHRFELFIHFT  FYU L2225 127 - FFTpH 12017877 219 -
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Example

7

Some mobile applications provide location services allowing the user to find nearby restaurants
offering discounts. However, the data collected is also used to build a profile on the data subject
for marketing purposes - to identify their food preferences, or lifestyle in general. The data
subject expects their data will be used to find restaurants, but not to receive adverts for pizza
delivery just because the app has identified that they arrive home late. This further use of the
location data may not be compatible with the purposes for which it was collected in the first place,
and may thus require the consent of the individual concerned.®

U FHTEET AR R B TIRIE 0 LFE Y 2V OR IT R B34 R f&z Ra oo G
Fapens b’”r?'lfﬁ;i T raE 2 FE ARG - BN S5 BT - el

N FEAGFYIHE TR AR R L AT P?Jé‘z{@’* AW
I R iﬁa‘&ﬂz hEHEDR L o fi’iﬁﬁﬂii;@— T A AR
TRz phr4pE > FlaZ2R2EBA2ZFRE 8

Whether this additional processing is compatible with the original purposes for which the data were
collected will depend upon a range of factors’, including what information the controller initially

provided to the data subject. These factors are reflected in the GDPR '"and summarised below:

4,

MET A FEAETHRL R g It - SRR i R
A EE A TR o e FE F P GDPRY 10 # 40T

S 3R

® the relationship between the purposes for which the data have been collected and the
purposes of further processing;
W pnEiE- HhE PP MR

® the context in which the data were collected and the reasonable expectations of the data

subjects as to their further use;

8 Note that the provisions of the future ePrivacy Regulation may also apply.
BAEZARTFEFRPZRTTT R -
° Highlighted in the Article 29 Data Protection Working Party. Opinion 03/2013 on purpose limitation,2
April 2013. http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2013/wp203_en.pdf . Accessed 24 April 2017

¥ 029 xR F ORE T 2% 032013 LB P Ul R A B 2013 £ 4 7 2 p o http ¢
//ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommended / files / 2013 / wp203_en.pdf »
FIF R 0 2017 &40 24p o
10 GDPR Artticle 6(4).

GDPR % 6% % 435
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WEFH2ZFFINE FEAHETRE- HRR* 2 S @Y EF
® the nature of the data;
FHLBE
® the impact of the further processing on the data subjects; and
- HEHFEAZLREE 2

® the safeguards applied by the controller to ensure fair processing and to prevent any
undue impact on the data subjects.

BEER LA 2R RS IEY S A HE R AL B f LW

2

o
l

3. Article 5(1) (¢) Data minimisation
5% 18 % C#F LB

The business opportunities created by profiling, cheaper storage costs and the ability to process large
amounts of information can encourage organisations to collect more personal data than they actually
need, in case it proves useful in the future. Controllers must make sure they are complying with the
data minimisation principle, as well as the requirements of the purpose limitation and storage
limitation principles.
ﬁﬁ”%*ﬁﬁ%‘i%%ﬁ%ﬁ**ﬁﬁ**€?ﬂ~ﬁ4?&%@%ﬁ&w?%%%
LP2BAFH a7 #3';?—‘5 R @ LTS RA > AP
PR e TR R P2 &

(\
b
P

Controllers should be able to clearly explain and justify the need to collect and hold personal data,
or consider using aggregated, anonymised or (when this provides sufficient protection)
pseudonymised data for profiling.

#’;Sg?—‘ﬁ'%ﬁﬁﬁ‘iyazﬁ‘*{f« PP A2 53 BAFTHZER ) 8T ERY B 3
L& (CF R RGP R4 TR R

4. Article 5(1) (d) Accuracy

FOEF1IAFS dHEEEE

Controllers should consider accuracy at all stages of the profiling process, specifically when:
el B R R G R S B ER A R G R

® collecting data;
Wk E R

® analysing data;
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®  building a profile for an individual; or
FZ2REAFAE S

® applying a profile to make a decision affecting the individual.
2T RN PSR A 2K .

If the data used in an automated decision-making or profiling process is inaccurate, any resultant
decision or profile will be flawed. Decisions may be made on the basis of outdated data or the
incorrect interpretation of external data. Inaccuracies may lead to inappropriate predictions or
statements about, for example, someone’s health, credit or insurance risk.

FREMARAITAR T R 2T D z*’E@dlﬁéizg#%ﬁeﬁﬁ%$$”4ﬁé.
A kne RV A RyR B TR AT EREA AL o 2 PRV N ER b4
HEARE -G NG h "2 7 g TRR SR o

Even if raw data is recorded accurately, the dataset may not be fully representative or the
analytics may contain hidden bias.
Wi AT RIS B RET A AL E R 22 N AP AE AT SRR

Controllers need to introduce robust measures to verify and ensure on an ongoing basis that data
re- used or obtained indirectly is accurate and up to date. This reinforces the importance of providing
clear information about the personal data being processed, so that the data subject can correct any

inaccuracies and improve the quality of the data.

ﬁ:%‘—iﬁ%;}%ﬁ B RBEIAEL Y S TR EL TR AL AR AT P b
56T HR T lﬁ&pq"m,@#*{ﬁ;wéﬁb"&r G A
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5. Article 5(1) (e) Storage limitation

5% 1HEY e Foikn il

Machine-learning algorithms are designed to process large volumes of information and build
correlations that allow organisations to build up very comprehensive, intimate profiles of individuals.
Whilst there can be advantages to retaining data in the case of profiling, since there will be more
data for the algorithm to learn from, controllers must comply with the data minimisation principle
when they collect personal data and ensure that they retain those personal data for no longer than
is necessary for and proportionate to the purposes for which the personal data are processed.

BEFYVREZ2RFRAEY EFALS MM > ReR2 229 20 - F R
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The controller’s retention policy should take into account the individuals’ rights and freedoms in line
with the requirements of Article 5(1)(e).
:}';i'g FH2 FHETERRAEERFSESIE Seii2 & RTEBR A2 Hrp d o

The controller should also make sure that the data remains updated throughout the retention

period to reduce the risk of inaccuracies."

BEE T RAETA EFRTH U A LA R B2 b

B. Lawful bases for processing
B2 L kg

Automated decision-making defined in Article 22(1) is only permitted if one of the exceptions
described in Chapter IV (sections C and D) applies. The following lawful bases for processing are
relevant for all other automated individual decision-making and profiling.

P ot FIVE (5FCHrDE ) g it 2 Gleh AT o 4 L 3F R T R 2208 F IR R T2 p
Bt o TEY 2 FRERBEETF HB pRIC B ALK IR o

1. Article 6(1) (a) consent
YOEY1EY akki

Consent as a basis for processing generally is addressed in the WP29 Guidelines on consent."
Explicit consent is one of the exceptions from the prohibition on automated decision-making and
profiling defined in Article 22(1).

VR TERE R 2 EAH - e S WP2OR R R 2 4p5] o PP R G $ 220 5 158

' Norwegian Data Protection Authority. The Great Data Race — How commercial utilisation of personal
data challenges privacy, Report, November 2015. Datatilsynet
https://www.datatilsynet.no/English/Publications/The- Great-Data-Race/ Accessed 24 April 2017'2 Article
29 Data Protection Working Party. Guidelines on Consent under Regulation 2016/679 WP259, 28 November
2017,

http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849. Accessed 18 December 2017

PRAEFTR RN o CEIEE - BATREE E Y SEP LR EL 0 2015 &£ 11 P - Datatilsynet
https://www.datatilsynet.no/English/Publications/The- Great-Data-Race / #f p # 2017 & 4 7 24 p - % 29
R R Tl e BT S 2016/179 FLARR Y ok {2 4550 (WP259) 02017 # 11 % 28 p o
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849 - 3+t 2017 & 12 * 18 p -

12° Article 29 Data Protection Working Party. Guidelines on Consent under Regulation 2016/679 WP259, 28
November 2017, http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849. Accessed 18 December
2017

F2OUE B F L T oo 5 2016/679 5L AT M T e & 2 45 31 0 WP259 - 2017 & 117 28 p - http

21


https://www.ndc.gov.tw/News_Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD99A362EF7A
https://www.datatilsynet.no/English/Publications/The-Great-Data-Race/
https://www.datatilsynet.no/English/Publications/The-Great-Data-Race/
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849

AR E AR # R A G Tt A S PO ARSI T . T GDPR MHBHTES ST | TRt B4 WS - ©Ee
YR © https://www.ndc.gov.tw/News Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD9I9A362EF7A -

Bk p e it A e b ¢ iR - o

Profiling can be opaque. Often it relies upon data that is derived or inferred from other data,
rather than data directly provided by the data subject.

ITT e A EP oo T F RIFA B TR S fama R TR oA Ad FEAL
2 RSN S

Controllers seeking to rely upon consent as a basis for profiling will need to show that data
subjects understand exactly what they are consenting to, and remember that consent is not
always an appropriate basis for the processing."” In all cases, data subjects should have enough
relevant information about the envisaged use and consequences of the processing to ensure that

any consent they provide represents an informed choice.

R FRRAR LIRS RN G ORI AP 2L
R g gy DA HRT O SR ARFH R 2@ AR T LR

TR UEFEAREZ TR L GEE R aER o

2. Atrticle 6(1) (b) — necessary for the performance of a contract
YOS 1B bk - i BFEHE
Controllers may wish to use profiling and automated decision-making processes because they:
e JF,“? fe A R e fep Bt AR ARE > FIH
® potentially allow for greater consistency or fairness in the decision making process (e.g.
by reducing the potential for human error, discrimination and abuse of power);
TR AR AEAELE - RESA ST (Blde FEF B2 A S 83F AR
o * 84 )
® reduce the risk of customers failing to meet payments for goods or services (for
example by using credit referencing); or
FME S AR L AT SRR G (BB BT 25 ) &
® cnable them to deliver decisions within a shorter time frame and improve efficiency.
¢y ﬁ?i Bl RPN R AR T KB S o
Regardless of the above, these considerations alone are not sufficient to show that this type of

processing is necessary under Article 6(1)(b) for the performance of a contract. As described in

the WP29 Opinion on legitimate interest'*, necessity should be interpreted narrowly.

//ec.europa.eu/newsroom/just/document.cfm ? doc_id =48499 » F| ¢ p # : 2017# 127 18p -
13 Ibid.
fe b oo
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The following is an example of profiling that would not meet the Article 6(1)(b) basis for

processing.

T EABEFEEN I SR E RAR T T 6] o

Example

7

A user buys some items from an on-line retailer. In order to fulfil the contract, the retailer
must process the user’s credit card information for payment purposes and the user’s address
to deliver the goods. Completion of the contract is not dependent upon building a profile of the
user’s tastes and lifestyle choices based on his or her visits to the website. Even if profiling is
specifically mentioned in the small print of the contract, this fact alone does not make it
‘necessary’ for the performance of the contract.

PO RERFPEOFHEFLPS o AFEY FEPRFEF Y 221
AR et 2o g e FN2Z TR W Ryt P F e (7
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3. Article 6(1) (¢) — necessary for compliance with a legal obligation
FOFEFIHF e - ZhTFZEEBNLA

There may be instances where there will be a legal obligation"”to carry out profiling — for
example in connection with fraud prevention or money laundering. The WP29 Opinion on
legitimate interests'® provides useful information about this basis for processing, including the
safeguards to be applied.

BEUFRT T G k2 EAATA R T2 - bl4o I TN R AP B B PE - WP29
More ffIE 2 R - AAPM G T ¢ R 2% 2y

4 QOpinion 06/2014 on the notion of legitimate interests of the data controller under Article 7 of Directive
95/46/EC. European Commission, 9 April 2014. http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinion-recommendation/files/2014/wp 217 en.pdf . Accessed 24 April 2017
#06/20145L %, R 295 % 95/46/ECHLAp £ & Tik M TR 42 ¢ Jﬂ‘ FEHEF AR HFERLE 20148429
P .http : //ec.europa.eu/justice/data-protection/article- 29 / documentation / opinion-recommendation / files / 2014 /
wp 217 en.pdf - F5E p 8  2017#47 24p o

15 GDPR Recitals 41 and 45.

GDPR# % % 414452 »

16 Page 19 Article 29 Data Protection Working Party. Opinion 06/2014 on the notion of legitimate

23


https://www.ndc.gov.tw/News_Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD99A362EF7A
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp217_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp217_en.pdf

AR E AR #EZE SR EE S SR AEEEF T2 T GDPR FHRHTES [SCHHT | TRt esEa RS - i
YR © https://www.ndc.gov.tw/News Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD9I9A362EF7A -

X5 o

4. Article 6(1) (d) — necessary to protect vital interests
FOHR 1AF dix — 5 WEEL A JIE

This covers situations where the processing is necessary to protect an interest which is essential for
the life of the data subject or that of another natural person.
e ZREY EREFEALT - pRALAERJIETRIFL IR o

Certain types of processing may serve important public interest grounds as well as the vital interests
of the data subject. Examples of this may include profiling necessary to develop models that predict
the spread of life-threatening diseases or in situations of humanitarian emergencies. In these cases,
however, and in principle, the controller can only rely on vital interest grounds if no other legal basis
for the processing is available.”” If the processing involves special category personal data the
controller would also need to ensure that they meet the requirements of Article 9(2) (c).
Wﬂ7~wwﬁﬁ~€QA+f<ua“z&1g%ﬂ;oﬁg%miﬁw?ﬁég
%%dﬁ%%%ﬁ‘ e e A R R s A =
TORRBICIHEFTG AL EEEEZEY BEREF LELELIE L o”%
TR AR AT IR '*Ff EFERE B L FOIER2E Fei 2 & Ro

St

5. Article 6(1) (e) — necessary for the performance of a task carried out in the public interest
or exercise of official authority

FOF 1A et - FBFOEHEAFR NS A RFEZHHLE

Article 6(1) (e) might be an appropriate basis for public sector profiling in certain circumstances.
The task or function must have a clear basis in law.

BERLFRT > HO6EFIHE Sest T F5 NP REFIT2E § AAH - RE TSR 2
EREN I Y L 7

NS
-

6. Article 6(1) (f) — necessary for the legitimate interests' pursued by the controller or by a
third party
FOiES 1Y 3¢ - %#3’:“—‘,&'73“%3:: Sk F I E B0 SR

interests of the data controller under Article 7 of Directive 95/46/EC. European Commission, 9 April
2014. http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2014/wp217_en.pdf . Accessed 24 April 2017

2008 7 KL (T ] wF 19T - 5 95/46 / ECHLdg £ % Tk B> T 47 T EFIFEAL $06/20145L % & o
WOE L € > 2014 & 47 9 p http - //ec.europa.eu/Justlce/data protectlon/article—29/documentation/
opinion-recommendation / files / 2014 / wp 217_en.pdf < F|fF p # : 2017&47 24p -

7 GDPR Recital 46

GDPR# = %468k -

8 Legitimate interests listed in GDPR Recital 47 include processing for direct marketing purposes and
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Profiling is allowed if it is necessary for the purposes of the legitimate interests” pursued by the
controller or by a third party. However, Article 6(1) (f) does not automatically apply just because
the controller or third party has a legitimate interest. The controller must carry out a balancing
exercise to assess whether their interests are overridden by the data subject’s interests or
fundamental rights and freedoms.

F r?ﬂ F2 3 R FEP2Z P o PREI o KA o F6IER1E ST
Rl R ‘ﬁ‘—r BAED pEET AP R GRE UE
BHELFT S FAJIESAMEFIfop o Srdgax e

IS

The following are particularly relevant:
TS EEA S AR

® the level of detail of the profile (a data subject profiled within a broadly described cohort
such as ‘people with an interest in English literature’, or segmented and targeted on a
granular level);
AR 2R (FF AT A% BA L % ble THEF
ERBAESL | 0 R ARk SE T A frﬁ Bl ) ;

® the comprehensiveness of the profile (whether the profile only describes a small aspect
of the data subject, or paints a more comprehensive picture);
PR 2o TR E L S § T A ML - 308 > R 4 p
R T OF

® the impact of the profiling (the effects on the data subject); and
PR (HEE LB 2

® the safeguards aimed at ensuring fairness, non-discrimination and accuracy in the
profiling process.

G OEFEEIITARA 2 A1 ESALeR AR % 2 EH O o

Although the WP29 opinion on legitimate interests™is based on Article 7 of the data protection
Directive 95/46/EC (the Directive), it contains examples that are still useful and relevant for
controllers carrying out profiling. It also suggests it would be difficult for controllers to justify
using legitimate interests as a lawful basis for intrusive profiling and tracking practices for

marketing or advertising purposes, for example those that involve tracking individuals across

processing strictly necessary for the purposes of preventing fraud.

GDPR# 3 %4777 B2 P 5157 7 2 FH P h2 ¥ el P H3F2L P epm i v & 238 o

19 The controller’s “legitimate interest” cannot render profiling lawful if the processing falls within the Article
22(1) definition.

FEYREREFIMZPE M E L T IE BRI £ R
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multiple websites, locations, devices, services or data-brokering.
& F WP2OR > 115202 & & A % 95/46/ECEL T hifdn £ (dp 4 ) %7
M E 2R DI REINTE FFoRI APM AT AP FIHE S FH AR
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The controller should also consider the future use or combination of profiles when assessing the
validity of processing under Article 6(1) (f).
BT lE FO60E % 198 % f3018 * 2 3 s b pF o :}'q’f’.?—"ﬁ”*f@; EH I AR Z B A

£ o

C. Article 9 — Special categories of data
SO — A

Controllers can only process special category personal data if they can meet one of the conditions

set out in Article 9(2), as well as a condition from Article 6. This includes special category data
derived or inferred from profiling activity.

#;';*F:»"*Ff,}? PEFOEFR2ERTE R2 - UE JOFELRT 4T EFHBFT o b e 78
PHTE S A BT

Profiling can create special category data by inference from data which is not special category
data in its own right but becomes so when combined with other data. For example, it may be possible
to infer someone’s state of health from the records of their food shopping combined with data on
the quality and energy content of foods.

TS E TR E  BETR SR RA TR AL D ARETR R R TR
BEBETA L HETH - bl TAR A SR e L A R RN £ 2 L
Hadh A R e

A

Correlations may be discovered that indicate something about individuals’ health, political
convictions, religious beliefs or sexual orientation, as demonstrated by the following example:
MBS 2 T I F F A DR RN s FURIR L~ RRG A EPen o 4o BT

20 Article 29 Data Protection Working Party. Opinion 06/2014 on the notion of legitimate interests of the data
controller under Article 7 of Directive 95/46/EC. European Commission, 9 April 2014, Page 47, examples on
pages 59 and 60 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2014/wp217_en.pdf . Accessed 24 April 2017

20 0B F Rk T e 95/46/ECHLig 4 % T M TR ﬁﬁ THEME S 0612014 527, Lo ¥
FHEE20148 47 9p %47 F % 59460 F ¢ 2 57 & http://ec.europa.eu/justice/data-protection/article-
29 / documentation / opinion-recommendation / files / 2014 / wp 217_en.pdf - Ff p # © 2017 # 4 % 24 p -
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Example

7

One study” combined Facebook ‘likes’ with limited survey information and found that
researchers accurately predicted a male user’s sexual orientation 88% of the time; a user’s
ethnic origin 95% of the time; and whether a user was Christian or Muslim 82% of the time.

- 3547 § 21 #-Facebook TofF | 213 "L A FaAp R & > FMAA L A R BaEy R
88% 7 4% = Pew [ 9506 < fE R kiR 5 8206 < AAE R AT IO

If sensitive preferences and characteristics are inferred from profiling, the controller should

make sure that:
E2047 ¢ fadh AR 2 B A R e i 'g'*‘}@ﬁzil

® the processing is not incompatible with the original purpose;
Y B RAE D E AR

® they have identified a lawful basis for the processing of the special category data; and
FEILT @ FRAT N2 EF Ry £

® they inform the data subject about the processing.
A MET 2 E T

Automated decision-making as defined in Article 22(1) that is based on special categories of
data is covered in Chapter IV (section D).
FIVE (%D%) iaF 1 $ 225 102K ANEFRBTRI 2 pd LK o

D. Rights of the data subject??
kR EES ik

The GDPR introduces stronger rights for data subjects and creates new obligations for

2! Michael Kosinski, David Stilwell and Thore Graepel. Private traits and attributes are predictable from
digital records of human behaviour. Proceedings of the National Academy of Sciences of the United States of
America, http://www.pnas.org/content/110/15/5802.full.pdf . Accessed 29 March 2017.

Michael Kosinski » David Stilwellf=Thore Graepel o # * # fcfo 17 S A 35 (7 5 2 B e 8030 iR » £ FF 7
FH e g #zedk o http © //www.pnas.org/content/110/15/5802.full.pdf - F5¢ p # : 2017#3% 299 o

2 This Section is relevant for both profiling and automated decision-making. For automated decision making
under Article 22, please note that there are also additional requirements as described in Chapter I'V.

AR EEINTop B KAPM c T ER2ERTT 2 pE AR o AR FIVREY Rty H B & R
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controllers.

GDPR*t 3 7 % ¥ + 2 {91 » X $Hir § 4 S arensain -

In the context of profiling these rights are actionable against the controller creating the profile
and the controller making an automated decision about a data subject (with or without human

intervention), if these entities are not the same.

B3P AR T o FFEAENE NN E LS F]fmp:. M tgdArzpditiiy (&
HATF R RE) Y (A FAR-F ) o LEE R

Example

T B

A data broker undertakes profiling of personal data. In line with their Article 13 and 14 obligations
the data broker should inform the individual about the processing, including whether they intend to
share the profile with any other organisations. The data broker should also present separately details
of the right to object under Article 21(1).

TR G AT HB A FHRLIT o BRI 1364 %7
R FA o s REAFIE A ERE R BRE T IINTHE - ?1" oA *’)@E WEF N %
2108 % 198 S R 22 B8 18 -

The data broker shares the profile with another company. This company uses the profile to send
the individual direct marketing.

FHEAET - O P LTI AT R PHEHEE A A4

The company should inform the individual (Article 14(1) (c)) about the purposes for using this profile,
and from what source they obtained the information (14(2) (f)). The company must also advise the
data subject about their right to object to processing, including profiling, for direct marketing purposes
(Article 21(2)).

ZoPRLE Ty EA (FIAES1E Fcin) MR % 344 %F 2 P e 1 E KR BB 18 )
T (FI4EF2HFGR) o " e g F A2 BIESEY (¢ 355 74P a2 3
17) 248 F (%216 %238)

The data broker and the company should allow the data subject the right to access the information
used (Article 15) to correct any erroneous information (Article 16), and in certain circumstances
erase the profile or personal data used to create it (Article 17). The data subject should also be given

information about their profile, for example in which ‘segments’ or ‘categories’ they are placed. **
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If the company uses the profile as part of a solely automated decision-making process with legal or
similarly significant effects on the data subject, the company is the controller subject to the Article 22
provisions. (This does not exclude the data broker from Article 22 if the processing meets the

relevant threshold.)

1. Articles 13 and 14 — Right to be informed
¥ 13 ¥ 1465 - 42 oo

Given the core principle of transparency underpinning the GDPR, controllers must ensure they
explain clearly and simply to individuals how the profiling or automated decision-making
process works.

#3r TP | SGDPRZfrw R i F F e famie § ¥ A AT {5 p e

Bo it - AR 238 0F o

In particular, where the processing involves profiling-based decision making (irrespective of
whether it is caught by Article 22 provisions), then the fact that the processing is for the purposes
of both (a) profiling and (b) making a decision based on the profile generated, must be made clear
to the data subject.”

AR E S FER R AT 52 AN (BRELFREY FR2FLART) CRIFe g F

AFEAPEY 2 p R 30 (a) 3R (b) IR A PR o

2 The Norwegian Data Protection Authority. The Great Data Race -How commercial utilisation of personal
data challenges privacy. Report, November 2015.
https://www.datatilsynet.no/English/Publications/The-Great-Data- Race/ Accessed 24 April 2017
PRREFTREEBME - B ERF - BAFTHLIPFEHEFELIR FL 0 2015&110 -
https://www.datatilsynet.no/English/Publications/The- Great-Data-Race / |5 p # : 2017#4 % 24p -

24 GDPR - Article 13(1)(c) and Article 14(1)(c). Article 13(2)(f) and 14(2)(g) require the controller to inform
the data subject about the existence of automated decision-making, including profiling, described in Article
22(1) and (4). This is explained further in Chapter IV.

GDPR — %134 % 19 S cArfo ¥ 1458 5 137 $cdt o ¥ 1368 %290 5 £ {0 % 1458 9298 $gan & iz f 2 0§
FAFME22EFIE R4 AariE p i A R 2 F (F Z31T) o R RIVE H T8 HwP o
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Recital 60 states that giving information about profiling is part of the controller’s transparency

obligations under Article 5(1) (a). The data subject has a right o be informed by the controller about

and, in certain circumstances, a right fo object to ‘profiling’, regardless of whether solely

automated individual decision-making based on profiling takes place.

ELACEE %#ﬁ Do FiET ML TR R —“Ff By FSEF IR FaZxRETTEP HirL
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Further guidance on transparency in general is available in the WP29 Guidelines on transparency
under the GDPR2s.
WP29H **GDPRZ 5 P! 1 2. 4531 5 5P 4517 8- Hig 2 -

2. Article 15 — Right of access
¥ 15 — i1 48

Article 15 gives the data subject the right to obtain details of any personal data used for profiling,
including the categories of data used to construct a profile.

E 15&#&?\@5 FAGTREFZRTNIMTLZBATHRIEWT A ¢ 7SI E

‘}FJ-*‘J-N °

In addition to general information about the processing, pursuant to Article 15(3), the controller
has a duty to make available the data used as input to create the profile as well as access to
information on the profile and details of which segments the data subject has been placed into.
FOOMATER 2 - Bt Ry R ISTERIA O F F G OF R TS TR L
W~ TR R REEHDIHTRR TR o T ARE > AL e .

This differs from the right to data portability under Article 20 where the controller only needs to
communicate the data provided by the data subject or observed by the controller and not the
profile itself.”
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25 Article 29 Data Protection Working Party. Guidelines on transparency under Regulation 2016/679 WP260,
28 November 2017 http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850, Accessed 18 December
2017.

$206% B F B T oo BT % 2016/679 BLAR R 2 B P 45 51 (WP260) 0 2017 # 11 % 28 p
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850 - #fr p # : 2017& 127 18p -

26 Page 9, WP29 Guidelines on the Right to data portability, WP242

http://ec.europa. eu/newsroom/document cfm?doc_i1d=45685. Accessed 8 January 2018

FOF > WP2OM »* AL ¥ HHE4n51 - WP242 -

http.//ec.europa.eu/newsroom/document cfm?doc_id=45685 - F g p #F : 2018& 17 8p -

30


https://www.ndc.gov.tw/News_Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD99A362EF7A
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850
http://ec.europa.eu/newsroom/document.cfm?doc_id=45685

AR E AR #EZE SR EE S SR AEEEF T2 T GDPR FHRHTES [SCHHT | TRt esEa RS - i
YR © https://www.ndc.gov.tw/News Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD9I9A362EF7A -

Recital 63 provides some protection for controllers concerned about revealing trade secrets or
intellectual property, which may be particularly relevant in relation to profiling. It says that the right
of access ‘should not adversely affect the rights or freedoms of others, including trade secrets or
intellectual property and in particular the copyright protecting the software’. However, controllers
cannot rely on the protection of their trade secrets as an excuse to deny access or refuse to
provide information to the data subj ect.

FAHTEHBEY ERFEATEMARL MNP > 5T %
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Recital 63 also specifies that ‘where possible, the controller should be able to provide remote access

to a secure system which would provide the data subject with direct access to his or her personal
data.’

W H63B A T AT 2 T o i ﬁ/ﬁ%ﬁ‘i AFEEHT D LR R EFE 0 n ik
RERFEFANNERTYHBAFTH

3. Article 16 - Right to rectification, Article 17 Right to erasure and Article 18 Right to

restriction of processing

%165 — {2~ % 17 &P f’fﬁ‘fr 18 %48 *

Profiling can involve an element of prediction, which increases the risk of inaccuracy. The input
data may be inaccurate or irrelevant, or taken out of context. There may be something wrong with
the algorithm used to identify correlations.

FITF A EERIFIR > F]A R e R DAEZ B R M PTORT R D AES A ARM o S
om0 @ ¥ ONRRIMEE 2 FEET A G AR LR

The Article 16 right to rectification might apply where, for example, an individual is placed into a
category that says something about their ability to perform a task, and that profile is based on

incorrect information. Individuals may wish to challenge the accuracy of the data used and any

grouping or category that has been applied to them.

FL60E2 L BART R 0 de s FF AR EIL AL A A RA RN R TR 4 2
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The rights to rectification and erasure’’ apply to both the ‘input personal data’ (the personal data

used to create the profile) and the ‘output data’ (the profile itself or ‘score’ assigned to the person).
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Article 16 also provides a right for the data subject to complement the personal data with
additional information.

FLOMEBR- FE A FMGE T A LB A T2 B .

Example

7T ]

A local surgery’s computer system places an individual into a group that is most likely to get heart
disease. This ‘profile’ is not necessarily inaccurate even if he or she never suffers from heart disease.
The profile merely states that he or she is more likely to get it. That may be factually correct as a
matter of statistics.

- B R T L AREFFE A ﬁﬁ?ﬁéﬁ*&? R ’?;%’:}r;ai%ia?ﬁ oo TR ILE FE A A
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PE AT R TR e

Nevertheless, the data subject has the right, taking into account the purpose of the processing, to
provide a supplementary statement. In the above scenario, this could be based, for example, on a
more advanced medical computer system (and statistical model) factoring in additional data and

carrying out more detailed examinations than the one at the local surgery with more limited

capabilities.

PR EAGFRP AT EEY P [FRT R LER o A EERY 0 BT R
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The right to restrict processing (Article 18) will apply to any stage of the profiling process.
PUAIE * 2 ] (% 181F ) Mg * 27425 ¢ 2 TP FFE o

4. Article 21 — Right to object
%21 - 5 #

The controller has to bring details of the right to object under Article 21(1) and (2) explicitly to the

data subject’s attention, and present it clearly and separately from other information (Article 21(4)).

27 GDPR - Article 172% GDPR- Article 18(1)(d).
GDPR - % 174 GDPR— % 18 5% 15 & d % -
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Under Article 21(1) the data subject can object to processing (including profiling), on grounds
relating to his or her particular situation. Controllers are specifically required to provide for this right
in all cases where processing is based on Article 6(1) (e) or (f).

BRI H21EF1F 0 FEATFEE M B LERAELEY (2 F3HT) o FET G
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Once the data subject exercises this right, the controller must interrupt™ (or avoid starting) the

profiling process unless it can demonstrate compelling legitimate grounds that override the interests,

rights and freedoms of the data subject. The controller may also have to erase the relevant personal

data.”

- L EFAFR LR %dﬁﬁﬁ%(éﬁiﬁﬁ)ﬂﬁﬁﬁ’%ﬁﬁ?ﬁﬂ
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The GDPR does not provide any explanation of what would be considered compelling legitimate
grounds. * It may be the case that, for example, the profiling is beneficial for society at large (or the
wider community) and not just the business interests of the controller, such as profiling to predict
the spread of contagious diseases.

GDPR: & #% #ix e 3 B E3RMEE §38d 2 3P 07 2 FR i o blde 0 3475 30
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The controller would need to:

ﬁ%ﬁ?ﬁ%ﬁi

® consider the importance of the profiling to their particular objective;
YR B G2 £ R

2 GDPR- Article 18(1)(d).

GDPR - %18 % 178 % d#:

2 GDPR - Article 17(1)(c).

GDPR - %17# % 1%cix »

30 See explanation on legitimacy, Article 29 Data Protection Working Party Opinion 06/2014 on the
notion of legitimate interests of the data controller under Article 7 of Directive 95/46/EC. 9 April 2014.
Page 24 - 26 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/ﬁles/2014/w1321 7_en.pdf . Accessed 24 April 2017

WHEL R Fmﬂg » H200E B R IRGE L 1) 2 5 95/46/ECHLAy £ F TIEM T T E K 2 THEMES
062014 3 & L ° 2014 & 4 3 9 B o ¥ 24 - 26
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommended / files / 2014 /
wp217_enpdf - Ffg p 8y : 2017&47 24p -
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® consider the impact of the profiling on the data subject’s interest, rights and freedoms —
this should be limited to the minimum necessary to meet the objective; and
FELHTHEE AHIE BHeR d LB - BRI ST 2 A
2R, %

® carry out a balancing exercise.

BEFT R o

There must always be a balancing exercise between the competing interests of the controller and

the basis for the data subject’s objection (which may be for personal, social or professional

reasons). Unlike in the Directive 95/46/EC, the burden of proof to show compelling legitimate

grounds lies with the controller rather than the data subject.
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It is clear from the wording of Article 21 that the balancing test is different from that found in

Article 6(1)(f). In other words, it is not sufficient for a controller to just demonstrate that their earlier

legitimate interest analysis was correct. This balancing test requires the legitimate interest to be

compelling, implying a higher threshold for overriding objections.

210 iy |7 g g 0o ifﬁi?déﬁé% SOER1E SR NT AR o 232 B
FRERNAAD T FHIE 475 AT K4 o ST R E KL g1 E R KA
PRAFFRAPESEASEL S 2T

Article 21(2) grants an unconditional right for the data subject to object to the processing of their
personal data for direct marketing purposes, including profiling to the extent that it is related to such
direct marketing.” This means that there is no need for any balancing of interests; the controller
must respect the individual’s wishes without questioning the reasons for the objection. Recital 70
provides additional context to this right and says that it may be exercised at any time and free of
charge.

FUFEF2HRA FEAFT A FAIEG L FHp @ 2B A TR
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31 In line with Article 12(2) controllers who collect personal data from individuals with the aim of using it

for direct marketing purposes should, at the moment of collection, consider offering data subjects an easy

way to indicate that they do not wish their personal data to be used for direct marketing purposes, rather

than requiring them to exercise their right to object at a later occasion.

1;:}7?%12@%221? (et Jfﬁk«*ﬁﬁ Penad §FARRNERAFTR AUET J[ PR RYERESFE
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IV. Specific provisions on solely automated decision- making as
defined in Article 22
FRENTRZLBpHVARZ ENMELE
Article 22(1) says
5 220% % 178 2

The data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her.

Wy FAAL Z2ERENPHERFFLHpE AR (2 23047) 5 F 47 3 24R
i {1 -

The term “right” in the provision does not mean that Article 22(1) applies only when actively
invoked by the data subject. Article 22(1) establishes a general prohibition for decision-making
based solely on automated processing. This prohibition applies whether or not the data subject takes
an action regarding the processing of their personal data.
ZiEHY TR, - FE 2 AARFRE2REFIEEE PG T AT R 2R 52208
FIEAHABATAF I EY 2 L 220 - B R o A 2 f &R
FEALTHEBA TR ZEY BT o
In summary, Article 22 provides that:
oAyl > H220F T
(i) as a rule, there is a general prohibition on fully automated individual decision-making,
including profiling that has a legal or similarly significant effect;
FARRMAF > FARVALZENFUE A 2R PF A ¥ b2 2p B
AR (2§31
(i) there are exceptions to the rule;
RRIAEE L G bl
(i) where one of these exceptions applies, there must be measures in place to safeguard the

data subject’s rights and freedoms and legitimate interests™.
FETEP - A R 2 AEH SRR F A 2o d
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This interpretation reinforces the idea of the data subject having control over their personal data,
which is in line with the fundamental principles of the GDPR. Interpreting Article 22 as a
prohibition rather than a right to be invoked means that individuals are automatically protected from
the potential effects this type of processing may have. The wording of the Article suggests that this
is the intention and is supported by Recital 71 which says:

PR E AT B A TR A > 7 EGDPRZ A R BB o B
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However, decision-making based on such processing, including profiling, should be allowed
where expressly authorised by Union or Member State law...... , or necessary for the entering or
performance of a contract....... , or when the data subject has given his or her explicit consent

R o RPN R 2 EPERELTRT L RAETABAZ ML LA EA

B PR L B RF AT A L 2 R (F F3NE) e

This implies that processing under Article 22(1) is not allowed generally.”

PRKFER G E AR N2 R h 2 o

However the Article 22(1) prohibition only applies in specific circumstances when a decision based
solely on automated processing, including profiling, has a legal effect on or similarly significantly
affects someone, as explained further in the guidelines. Even in these cases there are defined
exceptions which allow such processing to take place.
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The required safeguarding measures, discussed in more detail below, include the right to be

informed (addressed in Articles 13 and 14 — specifically meaningful information about the logic

involved, as well as the significance and envisaged consequences for the data subject), and

32 Recital 71 says that such processing should be “subject to suitable safeguards, which should include
specific information to the data subject and the right to obtain human intervention, to express his or her point
of view, to obtain an explanation of the decision reached after such assessment and to challenge the decision.”
T RTIg A o Al BT A R X DA H Y B AT AL EMT AN I AL S
o pLEL ~ PR B A B s e R AR o

33 Further comments on the interpretation of Article 22 as a prohibition can be found in Annex 2.
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safeguards, such as the right to obtain human intervention and the right to challenge the decision

(addressed in Article 22(3)).
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Any processing likely to result in a high risk to data subjects requires the controller to carry out

a Data Protection Impact Assessment (DPIA).** As well as addressing any other risks connected

with the processing, a DPIA can be particularly useful for controllers who are unsure whether
their proposed activities will fall within the Article 22(1) definition, and, if allowed by an
identified exception, what safeguarding measures must be applied.
ERTAREIEEAFRGLEY 4B Hﬂ’? F,#I“’ 5 kR =R (DPIA) o4+
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A ‘Decision based solely on automated processing’
FEAM A ®vE® 2 K

Article 22(1) refers to decisions ‘based solely’ on automated processing. This means that there is

no human involvement in the decision process.

FREFIH G THAN ) ph @Y 2K o PRRFARRAY TR S2H
Example
T B

An automated process produces what is in effect a recommendation concerning a data subject. If
a human being reviews and takes account of other factors in making the final decision, that
decision would not be ‘based solely’ on automated processing.
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3% Article 29 Data Protection Working Party. Guidelines on Data Protection Impact Assessment (DPIA) and

determining whether processing is “likely to result in a high risk” for the purposes of Regulation

2016/679.4 April 2017. European Commission.

http://ec.europa.eu/newsroom/document.cfm?doc 1d=44137 Accessed 24 April 2017.

2017#47% 4p R 14 5291”3‘5 Fﬂ‘l PRk 1T g % 2016/679%L R M B T RER Fe= R 43! (DPIA)
MEFRREY EEI TV RS aRGE, o http //ec europa.eu/newsroom/document. cfm‘7doc id= 44137 IR
p12017#4% 24p o
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The controller cannot avoid the Article 22 provisions by fabricating human involvement. For
example, if someone routinely applies automatically generated profiles to individuals without
any actual influence on the result, this would still be a decision based solely on automated
processing.
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To qualify as human involvement, the controller must ensure that any oversight of the decision
is meaningful, rather than just a token gesture. It should be carried out by someone who has the
authority and competence to change the decision. As part of the analysis, they should consider

all the relevant data.
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As part of their DPIA, the controller should identify and record the degree of any human
involvement in the decision-making process and at what stage this takes place.
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B  ‘Legal’ or ‘similarly significant’ effects
T & THREL | 2 WF

The GDPR recognises that automated decision-making, including profiling can have serious

consequences for individuals. The GDPR does not define ‘legal’ or ‘similarly significant” however
the wording makes it clear that only serious impactful effects will be covered by Article 22.
GDPRzus# Pl p # 1t AR (¢ 3347) "ie ¢ 3 T A2 2 ff 8% - GDPRL & & 7
FraEe, & Tgnds ) o PRt PP REAn ) FRETLEE A 2ZHLo

‘Decision producing legal effects’
A4 2 Esk2 A §

A legal effect requires that the decision, which is based on solely automated processing, affects
someone’s legal rights, such as the freedom to associate with others, vote in an election, or take
legal action. A legal effect may also be something that affects a person’s legal status or their rights

under a contract. Examples of this type of effect include automated decisions about an individual
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that result in:
EEsrk Eqp At p bt @ 2 A HE A2 B2
BHLAHEPRZEFR2Zpd c A7 A
Lo qmble s HEFAZ M ATER:
® cancellation of a contract;
i “,% %
® cntitlement to or denial of a particular social benefit granted by law, such as child or
housing benefit;
RAEG RS 2 UL g ARTIZ BT Blhed A A G5 ART]
® refused admission to a country or denial of citizenship.

FEGEr FBRFSEG LB o

‘Similarly significantly affects him or her’
HE AR MEOE A2 B

Even if'a decision-making process does not have an effect on people’s legal rights it could still fall

within the scope of Article 22 if it produces an effect that is equivalent or similarly significant in its
impact.

TRARAELET AHFE AL ZEEAEAL
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In other words, even where there is no change in their legal rights or obligations, the data subject
could still be impacted sufficiently to require the protections under this provision. The GDPR
introduces the word ‘similarly’ (not present in Article 15 of Directive 95/46/EC) to the phrase
‘significantly affects’. Therefore the threshold for significance must be similar to that of a decision
producing a legal effect.

P2 PRAZTHNAEDBLAFAIARE O FEADTFAIIESRE A
o 2 Btk o GDPRSIEE Tagin ) — 3@ (%95/46/ ECHLdp £ % v
A T E AW o Fp s A PSRRI A A ek 2 ki

>

b

Recital 71 provides the following typical examples: ‘automatic refusal of an online credit application
or ‘e-recruiting practices without any human intervention’.
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For data processing to significantly affect someone the effects of the processing must be
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sufficiently great or important to be worthy of attention. In other words, the decision must have
the potential to:
FFRET HE AAL L
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o
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N
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® significantly affect the circumstances, behaviour or choices of the individuals concerned;
TAREAPM B A 2R (75 N ER
® have a prolonged or permanent impact on the data subject; or
HELT LA LS A2 8 A

®  at its most extreme, lead to the exclusion or discrimination ofindividuals.
GRS HTT S R A LR R
It is difficult to be precise about what would be considered sufficiently significant to meet the
threshold, although the following decisions could fall into this category:
BEART AR T R B - A R AR T P ATRT R KR E A B
e
®  decisions that affect someone’s financial circumstances, such as their eligibility to credit;

PEE A MR AR beEE R P TR

® decisions that affect someone’s access to health services;
BE AR FRIRIEZ

® decisions that deny someone an employment opportunity or put them at a serious
disadvantage;

R R ARE G SR ATRE Y B AR

®  decisions that affect someone’s access to education, for example university admissions.
PRE AR T 2ZAT 0 bldox BB -

This bring us also to the issue of online advertising, which increasingly relies on automated tools
and involves solely automated individual decision-making. As well as complying with the general
provisions of the GDPR, covered in Chapter III, the provisions of the proposed ePrivacy Regulation
may also be relevant. Furthermore, children require enhanced protection, as will be discussed
below in Chapter V.
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In many typical cases the decision to present targeted advertising based on profiling will not have a
similarly significant effect on individuals, for example an advertisement for a mainstream online
fashion outlet based on a simple demographic profile: ‘women in the Brussels region aged between
25 and 35 who are likely to be interested in fashion and certain clothing items’.
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However it is possible that it may do, depending upon the particular characteristics of the case,
including:

R EHEBELIMELE REV RN AL ¢ 7

H

® the intrusiveness of the profiling process, including the tracking of individuals across
different websites, devices and services;

SHTARR 2 B 2 FERAR S B REsE  KF IoIRIFE BB X

® the expectations and wishes of the individuals concerned;

ARRE B A 2 B oRE

® the way the advert is delivered; or
R N S

® using knowledge of the vulnerabilities of the data subjects targeted.
Fl* 4P ARk F A 582 T fF o

Processing that might have little impact on individuals generally may in fact have a significant
effect for certain groups of society, such as minority groups or vulnerable adults. For example,
someone known or likely to be in financial difficulties who is regularly targeted with adverts for
high interest loans may sign up for these offers and potentially incur further debt.
H-BBARE? 28 FE I V7RI EAE%RERL L AP blde BREL L
T2 REAL o bldr ¢ AT RO MBAEZAETIABNALERR L PP R ¥

T RTREEAS AL e H 2 Ak

Automated decision-making that results in differential pricing based on personal data or
personal characteristics could also have a significant effect if, for example, prohibitively high
prices effectively bar someone from certain goods or services.

BAR B TRS B A FRB S LURG LA B AR T R AL £ B bl 8 2
B pxdm ek R A B F :—ﬁb-ﬁrr'.ﬁ PR A% o

Similarly significant effects could also be triggered by the actions of individuals other than the
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one to which the automated decision relates. An illustration of this is given below.
RWEAPETT RN p Bt A LR B A 27578 o T T bR

TR

Example

7 B

Hypothetically, a credit card company might reduce a customer’s card limit, based not on that
customer’s own repayment history, but on non-traditional credit criteria, such as an analysis of
other customers living in the same area who shop at the same stores.

BREFF P F o DA T 2B m M E g +2 "> @ F AR
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This could mean that someone is deprived of opportunities based on the actions of others.
PRRFRAVRANB A ZFLapkd R ¢ -

In a different context using these types of characteristics might have the advantage of extending
credit to those without a conventional credit history, who would otherwise have been denied.
B RFRET R LM B AT RS PFE I DAL s Vol R

FEH2A

C Exceptions from the prohibition
#1225t

Article 22(1) sets out a general prohibition on solely automated individual decision-making with legal

or similarly significant effects, as described above.

e b AT RR2FEF IR g BAGNE A BFL P 6B AL - R g
& Rp

This means that the controller should not undertake the processing described in Article 22(1) unless
one of the following Article 22(2) exceptions applies - where the decision is:

p ﬁvi%’#’;‘;? X7 ORI T H22E S LI Tk 2 F Y '*,f PR T A H 220 27 2 b ok )
o Rt S
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(2)

(b)

(©)

necessary for the performance of or entering into a contract;

Fo T BiTE AR

authorised by Union or Member State law to which the controller is subject and which also
lays down suitable measures to safeguard the data subject’s rights and freedoms and
legitimate interests; or

TERERE S S AR R RS > D AR Y F AR rp 4 2
Ty P2y ® 2y &

based on the data subject’s explicit consent.

ANFEAZPRERR -

Where the decision-making involves special categories of data defined in Article 9(1) the

cont

roller must also ensure that they can meet the requirements of Article 22(4).

FARHE FOES MR BT R F F 5 A A8 LN 220 54 2 &

feo

1.

Performance of a contract

gy

Controllers may wish to use solely automated decision-making processes for contractual

purposes because they believe it is the most appropriate way to achieve the objective. Routine

human involvement can sometimes be impractical or impossible due to the sheer quantity of

data

ArEgp _ﬁq,#o? Flp ol e A 2 RN SR LIRS )= f,_;lgf it

being processed.

e
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The

i 7

controller must be able to show that this type of processing is necessary, taking into account

whether a less privacy-intrusive method could be adopted. ** If other effective and less intrusive

means to achieve the same goal exist, then it would not be ‘necessary’.

i

35 a2
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35 Buttarelli, Giovanni. Assessing the necessity of measures that limit the fundamental right to the protection

of pe
https

rsonal data. AToolkit European Data Protection Supervisor, 11 April 2017,
://edps.europa.eu/sites/edp/files/publication/17-04-11 necessity_toolkit en 0.pdf Accessed 24 April

2017

Buttarelli » Giovanni « "4 3£ 4 TAHAAEIH S L L BPTE | WP FHELEF A1 8¢ 2017
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Automated decision-making described in Article 22(1) may also be necessary for pre-contractual
processing.

FREFDE T2 p B AR R GE TR L(FA)EY AT NG HLE o

Example
7T ]

A business advertises an open position. As working for the business in question is popular, the
business receives tens of thousands of applications. Due to the exceptionally high volume of
applications, the business may find that it is not practically possible to identify fitting candidates
without first using fully automated means to sift out irrelevant applications. In this case, automated
decision-making may be necessary in order to make a short list of possible candidates, with the
intention of entering into a contract with a data subject.
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Chapter III (Section B) provides more information on contracts as a lawful basis for processing.
FUIF ($B&) #E7T L 5 HMUTQELIEY §3 K2 TR -
2. Authorised by Union or Member State law
EWE &SRR R

Automated decision-making including profiling could potentially take place under 22(2)(b) if
Union or Member State law authorised its use. The relevant law must also lay down suitable
measures to safeguard the data subject’s rights and freedoms and legitimate interests.
FEFESSARZEERE > poit AR (¢ Z347) 7ot TR 522 %29 FbaRfL 7 -
FAMEES ORI G R A e d 2 AIE

Recital 71 says that this could include the use of automated decision-making defined in Article
22(1) for monitoring and preventing fraud and tax-evasion, or to ensure the security and
reliability of a service provided by the controller.

T RTIBA D BT RS RERY F2REFIE Y AR L R AR RS for b iER
o RFE I TR R L & 2T R

#47% 11p - https://edps.europa.eu/sites/edp/files/publication/17-04-11_necessity_toolkit_en_0.pdf » ¥ F p # :
2017#47% 24p o
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3. Explicit consent

P2k
Article 22 requires explicit consent. Processing that falls within the definition of Article 22(1)
poses significant data protection risks and a high level of individual control over personal data is
therefore deemed appropriate.
FER KPP L B R 22EF TSR 2F* B 5 £ DT R RER G
FloE E A B AT B AR
‘Explicit consent’ is not defined in the GDPR. The WP29 guidelines on consent*® provide
guidance on how this should be interpreted.
GDPR A % & in3) THAEL R « WP2OM £ 2 4531 Cjtdei f2 10— & 5
R
Chapter III (Section B) provides more information on consent generally.

FIUIF ($B&) HE1FHMFIZ{ Z - &F0 -

D Special categories of personal data — Article 22(4)
BB AFH - $22E 545

Automated decision-making (described in Article 22(1)) that involves special categories of

personal data is only allowed under the following cumulative conditions (Article 22(4)):
WA AR A TR pE AR (o220 1) W3R & 00T Ragigid (%221
FA43E ) PEIESL T2
® there is an applicable Article 22(2) exemption; and
EFOH220% %238 2 G CHEA, ;%
® point (a) or (g) of Article 9(2) applies.
W FOEF2E Fatgit o

9(2) (a) - the explicit consent of the data subject; or
59k %27 Fak — FEAPRFE ;&

36 Article 29 Data Protection Working Party. Guidelines on Consent under Regulation 2016/679 WP259. 28
November 2017, http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849. Accessed 18 December
2017

200 M F Rk T 2 oo 5 2016/679 5L B (WP259 ) Mt & 2 4551 2 2017# 117 28 p » http °
//ec.europa.eu/newsroom/just/document.cfm ? doc_id = 48499 - F| ¢ p # : 2017# 127 18p -
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9(2) (g) - processing necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued, respect the
essence of the right to data protection and provide for suitable and specific measures to
safeguard the fundamental rights and interests of the data subject.

FOER2IE 5 - AMNMFEAFTERZELTRE L L JIEATRIE2LE® 352
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N

In both of the above cases, the controller must put in place suitable measures to safeguard the

data subject’s rights and freedoms and legitimate interests.

bt EERT R E e AR R R Ao d 02 B fIE

E Right of data subject®’
FEALENY

1. Articles 13(2) (f) and 14(2) (g) - Right to be informed
FIBEF2AFIATI4ES 20T gic — Lo

Given the potential risks and interference that profiling caught by Article 22 poses to the rights
of data subjects, data controllers should be particularly mindful of their transparency obligations.
ETERENHE 2 A IS LB T T TR F ALY
HE 2 &R e

Articles 13(2) (f) and 14(2) (g) require controllers to provide specific, easily accessible
information about automated decision-making, based solely on automated processing, including
profiling, that produces legal or similarly significant effects.*

% 13% 278 % fAc{rl4ik 5% 278 % g3 & ]‘x#"’?ﬂﬁ* BRp B ER (¢ Z3HF) M s p @it
AR AR AR EAENE X PR REP D AT T e
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If the controller is making automated decisions as described in Article 22(1), they must:

EEERES 20 5 0 rE 2 p il

® tell the data subject that they are engaging in this type of activity;

37 GDPR Article 12 provides for the modalities applicable for the exercise of the data subject’s rights.
GDPR% 12i£ % 7 g *** 7 § £ A 123 X o

38 Referred to in Article 22(1) and (4). The WP Guidelines on transparency cover the general information
requirements set out in Articles 13 and 14.

FEREFIAAcFAE Y KR o WPHATEP L2 4551aE 7 I3 o s 14057 Rz - TR R
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® provide meaningful information about the logic involved; and
HEF AT BIEL §RRTN 2

®  cxplain the significance and envisaged consequences of the processing.
jRfREr 2 £ R M ripK 2 8% o

Providing this information will also help controllers ensure they are meeting some of the

required safeguards referred to in Article 22(3) and Recital 71.

Fip e TR Ry g X A AT FEH R A %2215 %35 {5 $ 7187 52 2 TR
ﬁ%%%o

If the automated decision-making and profiling does not meet the Article 22(1) definition it is
nevertheless good practice to provide the above information. In any event the controller must provide
sufficient information to the data subject to make the processing fair,” and meet all the other
information requirements of Articles 13 and 14.
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Meaningful information about the ‘logic involved’
IM TR 2 LETR

The growth and complexity of machine-learning can make it challenging to understand how an

automated decision-making process or profiling works.
WEEY X L {raf fe b @ Bz p & L A RARR N2 I EEE G PR o

The controller should find simple ways to tell the data subject about the rationale behind, or the
criteria relied on in reaching the decision. The GDPR requires the controller to provide
meaningful information about the logic involved, not necessarily a complex explanation of the
algorithms used or disclosure of the full algorithm.*’ The information provided should, however,

be sufficiently comprehensive for the data subject to understand the reasons for the decision.
BEEREL S S E ARG L AR R RS RS2 R - GDPR

3% GDPR Recital 60 “The controller should provide the data subject with any further information necessary to
ensure fair and transparent processing taking into account the specific circumstances and context in which the
personal data are processed. Furthermore the data subject should be informed of the existence of profiling and
the consequences of such profiling.”

GDPR # % %602 r#"’?*‘k}@ FTEAKEERSE 2 - -H}ﬁ‘;ﬂ‘ P UFEIRE Y 2 2k ol it o o pE
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Example

T Bl

A controller uses credit scoring to assess and reject an individual’s loan application. The score may
have been provided by a credit reference agency, or calculated directly based on information held
by the controller.

BAARY GV EAGEG e E T AL A G 4T L R B
o R E Rk F,#‘f:p 2 FRATE o

Regardless of the source (and information on the source must be provided to the data subject under
Article 14 (2) (f) where the personal data have not been obtained from the data subject), if the
controller is reliant upon this score it must be able to explain it and the rationale, to the data subject.
B d KR CE B FRE A § A RIET 0 I 3 145 5 25T % £
BEAREGMTARRLTR) 0 R RF A RIS R F A R
A fed A A@d o
The controller explains that this process helps them make fair and responsible lending decisions.
It provides details of the main characteristics considered in reaching the decision, the source of
this information and the relevance. This may include, for example:
EEFAReRA G e RS fof FiEL FRAR Iy fRE BRI
YRR PALFEW TR L TR RRH B o T84 bl

® the information provided by the data subject on the application form;

ST ARELFR
® information about previous account conduct , including any payment arrears; and
’ﬁ BE Lo e 2 (7 ;1?;% P AEERHE T i &
® official public records information such as fraud record information and insolvency

records.

40 Complexity is no excuse for failing to provide information to the data subject. Recital 58 states that the
principle of transparency is “of particular relevance in situations where the proliferation of actors and the
technological complexity of practice makes it difficult for the data subject to know and understand whether,
by whom and for what purpose personal data relating to him are being collected, such as in the case of online
advertising”.
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The controller also includes information to advise the data subject that the credit scoring

methods used are regularly tested to ensure they remain fair, effective and unbiased.
HEFRBLFTAT L2 0FFANRY L0770 3 2 QPR UFREFRR R

Faol ~Frxfrsgin Lo

The controller provides contact details for the data subject to request that any declined decision

is reconsidered, in line with the provisions of Article 22(3).

Yy B 220E RIWLRT I E —“Ff EFFABBLE NIFEAERENT EERIE
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‘Significance’ and ‘envisaged consequences’
T€&84 2 "HEHR2 8%

This term suggests that information must be provided about intended or future processing, and how
the automated decision-making might affect the data subject.* In order to make this information
meaningful and understandable, real, tangible examples of the type of possible effects should be
given.

PR P SRR MR A RFH 22 FM o MEpFL AT o BTy EAL -
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In a digital context, controllers might be able to use additional tools to help illustrate such
effects.

BEREY CREHA P
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41 Council of Europe. Draft Explanatory Report on the modernised version of CoE Convention 108, paragraph
75: “Data subjects should be entitled to know the reasoning underlying the processing of their data, including
the consequences of such a reasoning, which led to any resulting conclusions, in particular in cases involving
the use of algorithms for automated-decision making including profiling. For instance in the case of credit
scoring, they should be entitled to know the logic underpinning the processing of their data and resulting in a
‘yes’ or ‘no’ decision, and not simply information on the decision itself. Without an understanding of these
elements there could be no effective exercise of other essential safeguards such as the right to object and the
right to complain to a competent authority.”
https://rm.coe.int/CoOERMPublicCommonSearchServices/DisplayDCTMContent?documentld=090000168

06bbec2 . Accessed 24 April 2017
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Example

|

=

An insurance company uses an automated decision making process to set motor insurance
premiums based on monitoring customers’ driving behaviour. To illustrate the significance and
envisaged consequences of the processing it explains that dangerous driving may result in higher
insurance payments and provides an app comparing fictional drivers, including one with dangerous

driving habits such as fast acceleration and last-minute braking.
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It uses graphics to give tips on how to improve these habits and consequently how to lower
insurance premiums.

ZAPRYBA R Mo e E B YT 0 2 B e R T 2Lk

Controllers can use similar visual techniques to explain how a past decision has been made.
.jg;rg -*Ff? YL SE I 2 AR F L R 2 PEIE N I
2. Article 15(1) (h) - Right of access

FI5% 1% hix — 3% 4§

Article 15(1) (h) entitles data subjects to have the same information about solely automated
decision- making, including profiling, as required under Articles 13(2) (f) and 14(2) (g), namely:
FISESIE ¥hat it § F 4 7 B &GS I130F %298 5 50{r14iE %238 ¥ gz RE 0 B
TFMBRE AR (f 53 LT T

® the existence of automated decision making, including profiling;
pdeitA (2 23047) =

® meaningful information about the logic involved; and
FMArHBEL G R ATR 2

® the signiﬁcance and envisaged consequences of such processing for the data subject.
L\ i—gi&7'€_§r’}‘fr1 ;{y\lé%o

The controller should have already given the data subject this information in line with their

Article 13 obligations.*?
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Article 15(1)(h) says that the controller should provide the data subject with information about
the envisaged consequences of the processing, rather than an explanation of a particular decision.
Recital 63 clarifies this by stating that every data subject should have the right of access to
obtain ‘communication’ about automatic data processing, including the logic involved, and at
least when based on profiling, the consequences of such processing,

FISIEH 17 S hapr R #8 "'ﬁ),@év PEAREFHEY DIFPRBEZF N A ST
AR 2R ew T FO3RREPME L FARG T ENEFTFHASFTHREY 2T
AT BE ¥ 0 AR IT L RERT o SR 2 (% o

By exercising their Article 15 rights, the data subject can become aware of a decision made

concerning him or her, including one based on profiling.
BEARPISEZRI  FE AT e pm AR 4R AN I AR -

The controller should provide the data subject with general information (notably, on factors
taken into account for the decision-making process, and on their respective ‘weight’ on an
aggregate level) which is also useful for him or her to challenge the decision.

HEF e F FARETESE FRaARL - £Fn (P E LM R Y2 7%
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E Establishing appropriate safeguards
B2 FEX2HEHW

If the basis for processing is 22(2)(a) or 22(2)(c), Article 22(3) requires controllers to implement

suitable measures to safeguard data subjects’ rights, freedoms and legitimate interests. Under
Article 22(2)(b) the Member or Union State law that authorises the processing must also
incorporate appropriate safeguarding measures.

FAE AT H220E 5298 Fafi et F 2208 5270 FoAk 0 H220F H 37 & K4 "ﬁaﬁ’&;@g
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Such measures should include as a minimum a way for the data subject to obtain human

intervention, express their point of view, and contest the decision.

GEBFERICRFFATEEALRE AR S RN ERL

42 GDPR Article 12(3) clarifies the timescales for providing this information.
GDPR% 12/ $ 35 BM 1 HE\HFF M2 PFRF £ o
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Human intervention is a key element. Any review must be carried out by someone who has the
appropriate authority and capability to change the decision. The reviewer should undertake a
thorough assessment of all the relevant data, including any additional information provided by

the data subject.

FRFEE-IMER R ERFISEY B YRR S e AR A RE - F
ﬁ‘ﬁ@%%pﬁﬂﬁﬂéﬁiﬁﬁ?%’éﬁﬁikﬁﬁ:7W@ﬂwﬁao
Recital 71 highlights that in any case suitable safeguards should also include:

BT RTIERD  REFFRT R 2R A
.. specific information to the data subject and the right ............ to obtain an explanation of the
decision reached after such assessment and to challenge the decision.

PR FEAZEIMT AR ES L R e e A £ P
AR e

The controller must provide a simple way for the data subject to exercise these rights.
’FF]'“/F' Tﬁ‘?iAﬁ';_fﬁﬁﬁlk’%f&{&%‘fljiii\:°

This emphasises the need for transparency about the processing. The data subject will only be
able to challenge a decision or express their view if they fully understand how it has been made
and on what basis. Transparency requirements are discussed in Chapter IV (section E).
ﬁ@ﬁﬂ7%§”ﬁwﬂiﬁﬁﬁ§$‘??&%i%ﬂﬁﬁ%@ﬁﬁinﬁﬁa@7
#HE oA REEARRNTRASAEERE - BP L2 R REFIVE (RES) ¢ 343t

-

Errors or bias in collected or shared data or an error or bias in the automated decision-making
process can result in:
B TR 2 A RmL o M AKAERY AR BLY N ER
® incorrect classifications; and
?EFEZAHE R
® assessments based on imprecise projections; that

A% FETR B2 3705 5 @ =

® impact negatively on individuals.
HEAE w2 B

Controllers should carry out frequent assessments on the data sets they process to check for any
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bias, and develop ways to address any prejudicial elements, including any over-reliance on
correlations. Systems that audit algorithms and regular reviews of the accuracy and relevance of
automated decision-making including profiling are other useful measures.

BEFRHEEY L PR FEFEV TR NRFALT v ohd  TE2RLEREL
FlEz 22 s REPHNBEOERRE B v r s e BFPaR2fre g ap

B (2 5 21) 2 BAEME M) s o

Controllers should introduce appropriate procedures and measures to prevent errors,
inaccuracies® or discrimination on the basis of special category data. These measures should be
used on a cyclical basis; not only at the design stage, but also continuously, as the profiling is
applied to individuals. The outcome of such testing should feed back into the system design.
FEE BT G F AR T P AR TR a - RV RAR -
By PEAAL Y 2 ENRPHE Y BEL IR R BAREFEIR
BT @ % o AP IPIRZ R R kBT AR o

Further examples of appropriate safeguards can be found in the Recommendations section °

FHEE R 2R L LS A )RR TR

V. Children and profiling
S2E fo3HT

The GDPR creates additional obligations for data controllers when they are processing
children’s personal data.

GDPR {38 * 52§ 2 B * FRpF L Fdr ? Hoge R h 2 &Aoo

Article 22 itself makes no distinction as to whether the processing concerns adults or children.
However, recital 71 says that solely automated decision-making, including profiling, with legal
or similarly significant effects should not apply to children** Given that this wording is not
reflected in the Article itself, WP29 does not consider that this represents an absolute prohibition

on this type of processing in relation to children. However, in the light of this recital, WP29

4 GDPR Recital 71 says that:
GDPR# % % 71 B4 57
“In order to ensure fair and transparent processing in respect of the data subject, taking into account the
specific circumstances and context in which the personal data are processed, the controller should use
appropriate mathematical or statistical procedures for the profiling, implement technical and organisational
measures appropriate to ensure, in particular, that factors which result in inaccuracies in personal data are
corrected and the risk of errors is minimised,....”

PR REHFE AL Do P i EY > TRINE BRI LM R B f R g2
B SR ST R L R o TR R RS TR R T
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recommends that, as a rule, controllers should not rely upon the exceptions in Article 22(2) to

justify it.

t”‘:22'/';{*j"'é’i"7"*‘7}*“35’” AT HE AL 53:%51 WA oA o mT RTIBEA T 0 B
BRI EAPFELHpE AR () AR T IE o NET Y - BT AR
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There may nevertheless be some circumstances in which it is necessary for controllers to carry
out solely automated decision-making, including profiling, with legal or similarly significant
effects in relation to children, for example to protect their welfare. If so, the processing may be
carried out on the basis of the exceptions in Article 22(2)(a), (b) or (c) as appropriate.

Ao AR EERT R Jﬁ’ﬁ SEHFHOE G 2ENMEREART LS B AR(e
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In those cases there must be suitable safeguards in place, as required by Article 22(2)(b) and
22(3), and they must therefore be appropriate for children. The controller must ensure that these
safeguards are effective in protecting the rights, freedoms and legitimate interests of the children
whose data they are processing.

B FRT o R R R F220F 5278 R0 e ¥ 221F 375 2 B fARBE £ F =
BAEH S F ARG 2 RS e RETRLRE Y L2
flypd e F415 -

The need for particular protection for children is reflected in recital 38, which says:

25 2 PAAREG RF BT E T 5388 o w4

Children merit specific protection with regard to their personal data, as they may be less aware of
the risks, consequences and safeguards concerned and their rights in relation to the processing of
personal data. Such specific protection should, in particular, apply to the use of personal data of
children for the purposes of marketing or creating personality or user profiles and the collection
of personal data with regard to children when using services offered directly to a child.
FPENLIVRAZTEABATHREY LG B2 ML 2k A 2
£ TR I R B AR Y OO B TR o e
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4 Recital 71 — “such measure should not concern a child”.
w718 - T LS R 2d ) e
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Article 22 does not prevent controllers from making solely automated decisions about children,
if the decision will not have a legal or similarly significant effect on the child. However, solely
automated decision making which influences a child’s choices and behaviour could potentially
have a legal or similarly significant effect on them, depending upon the nature of the choices and

behaviours in question.

FAREHOI AR EXAFN LA L BE FRES I AL EF TN a0 2
BMAB AR KA BRI ER AL B R AREI TR HE A E AR
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Because children represent a more vulnerable group of society, organisations should, in general,
refrain from profiling them for marketing purposes.* Children can be particularly susceptible in
the online environment and more easily influenced by behavioural advertising. For example, in
online gaming, profiling can be used to target players that the algorithm considers are more
likely to spend money on the game as well as providing more personalised adverts. The age and
maturity of the child may affect their ability to understand the motivation behind this type of
marketing or the consequences.*®

g AT - BRI R A ¢ HA o T e} 2 A T4
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Article 40(2) (g) explicitly refers to the preparation of codes of conduct incorporating safeguards
for children; it may also be possible to develop existing codes.*’

FA0IF 2 H g M A HIRe § LA 2 BB L F AR AT ERG 2 A
47

4 The WP29 Opinion 02/2013 on apps on smart devices (WP202), adopted on 27 February 2013, under the

specific section 3.10 on Children, specifies at page 26 that “data controllers should not process children’s data

for behavioural advertising purposes, neither directly nor indirectly, since this will be outside of the scope of

the child’s understanding and therefore exceed the boundaries of lawful processing”.

WP29 % 02/2013%5L %, L B > I at 3K & % 4258 (WP202) 382013222 27p W B B> 508 22 Z 85 3.1

WHE26T N TR F R ahu*F”o’%a FeRL2Pehm @Y QF T FZE* B3 b 2d L
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4 An EU study on the impact of marketing through social media, online games and mobile applications on

children’s behaviour found that marketing practices have clear impacts on children’s behaviour. This study

was based on children aged between 6 and 12 years.

ﬁx& - M EAEEA  PRSR I BRET BAH O FLRRLP TSR A A2 2 75
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47 One example of a code of conduct dealing with marketing to children is that produced by FEDMA Code of

conduct, explanatory memorandum, available at: http://www.oecd.org/sti/ieconomy/2091875.pdf Accessed 15

May 2017. See, in particular: “6.2 Marketers targeting children, or for whom children are likely to constitute a

section of their audience, should not exploit children’s credulity, loyalty, vulnerability or lack of experience.;
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VI. Data protection impact assessments (DPIA) and Data
Protection Officer (DPO)
BFEFERLFEE (DPIA) ek FixEL (DPO)

Accountability is an important area and an explicit requirement under the GDPR. **
{\;’%(—g‘-'ri{GDPRE’ﬁ" iﬁi‘g%’-ﬁ&i‘%f —ﬁ pgﬁi‘g)j"\o“’g

As a key accountability tool, a DPIA enables the controller to assess the risks involved in
automated decision-making, including profiling. It is a way of showing that suitable measures
have been put in place to address those risks and demonstrate compliance with the GDPR.
Takp el & o DPIARE Fa g p oA (2 Z3M7) ¥ H2 2 b & -
DPIA® -~ fBA 7 © 4553 # 45 1 FUB G2 b % %P © & 7 GDPRZ & 3¢ -

Article 35(3) (a) highlights the need for the controller to carry out a DPIA in the case of:
F3SEERIW FaFm R ALY F 7 FIRR FDPIAL @ &

a systematic and extensive evaluation of personal aspects relating to natural persons which is
based on automated processing, including profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly significantly affect the natural
person;

AAp i iE FENIT) B R R AR B A G T R o AL HEIER 5 2
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Article 35(3)(a) refers to evaluations including profiling and decisions that are ‘based’ on
automated processing, rather than ‘solely’ automated processing. We take this to mean that
Article 35(3) (a) will apply in the case of decision-making including profiling with legal or
similarly significant effects that is nof wholly automated, as well as solely automated

decision-making defined in Article 22(1).

CESUEEEE RS S RE L B SR A s e SR N
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6.8.5 Marketers should not make a child’s access to a website contingent on the collection of detailed personal
information. In, particular, special incentives such as prize offers and games should not be used to entice
children to divulge detailed personal information.”

$4523 FHE R TR T 25 FEDMAR & = P9 (72 LG L8 AR

http : //www.oecd.org/sti/ieconomy/2091875.pdf I FT P # : 2017&57 15p - 4 Ea] K@ D162 #4427
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4 As required by the GDPR Article 5(2).

%35 GDPR % 5i% %258 2 & f o
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If the controller envisages a ‘model’ where it takes solely automated decisions having a high
impact on individuals based on profiles made about them and it cannot rely on the individual’s

consent, on a contract with the individual or on a law authorising this, the controller should not

proceed.

FIEFER - A A R AN B AP LA A R A 7R
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The controller can still envisage a ‘model’ of decision-making based on profiling, by
significantly increasing the level of human intervention so that the model is no longer a fully
automated decision making process, although the processing could still present risks to
individuals’ fundamental rights and freedoms. If so the controller must ensure that they can
address these risks and meet the requirements described in Chapter I1I of these Guidelines.

WEFOF KA AR THEA], - SENFRS L5 Fe A RN ZAE
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A DPIA can also be a useful way for the controller to identify what measures they will introduce
to address the data protection risks involved with the processing. Such measures* could include:
DPIA = ¥ # ‘“T%EI«'#;';? —?{ Ea e ;};ﬁjﬁ ) FRAE T AT R 2 ?7}1 R g o B
R
® informing the data subject about the existence of and the logic involved in the automated
decision-making process;
FAFF AR FO LKA 2 AR AT 2 R
® cxplaining the significance and envisaged consequences of the processing for the data
subject;

fRREr HFEFAZE R P fopRZE S

® providing the data subject with the means to oppose the decision; and
SEFAREHALERL O 2

® allowing the data subject to express their point of view.

R A AR

4 Mirroring the requirements in Article 13(2)(f), Article 14(2)(g) and Article 22(3).
WRHRIZE S22 R FI4EF2E gk fo ¥ 22iE H3M 2 & foo
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Other profiling activities may warrant a DPIA, depending upon the specifics of the case.
Controllers may wish to consult the WP29 guidelines on DPIAs>® for further information and to
help determine the need to carry out a DPIA.

His ¥ 3 EDPIAZ 3478 d BB v kit 2 B RRIR o d2 8 % ¥ & B WP29R >t DPIA
24510 EB 5 T TR AR (FDPIAZ & & o

An additional accountability requirement is the designation of a DPO, where the profiling and/or
the automated decision-making is a core activity of the controller and requires regular and
systematic monitoring of data subjects on a large scale (Article 37(1)(b).>!

P R/ p B AR i 2 Peo BT 2 R e e SRR Y
FAR ($37HES1ESbAR) 0 R FF LR K5 45 2 DPO Y

0" Article 29 Data Protection Working Party. Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679. 4
April 2017.. http://ec.europa.eu/newsroom/document.cfm?doc_id=44137 Accessed 24 April 2017.

200 FTAL D 17 Je o % 2016/679FL R B T B T Rk R =R (DPIA) 4551 2 s * A3 Fv i
@B R, °2017#47 4p . http:/ec.europa.eu/newsroom/document.cfm?doc_id=44137 - Ff p # * 2017
E4224p o

31 Article 29 Data Protection Working Party. Guidelines on Data Protection Officer (DPOs). 5 April 2017;
http://ec.europa.eu/newsroom/article29/item-detail.cfm? item id=612048 Accessed 22 January 2018.

2090 ok Rk 1T oo B iREE (DPOs) 4531 < 201747 5p ;
http://ec.europa.eu/newsroom/article29/item-detail.cfm ? item_id = 612048 - i#| f p # * 2018# 1% 22p -
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ANNEX 1 - Good practice recommendations
ekl - BAR IR EER

The following good practice recommendations will assist data controllers in meeting the

requirements of the GDPR provisions on profiling and automated decision making.”

AL (S
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Article Issue Recommendation

iE = 8 b
>(1)(@),12, | Right | Controllers should consult the WP29 Guidelines on transparency
13,14 have WP260 for general transparency requirements.

#5851 |Information |y 5 g 5 4 WP2ORE i 2 4551 (WP260) M- i i
FHhazm o~ PETRZ| , p o,

F128 - |4

£ 1365 - § In addition to the general requirements, when the controller is
1455 processing data as defined in Article 22, they must provide

meaningful information about the logic involved.

o BRSSP FET FRFLRLTH
e MTHRIEL FRAAT

B0
i

Instead of providing a complex mathematical explanation about
how algorithms or machine-learning work, the controller should
consider using clear and comprehensive ways to deliver the

information to the data subject, for example:

ﬁ?-ﬁ% #*ix }5 F&gzﬁ—n/ ’}}33?%“ b i@ TF?’F._L }g:\‘égﬁ'{%
Rl AT RR Y FHT 2a 2 S RFTRBES §F

A ';}]J 'l'IL"

® the categories of data that have been or will be used in the
profiling or decision-making process;
BVR-E 3T AR ARR ¢ R 2 TR S

. &m

® why these categories are considered pertinent;

B Pl B AARGL G TRAR M e

52 Controllers also need to ensure they have robust procedures in place to ensure that they can meet their obligations
under Articles 15 — 22 in the timescales provided for by the GDPR.

BEFTRAGAST T AL A FEi ) LGDPRATZ PR RN £ & 51522 T2 &k o
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® how any profile used in the automated decision-making
process is built, including any statistics used in the analysis;
&ﬁmﬁﬁé@ﬁw#ﬁﬁﬁﬂﬁﬂ%%ig@%ﬁﬁ%%’
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®  why this profile is relevant to the automated decision-making
process; and

Yot L

BRI E B AR AR AR 2

® how itisused for a decision concerning the data subject.

dofmid-H @ v FE A a2 A o

Such information will generally be more relevant to the data
subj ect and contribute to the transparency of the processing.

BEFNAFE A LM G NE L SP

Controllers may wish to consider visualisation and interactive
techniques to aid algorithmic transparency™.

BEET AR LY BRI T B A 2
pl; '[_ 53

6(1)(a) Consent as a If controllers are relying upon consent as a basis for processing
%6 ¥ 1 |Basis  for they should consult the WP29 Guidelines on consent WP259.
I % aic processing ?}f’”?ﬂ'”ﬁ LIS HEY 2 AAPE B AL WP2OM
ERRTT R 50 50 (WP259)
EH o2 LA
15 Right of | Controllers may want to consider implementing a mechanism for
% 150% Access data subjects to check their profile, including details of the
T e information and sources used to develop it.
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33 Information Commissioner’s Office — Big data, artificial intelligence, machine learning and data protection
version 2.0, 03/2017. Page 87, paragraph 194, March 2017. https://ico.org.uk/media/for-
organisations/documents/2013559/big-data-ai-ml-and-data-protection.pdf Accessed 24 April 2017
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Right to

rectification

=i

Controllers providing data subjects with access to their profile in
connection with their Article 15 rights should allow them the
opportunity to update or amend any inaccuracies in the data or
profile. This can also help them meet their Article 5(1) (d)
obligations.

#’i?‘ﬁ;;%ii AR dE %15 ES 7}5?5;?7 ATAH R T H
BoRTREFAFWE AT T MR EY 2=

I FE2 Joge p TG B4 %178 5dz &

i 7 R R é: 55
3% o
Controllers could consider introducing online preference
management tools such as a privacy dashboard. This gives data
subjects the option of managing what is happening to their
information across a number of different services — allowing them
to alter settings, update their personal details, and review or edit
their profile to correct any inaccuracies.
?gv%i*§&?% LEIRIE S BB RAF o A
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21(1)
2)

52115 51
5 4 § 298

and

Right to
object
5 1

The right to object in Article 21(1) and (2) has to be explicitly
brought to the attention of the data subject and presented clearly
and separately from other information (Article 21(4).
ﬁ%ﬁiA&ijiﬂw“Uﬁmdm £3
B (F2115 %458 ) o
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Controllers need to ensure that this right is prominently displayed
on their website or in any relevant documentation and not hidden
away within any other terms and conditions.
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22 and
Recital 71
¥ 22 1% %

Appropriate
safeguards

x>

The following list, though not exhaustive, provides some good
practice suggestions for controllers to consider when making

solely automated decisions, including profiling (defined in
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Article 22(1)):
M AR R LI AR - B REAF A
giéﬁ’@ﬂaﬁf%a%wLm( 5 2l47) PR e
T E (RENER2ER1A)

® for independent ‘third party’ auditing (where

® obtaining contractual assurances for third party algorithms

® specific measures for data minimisation to incorporate clear

regular quality assurance checks of their systems to make
sure that individuals are being treated fairly and not
discriminated against, whether on the basis of special
categories of personal data or otherwise;

THHE JREFETRERSE > RERB L EE D

TEEY A RIS B AR BT

algorithmic auditing — testing the algorithms used and
developed by machine learning systems to prove that they
are actually performing as intended, and not producing
discriminatory, erroneous or unjustified results;
ﬁﬁ%iﬁﬁ-—ﬂ#%%??&ﬁ%%“#ﬁﬁi
wEE NP B RIEEIFT AL BARN
%#ﬁ%@ﬂi%%:

decision-making based on profiling has a high impact on
individuals), provide the auditor with all necessary
information about how the algorithm or machine learning
system works;

fodhe THZ G 2P (RN R
AFEARERE) oA RRETMIFTELZABE
By hAREES N2 & T

that auditing and testing has been carried out and the
algorithm is compliant with agreed standards;

PRSI FEREZZZOERRE ERATACRIE
HE o NEFEFERERTLEE
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retention periods for profiles and for any personal data
used when creating or applying the profiles;

T EC] 2 S MM AR R R P AvE 2 A
B* AR E TR Y i B A TP DT G

g

’

® using anonymisation or pseudonymisation techniques in the
context of profiling;
R AF R TR F LA B R
® ways to allow the data subject to express his or her point of
view and contest the decision; and,
LR FAAEE RS HARAE N ERL DN
z

® a mechanism for human intervention in defined cases, for
example providing a link to an appeals process at the point
the automated decision is delivered to the data subject, with
agreed timescales for the review and a named contact point
for any queries.
BERETERTHEA G FE 28] bldc @i &
AR N éf FAF O REY FERLBE RETLF
R Z R 2 3g TIES 3 o

Controllers can also explore options such as:
.}";rg —g PR B TR IR

® certification mechanisms for processing operations;

é‘q’. ]F ~ "»El?é‘!%—ﬁﬁ%

® codes of conduct for auditing processes involving machine
learning;
WEBEEY 2 PR T TR

® cthical review boards to assess the potential harms and
benefits to society of particular applications for profiling.
FREELRE - TR H QAT Hir g 2B
BT ACE R
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ANNEX 2 — Key GDPR provisions
"+4%2 — GDPRA & % 3%

Key GDPR provisions that reference general profiling and automated

decision-making

GDPR ® M3t - &3 fep ViR 2 3 R EA

Article | Recital | Comments

i~ KARC M .

3@)b) | 24 The monitoring of data subjects’ behaviour as far as their behaviour takes

B3| B2 place within the Union.

#2374 BAEAFL O RRAFLEANHERP

¥ bix
Recital 24
wE %248k
“....tracked on the internet ...... use of personal data processing techniques
which consist of profiling a natural person, particularly in order to take
decisions concerning her or him or for analysing or predicting her or his
personal preferences, behaviours or attitudes”.
Ml R EEL.. & B A TAE Y PR R AR EF T
AR SURSRICE:E Sl RtV G W G SRR
TdF ~ (752 LR ) o

4@ 30 Article 4(4) definition of profiling

¥4ig | %308 FA4E N4 2 dT 2 T A

547

Recital 30
w3 %308

“online identifiers ...., such as Internet Protocol addresses, cookie identifiers or

other identifiers such as radio frequency identification tags... may leave traces
which, in particular when combined with unique identifiers and other
information received by the servers, may be used to create profiles of the
natural persons and identify them.”

TR REEE L DR R R R L F AR A A
1B b @ RSPER RN TR TR A A FERIRE TR
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72

Recital 72:
% 61%
“Profiling is subject to the rules of this Regulation governing the processing
of personal data, such as the legal grounds for processing (Article 6) or data
protection principles (Article 5).”
\:'H‘fr)» 7"/2‘ Lﬁa/rﬂ'@‘/\’«’fi@ ]q\’V"QVL 2.2 %—'/2:3}7%»(;
6F) R FAEERR ($5H) -
8 38 Use of children’s personal data for profiling.
‘)781/',}: %38% lé)}' ;—,;\ l]}’k”“*»xg‘-f‘!‘ J"]l‘ff"
Recital 38:
wE %388k
“Children merit specific protection ..... in particular,...to the use of personal
data of children for the purposes of....creating personality or user profiles.”
Mad X aFu RE. BA 57 22 B 22 2494h%
Mo S2F 2 B A TR e
13and | 60 Right to be informed.
14 F 608 T
%130 %
§ 145 Recital 60:
W H 608 :
“Furthermore, the data subject shall be informed of the existence of profiling
and the consequences of such profiling .”
Ppteh s A F T A RIFL FANE PRI EF
15 63 Right of access.
%1508 | %638 G
Recital 63:

w3 %638k

“right to know and obtain communication.....with regard to the purposes for

65



https://www.ndc.gov.tw/News_Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7AD99A362EF7A

AR E B R # R A G Tt A e RO ARG T . " GDPR AHRIES [ SCAMT | ZECHsesl B4 EwE - &S
NEER ¢ https://www.ndc.gov.tw/News Content.aspx?n=B7C121049B631A78&sms=FB990C08B596EA8A&s=97C7ADIIA362EF7A -

which the personal data are processed,.....and, at least when based on
profiling, the consequences of such profiling”.
M2 EE AT 2 fjﬁf@;Aﬁf}ﬂg’g? poenm oo v, 7 h
AT 2RI 0 PRI 8 % o

21(H2) | 70 Right to object to profiling.
and 3) | %70 | 4g o462 g 4
5 210%
. Recital 70
5257 wE %708
z “...the right to object to such processing, including profiling to the extent that it
5378 isrelated to such directmarketing.”
LAEB P EE R 2 ] s EE P E AN 2347 o
23 3 Recital 73:
%231% | #73% RT3
“Restrictions concerning specific principles and concerning ....... the right to
object and decisions based on profiling ....... may be imposed by Union or
Member State law as far as necessary and proportionate in a democratic
society...” to safeguard specific objectives of general public interest.
TR E R R P 2 U oMt L IER R AT s AR 2w
Flo ¥ RBHEE S S R RE R0 T 0 FRRAAAEY TR
R TIERE s S P RIS L
35(3)(@) | 91 A DPIA is required in the case of “a systematic and extensive evaluation of
¥3506% | %918 personal aspects relating to natural persons which is based on automated
® 33 processing, including profiling, and on which decisions are based that produce
¥azc

legal effects concerning the natural person or similarly significantly affect the
natural person;” Covers decision-making including profiling that is not
solely automated.

BT AR EY (2 73045 HEPRAAAMLBAG »i{T 5
MArR L2 370 » ¥ AR TS LA @ S p AR AR 22 Bon
SR RAREAENE AP o FRFDPIA PR ITBE S

FRICESECE-R AU 3
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King-as
defined in Article 22
GDPR ¥ Bi* % 22 iF 2 & F p it A2 3 & i
Article | Recital | Comments
| s |
13(2 61
@D ) Right to be informed about:
And %618k _ § -y
Vi "" =1 —T‘r 7
14(2)(2) (i
% 131% ® the existence of automated decision-making under A22(1) and (4);
§278 R FRIEFIE T A AL G R
. ® meamngful information about the logic involved;
B ﬁ- Z_ 2 ;"'&
¥ 146 TR R
¥ 238 ® significance and envisaged consequences of such processing.
¥ gax PLRRE 2 E BRI R 218k o
15(h) : ) : : .
15 Specific access rights to information about the existence of solely automated
¥ 150%
" decision-making, including profiling.
‘3; TTJ\ S, Lk 2 A — o
Hopd i)l (2 2307) Tz ST o
21 |7 s . :
R Prohibition on decision-making based  solely on automated
$220F | $718 o | | o
. processing, including profiling, which produces legal/similarly significant
* 138

effects.
B g A FE/AFEUEXRELHp R EY 2] (¢ F3)

H

In addition to the explanation provided in the main body of the guidelines, the
following points expand on the rationale for reading Article 22 as a
prohibition:
“ﬁ% ToAdpal A e ¢ Rk R TSI ERR < T R-5 2208 1F 5 AL R
22y

® Although Chapter III is about the rights of the data subject, the

provisions in Articles 12 - 22 are not exclusively concerned with the

active exercise of rights. Some of the rights are passive; they do not all
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request or a complaint or a demand of some sort. Articles 15-18 and
Articles 20-21 are about the data subject actively exercising their
rights, but Articles 13 &14 concern duties which the data controller has
to fulfil, without any active involvement from the data subject. So the
inclusion of Article 22 in that chapter does not in itself mean that it is a
right to object;

BARFIHIE HZ §F A 248F] > @5 1222182 R 2L W2 ##
BT R BRI GRS SRR E A A R
fFhoz FRAphE > TR R RAY AT EG R FI5-18F 0%

202108 5 B FAMBA R A2 F o R F13cl4iE i 2

?%ﬁ?ﬂwm%ﬁiaﬁ’m%:%i4€@ﬁﬁ1$&°ﬂ
PO TR AP S F221E T 7 R F P RHIIES

® Article 12(2) talks about the exercise of ‘data subject rights under
Articles 15 to 22; but this does not mean that Article 22(1) itself has to
be interpreted as a right. There is an active right in A22, but it is part of
the safeguards which have to be applied in those cases where
automated decision making is allowed (Articles 22(2)(a-c)) - the right
to obtain human intervention, express his or her point of view and to
contest the decision. It only applies in those cases, because carrying out
the processing described in Article 22(1) on other bases is prohibited;
FI2E %290 h 2 kP ¥ 15T $22i 7 T4 F 4 28,5 2
L2 AR FS22IF5 10 A0 PR S - BAET- 52215 ¢
FoooEf R AR ARt R T A egFp B i A2 R IR S
o ELFE#L"@ 2_— A (F220E %27 Fa-ci) — TEEAL Z R
B A ERB AR B R T e R 5
Hi R P& F 822 S 1 orif 2 i@ % F §A4H ) en

-

T AY

F_&

® Article 22 is found in a section of the GDPR called “Right to object
and automated individual decision-making”, implying that Article 22 is
not a right to object like Article 21. This is further emphasised by the
lack in Article 22 of an equivalently explicit information duty as that
found in Article 21(4);
52215753 GDPREM > TIEFS 2 pH i B ALK 25 8¢ >
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® [f Article 22 were to be interpreted as a right to object, the exception in
Article 22(2)(c) would not make much sense. The exception states
that automated decision-making can still take place if the data subject
has given explicit consent (see below). This would be contradictory as a
data subject cannot object and consent to the same processing;
FRD2IEAREE L - ARG R 0 F220F ¥ 25 Fei Y 2 b
AR A FFEZRITRIL FEFEACPREEATRFL R
mrEp Rt AR (GGFERT ) cdept A AR g FY
A ‘:T‘*LPE— FE* 2 @RRFESFT R

® An objection would mean that human intervention must take place.
Article 22(2)(a) and (c) exceptions override the main rule in Article
22(1), but only as long as human intervention is available to the data
subject, as specified in Article 22(3). Since the data subject (by
objecting) has already requested human intervention, Article 22(2)(a)
and (c) would automatically be circumvented in every case, thus
rendering them meaningless in effect.
FEGALRFLREFTA L S8 R22EF2E Fafik FoRTL
GUPRAAT R22iF R 1R 2 A BT o B G AikIp % 220F 5398
ZLHRE O F AR éléi’w;@’**v?éi’\i'hﬁ'f‘j F 2 ood AFFA
(FiEIEG ) @ & 45 48 52218527 Faiifr ¥ e é-fdr
FHRTE B RE s A B E R A

Recital 71:
T HT18

“...Such processing includes ‘profiling’ that consists of any form of automated
processing of personal data evaluating the personal aspects relating to a natural
person, in particular to analyse or predict aspects concerning the data subject’s
performance at work, economic situation, health, personal preferences or
interests, reliability or behaviour, location or movements” ......... “Such

measure should not concern a child”

TR ¢ 3 T34 o m B ihd @A) 2 pde v i@ B A TR
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22(2)(a-
©)

% 22i%

¥ Q)
¥ a-cik

71
718

Article 22(2) lifts the prohibition for processing based on (a) the performance
of or entering into a contract, (b) Union or Member state law, or (¢) explicit
consent.
%22 ,.; 527
P2 R

A () AR gz g (D) mE &2 FRZE-

#3
LT AGEE L

2 (c)

Recital 71 provides further context on 22(2)(b) and says that processing
described in A22(1):
T R TIERE B R
FI1E Y b2 @

$22FF2H S bk ie- H P F o T g F 220

“should be allowed where expressly authorised by Union or Member State law
to which the controller is subject, including for fraud and tax-evasion monitoring
and prevention purposes conducted in accordance with the regulations,
standards and recommendations of Union institutions or national oversight bodies
and to ensure the security and reliability of a service provided by the
controller...”

AR FTREY WP A R
S ARE F B A0

B ARPF 2P o YR FER R TR R X

PR RT3 R
oz ik @ Hirdifod fuit (7§ R
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22(3)
¥ 2278
%3

71
718

Article 22 (3) and Recital 71 also specify that even in the cases referred to in
22(2)(a) and (c) the processing should be subject to suitable safeguards.

5221F %3 few T HTIBT R T Wi f
CRIRY

% 221% % 278 ¥ af fo b ek
Flig g = }_:ﬁ;ﬁ#ﬁﬁ 2 (IR e

i{’\’fa JTE L
Recital 71:
w3 F 718k

“which should include specific information to the data subject and the right to
obtain human intervention, to express his or her point of view, to obtain an

explanation of the decision reached after such assessment and to challenge
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23 73
£235 | 5738 Recital 73:
(13 7 N "
w3 %738
“Restrictions concerning specific principles and concerning ....... the right to
object and decisions based on profiling ....... may be imposed by Union or
Member State law as far as necessary and proportionate in a democratic
society...” to safeguard specific objectives of general public interest.
TR E R R A2 U {o Mt L IEE R R AT R A2
L1 [ TR A R RS EF N NAAEY TR B
) R T S N PR I
35(3)(a) | 91 .
Requirement to carry out a DPIA.
¥35i% | %918 .
#H FDPIAZ & F o
¥ 3%
¥ afc
47(2)(e) . : :
5476 Binding corporate rules referred to in 47(1) should specify at least “....... the
ik
525 right not to be subject to decisions based solely on automated processing,
n
including profiling in accordance with Article 22...”
¥eix
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These Guidelines take account of the following:

Kfpal gy T

WP29 Advice paper on essential elements of a definition and a provision on profiling within
the EU General Data Protection Regulation, adopted 13 May2013;

WP29 Opinion 2/2010 on online behavioural advertising, WP171;

WP29 Opinion 03/2013 on Purpose limitation, WP 203;

WP29 Opinion 06/2014 on the Notion of legitimate interests of the data controller under
Atticle 7 of Directive 95/46/EC, WP217

WP29 Statement on the role of a risk-based approach to data protection legal frameworks,
WP218;

WP29 Opinion 8/2014 on the Recent Developments on the Internet of Things, WP223;

WP29 Guidelines on Data Protection Officers (DPOs), WP243;

WP29 Guidelines on identifying a controller or processor’s lead supervisory authority WP244:
WP29 Guidelines on consent, WP259
WP29 Guidelines on transparency, WP260

Council of Europe. Recommendation CM/Rec(2010)13 on the protection of individuals with

regard to automatic processing of personal data in the context of profiling;

Council of Europe. Guidelines on the protection of individuals with regard to the processing of

personal data in a world of Big Data, 01/2017

Information Commissioner’s Office — Big data, artificial intelligence, machine learning and

data protection version 2.0. 03/2017

Office of the Australian Commissioner - Consultation draft: Guide to big data and the

Australian Privacy Principles, 05/2016

European Data Protection Supervisor (EDPS) Opinion 7/2015 — Meeting the challenges of big
data, 19 November 2015

Datatilsynet — Big Data — privacy principles under pressure 09/2013

Council of Europe. Convention for the protection of individuals with regard to automatic

processing of personal data - Draft explanatory report on the modernised version of CoE

Convention 108, August2016

Datatilsynet — The Great Data Race — How commercial utilisation of personal data

challenges privacy. Report, November 2015
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