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THE WORKING PARTY ON THE PROTECTION OF INDIVIDUALS WITH
REGARD TO THE PROCESSING OF PERSONAL DATA
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set up by Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995,
having regard to Articles 29 and 30 thereof,

having regard to its Rules of Procedure,

EERMRE LW IZFE 19958 107 24P i 2 95/46/ECH; £ A K 2 o
AEAp 4 $291% 2 %300 o

AHRRE R

HAS ADOPTED THE PRESENT GUIDELINES:
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I. Introduction

%3
Regulation 2016/679! (GDPR) will apply from 25 May 2018. Article 35 of the GDPR
introduces the concept of a Data Protection Impact Assessment (DPIA?), as does Directive
2016/680°.
%2016/679'554LR] (GDPR) #-p 20184# 57 250 42% (7 - GDPR&% 35 ¥ » 7 B F %
EFE=r (DPIA®) 2 $24 > ek %2016/680°54, 4 -

A DPIA is a process designed to describe the processing, assess its necessity and
proportionality and help manage the risks to the rights and freedoms of natural persons
resulting from the processing of personal data* by assessing them and determining the
measures to address them. DPIAs are important tools for accountability, as they help
controllers not only to comply with requirements of the GDPR, but also to demonstrate that
appropriate measures have been taken to ensure compliance with the Regulation (see also
article 24)°. In other words, a DPIA is a process for building and demonstrating
compliance.

DPIA R - fofs b FHE* ~2REP 2 SR A &0 plehie o XS ETH 2 kT

B

FURH S 0 e K FTLE Y B 4 TR HA R4 Eflfepd A2 2 b % - DPIA

! Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).
2016847 27p HAHRE Trarl BE € AR A FTHEY P 2 RE) RAEmEZTRZp I RE > Fl T
¥2016/679%5. 4.0 (EU) > & F{ﬁ“f #95/46/ECHLAp £ (- PR AR ) -
2 The term “Privacy Impact Assessment” (PIA) is often used in other contexts to refer to the same concept.
wHBEAY R 2 TEFRBETE , (PIA) - @Ak o
3 Article 27 of the Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data by competent authorities for the
purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, and on the free movement of such data, also states that a privacy impact assessment is needed
for “the processing is likely to result in a high risk to the rights and freedoms of natural persons”.
20164 27p %Mk € frec B L E § 52016/680%4p 4 (EU) %27 M EF M 550 - 4 ~
BAAFFE R AR EFANF A ER B AT S R R E TR 4 R T
NE TIE T R AL IS S # A TR o GRS -
4 The GDPR does not formally define the concept of a DPIA as such, but
GDPR A I X T £DPIAKX £ 2 24 » XA
- its minimal content is specified by Article 35(7) as follows:
BEISHERTHERL > BT Vs T TN
o  “(a) a systematic description of the envisaged processing operations and the purposes of the
processing, including, where applicable, the legitimate interest pursued by the controller;
[HFRrag v [FEfoiB # [ a2 gyt » g # fF77T 0 & FHE ;}‘”5"7'\4 A7
Fah
o (b) an assessment of the necessity and proportionality of the processing operations in relation to the
purposes
LFH P AR E R [FE 2 G BPE Lty 2 R
o (c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph
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Under the GDPR, non-compliance with DPIA requirements can lead to fines imposed by the
competent supervisory authority. Failure to carry out a DPIA when the processing is subject
to a DPIA (Article 35(1) and (3)-(4)), carrying out a DPIA in an incorrect way (Article 35(2)
and (7) to (9)), or failing to consult the competent supervisory authority where required
(Article 36(3)(e)), can result in an administrative fine of up to 10M€, or in the case of an
undertaking, up to 2 % of the total worldwide annual turnover of the preceding financial year,
whichever ishigher.
%45 GDPR > 7 & = DPIAZ & £¥ i 448 0 £ 7 #5 W et §1 & » § 8 * L 7#H2ZDPIA
(%3518 % 138 e % 3-438 ) FrAP432 ~ A1 g~ N PHEDPIA (%3501 %25 {0 % 7-9
F) R ARRITFUEFTET EBM (F36EF3IMEeh) o Tk F Y
P2 RIS AN EELERT ARV T - P ERXBEY LT AL

SRR SR

™
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IL. Scope of the Guidelines
S FEIES o3 7

These Guidelines take account of:

Aipalix ¥

1;and
FITF i FAJEFIfrp 7B G2 PR S E
o (d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with this
Regulation taking into account the rights and legitimate interests of data subjects and other persons

concerned’”’;
F ﬂ@ﬁ BATPHITLY S F G DM X SRR L
Ff Wb R z/gfg<7rr#,b;ﬁ,gg4ﬁ EFfoé z*f/,é:ifit/ET?gﬂgﬁfzﬁ%ﬁyiig
J l

- its meaning and role is clarified by recital 84 as follows: “In order to enhance compliance with this
Regulation where processing operations are likely to result in a high risk to the rights and freedoms of
natural persons, the controller should be responsible for the carrying-out of a data protection impact
assessment to evaluate, in particular, the origin, nature, particularity and severily of that risk”

BTN R LRI LI uT D SR RRMAA G R TG AL R

dig&E R G f’b?;}y@ﬁ FAEEBFRFELFTTE g (AHE) Gk 242k~ |2 F7 - #%

Ve frﬁc Mo

5 See also recital 84: “The outcome of the assessment should be taken into account when determining the

appropriate measures to be taken in order to demonstrate that the processing of personal data complies with this

Regulation”.
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- the Article 29 Data Protection Working Party (WP29) Statement 14/EN
WP218¢;
5296 B A FoRRE 7o) 2 (WP29) %P > 14/EN WP 218° ;
- the WP29 Guidelines on Data Protection Officer 16/EN WP2437;
WP29 B i3 & 4551 » 16/EN WP 2437 ;
- the WP29 Opinion on Purpose limitation 13/EN WP203%;
WP29RE ++ p 75 24]2. R 2 » 13/ EN WP 203% ;
- international standards’.

B AR -

In line with the risk-based approach embodied by the GDPR, carrying out a DPIA is not
mandatory for every processing operation. A DPIA is only required when the processing is
“likely to result in a high risk to the rights and freedoms of natural persons” (Article 35(1)).
In order to ensure a consistent interpretation of the circumstances in which a DPIA is
mandatory (Article 35(3)), the present guidelines firstly aim to clarify this notion and provide
criteria for the lists to be adopted by Data Protection Authorities (DPAs) under Article 35(4).
BRI SGDPRY 2 b Y 2 RA#H S 2 4p % o DPIAY 22445 BE* (v £ ¥ L nd
1o DPIAW g * 2§ 8% [ w2 Fffefd #4348 %, B (535651
) o b FEW-$Ha FIPREDPIAZ A5 F 0 - KRR ($35F %35) o ﬂx#ﬁal FEp
T R F S - PRA 0 35 AL M (DPAs) (9% % 3568 5 497 A1 ] 2K 2
TR yFEDPIAGE ¥ B 7 5 2y H R R o

TE

According to Article 70(1)(e), the European Data Protection Board (EDPB) will be able to

SWP29 Statement 14/EN WP 218 on the role of a risk-based approach to data protection legal frameworks
adopted on 30 May 2014.

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-

recommendation/files/2014/wp218 en.pdf?wb48617274=72C54532

14/EN WP 218 » WP29*:2014# 57 300 W @ b > T sk 2 R4 T U b 'h 5 AT 22 8% P oo
"WP29 Guidelines on Data Protection Officer 16/EN WP 243 Adopted on 13 December 2016.
http://ec.europa.eu/information_society/newsroom/image/document/2016-
51/wp243_en_40855.pdf?wb48617274=CD63BDIA

16/EN WP 243 » WP29>+2016# 127 13 p i€ il b % 3 3 3£ 4p 3l ©

$WP29 Opinion 03/2013 on purpose limitation 13/EN WP 203Adopted on 2 April 2013.
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2013/wp203_en.pdf?wb48617274=39E0E409

13/EN WP 203 » WP29+:2013%£4 % 2p 38 i % 03/2013 5B *+ P 2. "LH| R 2 o

%.g. 1SO 31000:2009, Risk management — Principles and guidelines, International Organization for
Standardization (ISO) ; ISO/IEC 29134 (project), Information technology — Security techniques — Privacy
impact assessment — Guidelines, International Organization for Standardization (ISO).

b4 1SO 31000 : 2009 » £ % # 72 - i Bl frd; 5/ » B% a@ f“ 2% (1SO) ;ISO/IEC29134 (35 8 ) -
FAF#- & 2507 EFHFZE — 357/ RFREEC 25 (ISO) -
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issue guidelines, recommendations and best practices in order to encourage a consistent
application of the GDPR. The purpose of this document is to anticipate such future work of
the EDPB and therefore to clarify the relevant provisions of the GDPR in order to help
controllers to comply with the law and to provide legal certainty for controllers who are
required to carry out a DPIA.
%Y 0 19E Fedk 0 & BRGDPRIE * 2 - R B A TAEEL R §
(EDPB) #3 # 4551 ~ 2k frdk 2§ 43 17% o A% 22 p 1% S EDPBA k2 1 {74
AR A EFGDPRIM R T > et g F B S 2k 5 F & PREDPIAZ
e jﬁa‘%li—/é (e e LA
These Guidelines also seek to promote the development of:
Adpslm g REGET AIE LR
- acommon European Union list of processing operations for which a DPIA is
mandatory (Article 35(4));
BR U 2 pd2FDPIAZ % (FEFH (5358 %49)
- acommon EU list of processing operations for which a DPIA is not necessary
(Article35(5));
BEEY 2 g FDPIAZ Y (FEFE (%35iER5)
- common criteria on the methodology for carrying out a DPIA (Article35(5));
DPIAY#I® = j2 2 i * 8 ( %35i% %55 ) ;
- common criteria for specifying when the supervisory authority shall be
consulted (Article 36(1));
LR PRERFAE MO R (5361 %198 ) ;
- recommendations, where possible, building on the experience gained in EU

Member States.
EFRZITRT > EERE R RESkRI 2 ER

III. DPIA: the Regulation explained
DPIA @ i< #HP?

The GDPR requires controllers to implement appropriate measures to ensure and be able to
demonstrate compliance with the GDPR, taking into account among others the “the risks of
varying likelihood and severity for the rights and freedoms of natural persons” (article 24 (1)).
The obligation for controllers to conduct a DPIA in certain circumstances should be
understood against the background of their general obligation to appropriately manage risks'’

presented by the processing of personal data.
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A “risk” is a scenario describing an event and its consequences, estimated in terms of severity
and likelihood. “Risk management”, on the other hand, can be defined as the coordinated
activities to direct and control an organization with regard to risk.
TR IR REER T ARG E TR G R TR T - 2 a
"hEEIEL ) TAREE 5 Ap Foid) Y B RGP 2 PR EE

Article 35 refers to a likely high risk “to the rights and freedoms of individuals”. As indicated
in the Article 29 Data Protection Working Party Statement on the role of a risk-based
approach in data protection legal frameworks, the reference to “the rights and freedoms” of
data subjects primarily concerns the rights to data protection and privacy but may also involve
other fundamental rights such as freedom of speech, freedom of thought, freedom of
movement, prohibition of discrimination, right to liberty, conscience and religion.

#3508 thdpy T HB A Lﬁﬂﬂfré d o Tt B h RN o he %2008 B F R 0T
DR R G A AT REZ BRI 2T P TiE o FE A2 T
iRy BALFHEEEEF 2 AF TN B e A AEN > doT %P
d LB TR Apd B AR ZE pd Loz K2 BT

In line with the risk-based approach embodied by the GDPR, carrying out a DPIA is not
mandatory for every processing operation. Instead, a DPIA is only required where a type of
processing is “likely to result in a high risk to the rights and freedoms of natural persons”
(Article 35(1)). The mere fact that the conditions triggering the obligation to carry out DPIA
have not been met does not, however, diminish controllers’ general obligation to implement
measures to appropriately manage risks for the rights and freedoms of data subjects. In
practice, this means that controllers must continuously assess the risks created by their
processing activities in order to identify when a type of processing is “likely to result in a high
risk to the rights and freedoms of natural persons”.

22§ > GDPR el % E&ﬁ;ﬂ - 4n 5 > DPIAY 2L 415 Bid* (T % 2 a4 he 4pk
o W EEr TP RAZ A B2 ARG, B4 2 EDPIA (%35 %

101t has to be stressed that in order to manage the risks to the rights and freedoms of natural persons, the risks

have to identified, analyzed, estimated, evaluated, treated (e.g. mitigated...), and reviewed regularly.

Controllers cannot escape their responsibility by covering risks under insurance policies.
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The following figure illustrates the basic principles related to the DPIA in the GDPR
T B3P GDPRY &= DPIAAp M 2. 2L~ R B :

Likely to resultin
high risks?
[art. 35(1), (3) & (4)]

Advice of the DPO -
[art. 35(2)] Code(s) of conduct tSheeI(; t?e VIT}WS tOf
Monitor performance [art. 35(8)] = :ﬂa;s’ug 1ects
[art. 38(1) (©)] S

Exception ?
[art. 35(5) and (10)]

No DPIA needed

DPIA
[art. 35(7)]

Residual high risks?
[art. 36(1)]

Processing reviewed
by the controller
[art. 35(11)]

Prior

consultation
No prior
consultation

S-S SR
(%351 %25%)

FERFEARLL

&"ﬁw (35655857 (%356 %951 )

DPIA
7+ % & DPIA (%35 %758 )
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A. What does a DPIA address? A single processing operation or a set of similar

processing operations.

DPIAF £ 85 im QH - 8% (FE - k55 (7% o

A DPIA may concern a single data processing operation. However, Article 35(1) states
that “a single assessment may address a set of similar processing operations that present
similar high risks”. Recital 92 adds that “there are circumstances under which it may be
reasonable and economical for the subject of a data protection impact assessment to be
broader than a single project, for example where public authorities or bodies intend to
establish a common application or processing platform or where several controllers plan to
introduce a common application or processing environment across an industry sector or
segment or for a widely used horizontal activity”.

DPIAV @iz B - FTAHE» (vF « Ko > 5355 10RTL T £ - 775 7 #4847
B r FRPIFR G FYTEE ) o T 2B VWP T AL FRET o BEE
R FGER 2 R N H - g LB RETEL LT Bl NGRS B
g = E it * ARV E R T AR 4—?,5? LFIIEE B R AR
EABFRZF IS NE LR kT LR

o

A single DPIA could be used to assess multiple processing operations that are similar in
terms of nature, scope, context, purpose, and risks. Indeed, DPIAs aim at systematically
studying new situations that could lead to high risks on the rights and freedoms of natural
persons, and there is no need to carry out a DPIA in cases (i.e. processing operations
performed in a specific context and for a specific purpose) that have already been studied.
This might be the case where similar technology is used to collect the same sort of data for the
same purposes. For example, a group of municipal authorities that are each setting up a
similar CCTV system could carry out a single DPIA covering the processing by these separate
controllers, or a railway operator (single controller) could cover video surveillance in all its
train stations with one DPIA. This may also be applicable to similar processing operations
implemented by various data controllers. In those cases, a reference DPIA should be shared or
made publicly accessible, measures described in the DPIA must be implemented, and a
justification for conducting a single DPIA has to be provided.
FDPIAT # 33265 44 5 CHFR P ek e B

= DPIAE EPEIK rimﬁﬂ’“*w RAEfop d Facid S F bR ATRR 0 FUU
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doo F P IR R M IP A 2 2 002 CCTV & 5uff » ¥ 7472 (»DPIA » i ¥ 7 F
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T i 22 DPIAJAE 3 A 7 \W%ﬂfﬂwmﬂ“ﬁﬁ L RRE D RR
E iy ¥ - DPIAZ & 12d o

When the processing operation involves joint controllers, they need to define their respective
obligations precisely. Their DPIA should set out which party is responsible for the various
measures designed to treat risks and to protect the rights and freedoms of the data subjects.
Each data controller should express his needs and share useful information without either
compromising secrets (e.g.: protection of trade secrets, intellectual property, confidential
business information) or disclosing vulnerabilities.
FER TEHZE L IF:}';;?%B* P R FEE LA E L 2 &% o DPIAY g vt- 2§
Fadlh e % Bk g FAHEFIfop d 2 & fady BEFEE R T BT ABERS
(w%:%%“%%%‘%%ﬁéﬁ’%#%?? ) R B T o Lt
FRIELZF TN

@\

A DPIA can also be useful for assessing the data protection impact of a technology
product, for example a piece of hardware or software, where this is likely to be used by
different data controllers to carry out different processing operations. Of course, the data
controller deploying the product remains obliged to carry out its own DPIA with regard to the
specific implementation, but this can be informed by a DPIA prepared by the product provider,
if appropriate. An example could be the relationship between manufacturers of smart meters
and utility companies. Each product provider or processor should share useful information
without neither compromising secrets nor leading to security risks by disclosing
vulnerabilities.

PEFES (GAcA A GMAES) Ficd 2 FAOTRITEFERT
R*DPIAGFREF TR FELBE T P 58 P ZAFLF P
AWM ZF TGP FYHIDPIA R FREE AT R YD A SR # % 2DPIA -
Fi AU F 2o TF2PR LM BT RETH - X BEASREF S I32E Y ¥
BEEFHPFEA > RFIBERG T FIFRBBLLERT 2R -
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B. Which processing operations are subject to a DPIA? Apart from exceptions,

where they are “likely to result in a high risk”.
R 3E  1F F JF P42 DPIA ? "% PlebiEa, o gEY T gl 2R %
oo

This section describes when a DPIA is mandatory, and when it is not necessary to carry out a
DPIA.
AE &4y i P PFDPIA R % 404en> 112 B pE3 F 742 DPIA -

Unless the processing operation meets an exception (II1.B.a), a DPIA has to be carried
out where a processing operation is “likely to result in a high risk” (111.B.b).

AET EB LG (ILBa) » FRIEE? 6 TPag+d 4%, B> %
% JE#£32 DPIA (IILB.b)

a) When is a DPIA mandatory? When processing is “likely to result in a
highrisk™.
PPREDPIAZ 41 ? §8* [ 7 A B R %% | PF o

The GDPR does not require a DPIA to be carried out for every processing operation which
may result in risks for the rights and freedoms of natural persons. The carrying out of a DPIA
i1s only mandatory where processing is “likely to result in a high risk to the rights and
freedoms of natural persons” (Article 35(1), illustrated by Article 35(3) and complemented by

Article 35(4)). It is particularly relevant when a new data processing technology is being

introduced!'.
GDPR¥ 4 & .5 B7 i & f A A {190p o b "% 2 8% (%% T PLDPIA - ¥ 4
FEF DTN Fop A E B E G 2R A % 4942 DPIA (%35

(
ER1IE 0 F3SIEFIAAUREP 0 Td R3SIEFAEAT L) o PR AES] M AT RE
ETY R S
In cases where it is not clear whether a DPIA is required, the WP29 recommends that a DPIA
is carried out nonetheless as a DPIA is a useful tool to help controllers comply with data
protection law.
F AT AT F PH2ZDPIA » WP29#E 3% 17 #52 DPIA » FIDPIA T pheb 4 ¢ ﬁ ﬁ S

Eizehg ool Koo

Even though a DPIA could be required in other circumstances, Article 35(3) provides some

11 See recitals 89, 91 and Article 35(1) and (3) for further examples.
G OME-HoT o ;%‘?}\EET‘ 2 %898 fr %918 2 5351 % 15 fr % 358 o
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examples when a processing operation is “likely to result in high risks”:

GFEEB R TP A FEDPIA $35FER3ERE T FEY FE T FLZAFA

% Eh— T B
“(a) a systematic and extensive evaluation of personal aspects relating to
natural persons which is based on automated processing, including profiling,
and on which decisions are based that produce legal effects concerning the

natural person or similarly significantly affect the naturalperson’;

(@) Lo f BT (& F2147) HE G A HL B F 52745
iy o RN S e R AN ST R SNt

A <

- (b) processing on a large scale of special categories of data referred to in
Article 9(1), or of personal data relating to criminal convictions and offences
referred to in Article 103 :or
(b) < RET1HE* F9iF FITFREL HEEF » & FI0FTRTL L7 F
R H Y2 RS 13 - A

- (¢) a systematic monitoring of a publicly accessible area on a largescale”.
()22 I F A R 8 [7 < R B Fh o

As the words “in particular” in the introductory sentence of Article 35(3) GDPR indicate, this
1s meant as a non-exhaustive list. There may be “high risk” processing operations that are not
captured by this list, but yet pose similarly high risks. Those processing operations should
also be subject to DPIAs. For this reason, the criteria developed below sometimes go beyond
a simple explanation of what should be understood by the three examples given in Article
35(3) GDPR.

4eGDPR ¥ 35 %33 A2 @ * [T /s | - 057 > L3 blanFdE o 7ac s eiss
FHEEFHMEL'%G2 "B Rtk Er (FE i:?:lzt@'?* T¥£ 7 g2 DPIAZ & - &
P RF] > T TR 2 iR BF g A2 GDPR % 350K % 330 4k i ch= BT B 3L fiE 4 R

FTES

In order to provide a more concrete set of processing operations that require a DPIA due to

12See recital 71: “in particular analysing or predicting aspects concerning performance at work, economic
situation, health, personal preferences or interests, reliability or behaviour, location or movements, in order to
create or use personal profiles”.

FERER T RTIE: (AL LG GBI IER S SRR R B RATE S T LR
A ~DERFFEG e NEZAR P RAPFT o

13 See recital 75: “where personal data are processed which reveal racial or ethnic origin, political opinions,
religion or philosophical beliefs, trade union membership, and the processing of genetic data, data concerning
health or data concerning sex life or criminal convictions and offences or related security measures”.
%%%ﬁﬁﬁﬁﬁir?#‘“lf”%iﬁéﬁ$ﬁ<ﬁ AR ZRETELE 1 g F
,u;g_@]}g\”%ﬁigw . ;; B iR Z *7" @f’/:‘j_’ JE g,,f‘l; D WF i“«f" W2 F AL o
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their inherent high risk, taking into account the particular elements of Articles 35(1) and
35(3)(a) to (c), the list to be adopted at the national level under article 35(4) and recitals 71,
75 and 91, and other GDPR references to “likely to result in a high risk” processing
operations'#, the following nine criteria should be considered.

P fE-Z2FHEHF 2B FIAEDPIAZ { ERE Y (FE > ¥4 F D] %350k
FIEIeE35HESIM Falch 2 FTRE ~ 5355458 fow 5 571~ 75{c01 8> K
Fl sl R 2 B W GDPRAETIRE TP g A F e s, 2B TR
TEMT A BERE

1. Evaluation or scoring, including profiling and predicting, especially from “aspects
concerning the data subject's performance at work, economic situation, health,
personal preferences or interests, reliability or behavior, location or movements”
(recitals 71 and 91). Examples of this could include a financial institution that screens
its customers against a credit reference database or against an anti-money laundering
and counter-terrorist financing (AML/CTF) or fraud database, or a biotechnology
company offering genetic tests directly to consumers in order to assess and predict the
disease/health risks, or a company building behavioural or marketing profiles based on
usage or navigation on its website.
#%é?&’é2wﬁ%ﬁw’£ﬂ{Ty%#341ﬁﬁﬁ SR
B N RBABHEEE T EREANGFTE BN E G P (T&‘?:':;‘f}v‘7lfr91
BL) o S BT ¢ F ARMBRERLY ST FTRESF R0 F B R

7 (AML/CTF) &3* & FREGHGER L # » & & - 73 & ‘2}5' %”? H H 2k FLR
;émi PRBFEDF 0 RO RIA }Iia/n;f)% RN I DI AT I %@L’l‘:
e iTaldrz oF o

2. Automated-decision making with legal or similar significant effect: processing that

aims at taking decisions on data subjects producing “legal effects concerning the
natural person” or which “similarly significantly affects the natural person” (Article
35(3)(a)). For example, the processing may lead to the exclusion or discrimination
against individuals. Processing with little or no effect on individuals does not match
this specific criterion. Further explanations on these notions will be provided in the

upcoming WP29 Guidelines on Profiling.

B4 s E A PR R g EY poenE i CE
2 AT PR A TH G HA A R A T

14 See e.g. recitals 75, 76, 92, 116.
HER AT BTS2 76 592~ 1162 -
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3. Systematic monitoring: processing used to observe, monitor or control data subjects,

including data collected through networks or “a systematic monitoring of a publicly
accessible area” (Article 35(3)(c))">. This type of monitoring is a criterion because the
personal data may be collected in circumstances where data subjects may not be aware
of who is collecting their data and how they will be used. Additionally, it may be
impossible for individuals to avoid being subject to such processing in public (or
publicly accessible) space(s).

ASRPER R RERERARAFEAZEY s REFERAEZTH
BTN F R R TR ($35ES3E e ) P A2 §

F g F 5 - AR GEIR R B TR T W B

mANE B R * o gt FEA AR (A ORERRR)

2

TR EZ AL RE Y o

4. Sensitive data or data of a highly personal nature: this includes special categories of

personal data as defined in Article 9 (for example information about individuals’
political opinions), as well as personal data relating to criminal convictions or offences
as defined in Article 10. An example would be a general hospital keeping patients’
medical records or a private investigator keeping offenders’ details. Beyond these
provisions of the GDPR, some categories of data can be considered as increasing the
possible risk to the rights and freedoms of individuals. These personal data are

considered as sensitive (as this term is commonly understood) because they are linked

5The WP29 interprets “systematic” as meaning one or more of the following (see the WP29 Guidelines on Data
Protection Officer 16/EN WP 243):
WP29%+ Tk sild | 2 f248 > ™ - B 5852 (GF5RWP29MB FF 3 & 45 51 16/EN WP 243)
- occurring according to a system;
EY- B ARTTAFA
- pre-arranged, organised or methodical,
FALTP G EREAE - 53
- taking place as part of a general plan for data collection;
SERFMETRALSRL A
- camed out as part of a strategy.
B TR RV FTL - FRA o
The WP29 interprets “publicly accessible area” as being any place open to any member of the public, for example
a piazza, a shopping centre, a street, a market place, a train station or a public library.
WP29#- T 2N R igfesrid # B f ) (AR LHER < WE R ERFT Gl4cR F -~ B P o~ i 7 B
P X
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to household and private activities (such as electronic communications whose
confidentiality should be protected), or because they impact the exercise of a
fundamental right (such as location data whose collection questions the freedom of
movement) or because their violation clearly involves serious impacts in the data
subject’s daily life (such as financial data that might be used for payment fraud). In
this regard, whether the data has already been made publicly available by the data
subject or by third parties may be relevant. The fact that personal data is publicly
available may be considered as a factor in the assessment if the data was expected to
be further used for certain purposes. This criterion may also include data such as
personal documents, emails, diaries, notes from e-readers equipped with note-taking

features, and very personal information contained in life-logging applications.

MEFHEFRAFPABTER T 5022 FRgI B TR
(bl4es BB A FTS B2 ?‘;JL) 2 B R 10 TR AN P AR B AT
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5. Data processed on a large scale: the GDPR does not define what constitutes large-scale,

though recital 91 provides some guidance. In any event, the WP29 recommends that
the following factors, in particular, be considered when determining whether the
processing is carried out on a largescale'®

AT ALE Y B T $OIBME T - B4 GDPRE X LA K RH
2B o Eihdhom > WP2O ik il 3 A 28T A RNE* B LT E LT
£ %16

a. the number of data subjects concerned, either as a specific number or as a

proportion of the relevant population;

16See the WP29 Guidelines on Data Protection Officer 16/EN WP 243,
;;‘—%%WPZ%[% T EE :ffa 51 » 16/EN WP 243 -
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Hr 2y F Al AT EF - WRESIAPM A v 2 - ]

b. the volume of data and/or the range of different data items being processed;

Fh2 FAHER/A R FHRAEDFR

c. the duration, or permanence, of the data processing activity;
TARE* TR 2P NFFN

d. the geographical extent of the processing activity.
Fh T2 2 iEE R

6. Matching or combining datasets, for example originating from two or more data

processing operations performed for different purposes and/or by different data
controllers in a way that would exceed the reasonable expectations of the datasubject!’.
fedtst w EFAE B4R p 5 R P hfe/dd 2 FALEE F 6 A B

AL FRLE R FE L P H A N F A2 fmyET .

7. Data concerning vulnerable data subjects (recital 75): the processing of this type of

data is a criterion because of the increased power imbalance between the data subjects
and the data controller, meaning the individuals may be unable to easily consent to, or
oppose, the processing of their data, or exercise their rights. Vulnerable data subjects
may include children (they can be considered as not able to knowingly and
thoughtfully oppose or consent to the processing of their data), employees, more
vulnerable segments of the population requiring special protection (mentally ill
persons, asylum seekers, or the elderly, patients, etc.), and in any case where an
imbalance in the relationship between the position of the data subject and the
controller can be identified.

SEFFE M TR (T FTSE) EF P RATR S S - H Y
R BRAM AT A E AR AR 4 P LRFE T AT
BZEIFFLASMESERATH2Z2EY AEFREBEN - BHFEA TR 2

(w,

2F (LELFT AR EZ ] AFFOFRLRAEFES AP AHE T LE
*) R RSEFEAEELHEN (BB FRAEF S E
FREE) > MUE LEFERT O GRS FFALRE AR ONGAL A 2N
i o

8. Innovative use or applying new technological or organisational solutions, like

17See explanation in the WP29 Opinion on Purpose limitation 13/EN WP 203, p.24.
FHRWP2OR »t p e Ul & 27 2 3P > 13/EN WP 203 » 5247
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combining use of finger print and face recognition for improved physical access
control, efc. The GDPR makes it clear (Article 35(1) and recitals 89 and 91) that the
use of a new technology, defined in “accordance with the achieved state of
technological knowledge” (recital 91), can trigger the need to carry out a DPIA. This is
because the use of such technology can involve novel forms of data collection and
usage, possibly with a high risk to individuals’ rights and freedoms. Indeed, the
personal and social consequences of the deployment of a new technology may be
unknown. A DPIA will help the data controller to understand and to treat such risks.
For example, certain “Internet of Things” applications could have a significant impact
on individuals’ daily lives and privacy; and therefore require a DPIA.

BIATRR % & % AT pieli st w2 32 K o blAeg R Y a‘ﬂ R foig 30 5%
e R M Popdl & o GDPRP FEdp (%350 % 138 2 o 5 % 898{r % 91
8) @ T RERF A (B RO1B) AT 2 ATHNT
FPEEDPIAZ & R o i H F 5 R P AEHEE HE AN TR A EfoR o
FVRHEBAZEfepd BAFRE o FEL o RPEITDR Y HB A foik g
2 {8 % ¥ i A A dveh o DPIAM-T ot iy ¢ ¢ 2 jafr CRASE TR Y o B4e o
S THme ) (o) B* BT R §HBADp ¥ 25 EfFd & B,
F]pt % & DPIA o

9. When the processing in itself “prevents data subjects from exercising a right or using

a _service or a contract” (Article 22 and recital 91). This includes processing

operations that aims at allowing, modifying or refusing data subjects’ access to a
service or entry into a contract. An example of this is where a bank screens its
customers against a credit reference database in order to decide whether to offer them
a loan.

FE AL T FF A FREFN R IRPBATH B (FREfew T E
BE) o FA e P DA LF R AESFEARTRBL R N2 E
¥ o pldrliTRFEF FLFTHEFERLE S > AT L FREP A -

91
*

In most cases, a data controller can consider that a processing meeting two criteria would
require a DPIA to be carried out. In general, the WP29 considers that the more criteria are met
by the processing, the more likely it is to present a high risk to the rights and freedoms of data
subjects, and therefore to require a DPIA, regardless of the measures which the controller

envisages to adopt.
B RRERT o FAE B AP S R T E F §0 5 AFHEDPIA o - &
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However, in some cases, a data controller can consider that a processing meeting only one of

these criteria requires a DPIA.

Pk - LEL
f\m’l__ ilag T
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R TREY CHEH Y - R FHEDPIA -

The following examples illustrate how the criteria should be used to assess whether a

particular processing operation requires a DPIA:

T T 1;1]

Podoie @ % iR O kTR - A REY (X L3 2 2DPIA

DPIA likely
) ) .. to be
Examples of processing Possible Relevant criteria .
_ . . required?
EF 257 B ?namﬁﬂ?*fr‘-ﬁ {@—F!hﬁ
& DPIA ?
A hospital processing its patients’ genetic Sensitive data or data of a highly personal
and health data (hospital information nature.
system). AR AR AP A TR -
%5 Feid * o B2 ATtk T8 ?g 3 Data concerning vulnerable data subjects.
FTks) o LHEFEAAMIFTH -
Data processed on a large-scale.
S ARCT R
The use of a camera system to monitor . o
Systematic monitoring.
drivin behavior on highways. The . L
& ghway R el S
controller envisages to use an intelligent . . i
. . ‘ Innovative use or applying technological Yes
video analysis system to single out cars and L i
or organisational solutions. o
A

automatically recognize license plates.
R RERSE SR DERE
ok B R I o R R T )
hPED fRT B 2 o

Blarie
= %

Vil

B P

o 2 i3 ik

A company systematically monitoring its

employees’  activities, including the

monitoring of the employees’ work station,

Systematic monitoring.

KR g

Data concerning vulnerable data subjects.
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internet activity, efc.
NP AR TR 1SR & AT

Rachip 431 ivh  BERE

BHRRGE A T

The gathering of public social media data
for generating profiles.
RS TAIEMT R E 22T E o

Evaluation or scoring.

PR EEA o

Data processed on a largescale.
SRFLFTREF o

Matching or combining of datasets.
fedtet m & FAHLE o

Sensitive data or data of a highly personal

nature.

R FRAR R AETTR -

An institution creating a national level
credit rating or fraud database.
FE2RRE DL FRAFHRTHEE

2 g -

Evaluation or scoring.

L AEL o

Automated decision making with legal or
similar significant effect.
Ep2EaEAFNE S BT p B
LA o

Prevents data subject from exercising a
right or using a service or a contract.

fEat ¥ EAFREISR Y PR F

Sensitive data or data of a highly personal

nature.

MR TSR R AP TR

Storage  for archiving purpose of

pseudonymised personal sensitive data
concerning vulnerable data subjects of
research projects or clinical trials

- R S LR R SR Tl
RR&ZBBEE PR B RE

Sensitive data.

AR TR

Data concerning vulnerable data subjects.
LHEFEAAMITH -

Prevents data subjects from exercising a
right or using a service or a contract.

fRak F EA TR R RN T
£ o
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stz

e et

DPIA
likely to be
Examples of processing Possible Relevant criteria required?
F* 25 b b chdp B 1R EEF i
g
DPIA ?
A processing of “personal data from patients or Sensitive data or data of a highly
clients by an individual physician, other health personal nature.
care professional or lawyer” (Recital 91). RREFTHEFREPAMETZTH
d [ Fio P ghRESEAf 2 Data concerning vulnerable data
FF o AE rffﬁiﬁﬁ“%—”’i‘l%‘?%}iJ (#3 subjects.
Bolm) - EHFET M TR
An online magazine using a mailing list to
Data processed on a largescale.
send a generic daily digest to its subscribers. , e
SARBCTORE R o
PRiEERY FEFHER AR S FE- A N
0
FPRHEE o
An e-commerce website displaying adverts for &

vintage car parts involving limited profiling

based on items viewed or purchased on its own

website.
TR e A AT D
AT AL A BB RE

Evaluation or scoring.

SEEEE

Conversely, a processing operation may correspond to the above mentioned cases and

still be considered by the controller not to be “likely to result in a high risk”. In such

cases the controller should justify and document the reasons for not carrying out a

DPIA, and include/record the views of the data protection officer.

F2 » &% F¥F B et piFrwR, fi#;‘;?—ﬁf’&é&% F4 X ¥4

RN k- H R I 383 PHEDPIAZ R F] - 2 e 78 FREREZR
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In addition, as part of the accountability principle, every data controller “shall maintain a
record of processing activities under its responsibility” including inter alia the purposes of
processing, a description of the categories of data and recipients of the data and “where
possible, a general description of the technical and organisational security measures referred
to in Article 32(1)” (Article 30(1)) and must assess whether a high risk is likely, even if they
ultimately decide not to carry out a DPIA.

Wb R kT RR- A > ERTHREEE TR HABF 7@‘?"@7/7‘ *EB 2
Fedi ) o “‘T‘—’f—' BEIE > e ZER P s ?iﬁiifi'h‘??ﬂii’iijﬁ

P FI2EFE RN TR L L E 2P L - KR (%30 %15 ) » &>

7

=

S e S e %mxﬁw?ﬂb’%léﬁ'g'ﬁﬁ&ﬁfi

Note: supervisory authorities are required to establish, make public and communicate a list of
the processing operations that require a DPIA to the European Data Protection Board (EDPB)
(Article 35(4))'®. The criteria set out above can help supervisory authorities to constitute such
a list, with more specific content added in time if appropriate. For example, the processing of
any type of biometric data or that of children could also be considered as relevant for the
development of a list pursuant to article35(4).

AL E P WML RE2 - OB ¥ o EDPBE U § & DPIAG:E * TF‘-)‘F,F ¥ (%35i%
F435) e i BT R T E ﬁkr'sééf::wp Horf @ §mpp el SMWZpF o
Plde s ERRER 2 PAFRRT RN DE T2 E T ARAR L 8 11\47;%351-; %435 3E 2
273 75 Ap BE B o

b) When isn’t a DPIA required? When the processing is not "likely to result in
a high risk", or a similar DPIA exists, or it has been authorized prior to May
2018, or it has a legal basis, or it is in the list of processing operations for
which a DPIA is not required.

PR ZEDPIA? §i8% 2 X T 72 B A %, &8¢ 5 iz
DPIARF » ~ £ 3738 % § 42018257 2w EEE s A H L5 22k
V5o AR FRDPIAZ i (v H Y o

WP29 considers that a DPIA is not required in the following cases:

8In that context, “the competent supervisory authority shall apply the consistency mechanism referred to in
Article 63 where such lists involve processing activities which are related to the offering of goods or services to
data subjects or to the monitoring of their behaviour in several Member States, or may substantially affect the
free movement of personal data within the Union” (Article 35(6)).
A RT T F R FENE e FEAREF S *‘/’ﬂz}f HERA T H T2 F ED
*?f&fi’f"/’* BAFHTp A AR TR  FFEFBERER? %63/'3”%0‘ 2 - RIL#A
($35iE% 63 ) o
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WP2932. % &7 7| T 2 Z £DPIA :

- where the processing is not "likely to result in a high risk to the rights and

freedoms of natural persons" (Article 35(1));
FEP AL TTRHE RN S S BRE, B (B3SEF ) ;

- when the nature, scope, context and purposes of the processing are very similar
to the processing for which DPIA have been carried out. In such cases, results of
DPIA for similar processing can be used (Article35(1)");
FEYLLEFFFH-FRop h@r e PRI DPIAZF Ap 0pF o &t )T o
T Ag 0B 2 DPIAcnE % ($35iE 51 0)

- when the processing operations have been checked by a supervisory authority before
May 2018 in specific conditions that have not changed® (see I11.C);
BACRPFRIEET o F T P 0201885 Bk A EE Y T GG
FILC) ;

\\\?’;r

- where a processing operation, pursuant to point (c) or (e) of article 6(1), has a legal
basis in EU or Member State law, where the law regulates the specific processing
operation and where a DPIA has already been carried out as part of the
establishment of that legal basis (Article 35(10))!, except if a Member state has stated
it to be necessary to carry out a DPIA prior processing activities;
FRBEFOEFIAFCHS Fe A2 EY FTELBP AL RARZEY EFERER
Vo R BRSO EMEY (TR S P2 DPIA® 17 5 2453502 2 ikgp2 — 30
A (E3STEF105T) 2o p i R B § R 30E % 6 W SHLDPIA

- where the processing is included on the optional list (established by the

1944 single assessment may address a set of similar processing operations that present similar high risks.”
(B - R AR - AL TRAT R R R HE R TEE
20 "Commission decisions adopted and authorisations by supervisory authorities based on Directive 95/46/EC
remain in force until amended, replaced or repealed" (recital 171).
"HEGUFLATEEFPYRISMECT ¢ 777 2 JfF » 3 ~ Pk Vet 70 s 4 f 2y (W
T w1718 -
>'When a DPIA is carried out at the stage of the elaboration of the legislation providing a legal basis for a
processing, it is likely to require a review before entry into operations, as the adopted legislation may differ
from the proposal in ways that affect privacy and data protection issues. Moreover, there may not be sufficient
technical details available regarding the actual processing at the time of adoption of the legislation, even if it
was accompanied by a DPIA. In such cases, it may still be necessary to carry out a specific DPIA prior to
carrying out the actual processing activities.
FRAH/EFY 2 2 RRGH A2 2 EEE2DPIA IV it F 8 AR TED L SRR FlLiE2
FERT R EERZT IR AREIEFEE TR R 2 > Wik 5 DPIA Y A RUEERS T i
EEHFEEY R B2 LTS R o AP FRT O MREFFEEY TERT N F RS2
DPIA -
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supervisory authority) of processing operations for which no DPIA is required
(Article 35(5)). Such a list may contain processing activities that comply with the
conditions specified by this authority, in particular through guidelines, specific
decisions or authorizations, compliance rules, efc. (e.g. in France, authorizations,
exemptions, simplified rules, compliance packs...). In such cases, and subject to re-
assessment by the competent supervisory authority, a DPIA is not required, but only if
the processing falls strictly within the scope of the relevant procedure mentioned in the
list and continues to comply fully with all the relevant requirements of the GDPR.
FEF SR FDPIAcHE* (T X FRPEFHE (d ] #Mt—i‘:‘_’ ) F (%351 %
55 ) o s AR FLE ez R E P*ﬁﬁrﬁg;}ﬂ ik i RS A *jfﬁ"Jﬂ'\aﬁ%Lﬂ?l
Pk R A %%\g%ﬁ%m§<mwmww&1mﬁ%\ﬁﬁ~ﬁw%m\
LS RL) o M FRT o d BEEF WM EANTEG 0 2 FEDPIA & F
B8 ZTRERREEYZFEY RE ZIPMARRFR 2EFEHE R 20 £ 975 GDPR
TEE

’

C. What about already existing processing operations? DPIAs are required in

some circumstances.

R FEY T2 BRI P2 AFEHERT ZEDPIA -

The requirement to carry out a DPIA applies to existing processing operations likely to
result in a high risk to the rights and freedoms of natural persons and for which there
has been a change of the risks, taking into account the nature, scope, context and
purposes of the processing.

FREFET CETRHIRAL B A S RRG 2 HF LR FR
FRfcpchp > TR Fh'%C F2 R > BPHLDPIA -

A DPIA is not needed for processing operations that have been checked by a supervisory
authority or the data protection official, in accordance with Article 20 of Directive 95/46/EC,
and that are performed in a way that has not changed since the prior checking. Indeed,
"Commission decisions adopted and authorisations by supervisory authorities based on
Directive 95/46/EC remain in force until amended, replaced or repealed" (recital 171).
EEPMA BT FREE S R3HISAOECTH £ 520 e EF (TX - P g iEF (T L
RN AwigAfe T #\Ei%—‘ﬁ v EEPHEDPIA - % 0 THE fU 2 4T
ZEFBHRISHOECT £ 77 2 J2fE » 32 ~ P g T g e, (B
%1718)

Conversely, this means that any data processing whose conditions of implementation (scope,
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purpose, personal data collected, identity of the data controllers or recipients, data retention
period, technical and organisational measures, etc.) have changed since the prior checking
performed by the supervisory authority or the data protection official and which are likely to
result in a high risk should be subject to a DPIA.

FE G P RAF Y ERTREY 2F R (PR P WEZBATHRE S TH
K?ﬁﬁﬁkﬁiﬂﬁ‘ﬁ%?ﬁﬁ‘ﬁWﬁﬁﬁfﬁ#*“)E H MR B R
EELRRA IR FA R TR NB LG REE Y RPHIDPIA

=

Moreover, a DPIA could be required after a change of the risks resulting from the processing
operations>?, for example because a new technology has come into use or because personal
data is being used for a different purpose. Data processing operations can evolve quickly and
new vulnerabilities can arise. Therefore, it should be noted that the revision of a DPIA is not
only useful for continuous improvement, but also critical to maintain the level of data
protection in a changing environment over time. A DPIA may also become necessary because
the organisational or societal context for the processing activity has changed, for example
because the effects of certain automated decisions have become more significant, or new
categories of data subjects become vulnerable to discrimination. Each of these examples could
be an element that leads to a change of the risk resulting from processing activity concerned.
Leb s BB (TG A2 R B T g RDPIAY » Glde FIATHEL @ * & T
B A ?1‘-’%}5‘»’* WHE AR P FREF FETRLEFE 0 FA T A NIRRT B
BTG RN E > P T A BTR I R ¢ R
B TE2 mM A g A J g DPIAY T i %
RATHE EAFANREF S X T
&ﬁoiﬁi—ﬁﬁwﬁ?ﬁ{%ﬁﬁwﬁ*ﬁ%é;&%%“iﬁﬁ°

o

Conversely, certain changes could lower the risk as well. For example, a processing operation
could evolve so that decisions are no longer automated or if a monitoring activity is no longer
systematic. In that case, the review of the risk analysis made can show that the performance of
a DPIA is no longer required.

AEG RERL S TRt MR o bde o @ TETEHFREREALTL P B

THER AR L AR BN ERT o JR A2 % 47 4P 7 £ F & y42DPIA

o

22In terms of the context, the data collected, purposes, functionalities, personal data processed, recipients, data
combinations, risks (supporting assets, risk sources, potential impacts, threats, etc.), security measures and
international transfers.

+ B fégf ﬁ&\?_}l SPBERsFg ~FR 2B A Fﬁﬁi \#g_»];:_*ﬁ N F*,},l_p_g ~ b (,{%Fﬁé_ N R~ O BN
FLPE - P E) CE 2R m@ﬁig?]i%é‘%vio
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As a matter of good practice, a DPIA should be continuously reviewed and regularly re-
assessed. Therefore, even if a DPIA is not required on 25 May 2018, it will be necessary, at
the appropriate time, for the controller to conduct such a DPIA as part of its general
accountability obligations.

FLRAFRWE  BIFEFADPIAY T HH 2 FTEET o FIP o Wi H2018%
5% 25p pF 7 ;ﬁ—QDPIA’IF:a—”V*’ﬁcpﬁzﬁ-’—"‘ #?;'g R S A
BLy#32 DPIA -

D. How to carry out a DPIA?
4o i@ P2 DPIA ?

a) At what moment should a DPIA be carried out? Prior to the processing.
3t e pEYHZDPIA ? i * Tl W o

The DPIA should be carried out “prior to the processing” (Articles 35(1) and 35(10),
recitals 90 and 93)?3. This is consistent with data protection by design and by default
principles (Article 25 and recital 78). The DPIA should be seen as a tool for helping
decision-making concerning the processing.

DPIABG . Ti#8# % ) ($35EF 1B 535EF 1058 2 5 3 59084 ¥ 938 ) Py42 o
gy T EFE R 3 (by design) fr3EE (by default) RAI- R ($25iFfen 3 %78
BL) o BARDPIAR G et dpE? ek X1 & -

The DPIA should be started as early as is practicable in the design of the processing operation
even if some of the processing operations are still unknown. Updating the DPIA throughout
the lifecycle project will ensure that data protection and privacy are considered and will
encourage the creation of solutions which promote compliance. It can also be necessary to
repeat individual steps of the assessment as the development process progresses because the
selection of certain technical or organizational measures may affect the severity or likelihood
of the risks posed by the processing.

AiEF TEGRIY RFESAHDPIA TR FLFEY FEDE A AFEBEY (TE
R 2 FTDPIARFE FF R FEEF 2~ 4+ R > 2 i&;};}]ﬁs;\éi WiE L R 12
%*%0%%%%@ﬁ1@%’ﬁ?ﬁgﬁﬁﬁ?%ﬂ&%Wﬁ%’ﬂggﬁﬁﬁé
.E'_*A«ﬂ#"*w7sza‘&'7§bgﬁ Eh g b 'R FE AT e

The fact that the DPIA may need to be updated once the processing has actually started is not

23 Except when it is an already existing processing that has been prior checked by the Supervisory Authority, in
which case the DPIA should be carried out before undergoing significant changes.

FAXEFPHAT  RAELREEY > FTREFLA LD BPHLDPIA -
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a valid reason for postponing or not carrying out a DPIA. The DPIA is an on-going process,
especially where a processing operation is dynamic and subject to ongoing change. Carrying

out a DPIA is a continual process, not a one-time exercise.

- LEY R EF S 0 Vil 2R {FDPIAZ ¥ F 4 FaE B 2 B DPIAGE § =Bd o
DPIAS - EHFFEFaizh » X H EFEF (T XL A4S LT 2R 2FRT - 7%

BDPIAE - #FF2L LA > 7 22— I PiFZ o

b) Who is obliged to carry out the DPIA? The controller, with the DPO and

processors.

i3 ZIPHLDPIA? 47§ & » 2 HDPOfr 328 * f -

The controller is responsible for ensuring that the DPIA is carried out (Article
35(2)).Carrying out the DPIA may be done by someone else, inside or outside the
organization, but the controller remains ultimately accountable for that task.

:}3‘;“* H 3 F T AEPHEEDPIA ($358% %235 ) o DPIAW M d i p 3nat oh et s £
*$’”ﬁ EAZ BB E DR A

The controller must also seek the advice of the Data Protection Officer (DPO), where
designated (Article 35(2)) and this advice, and the decisions taken by the controller, should be
documented within the DPIA. The DPO should also monitor the performance of the DPIA
(Article 39(1)(c)). Further guidance is provided in the WP29 Guidelines on Data Protection
Officer 16/EN WP 243.

¥ Ry LDPORF (%358 %27 ) #3";% EAEHERBFTREL (DPO) 225 -
DPOzZ 3% 11 % 378 X g2 i e #>*DPIA¥ - DPO™ Ji; & E-DPIAZ 7432 & 5% (% 39
i % 198 $cax) o 16/EN WP 243 » WP29 B 7 R3E £ 4p 5148 i1 38— o i ¥ o

If the processing is wholly or partly performed by a data processor, the processor should
assist the controller in carrying out the DPIA and provide any necessary information (in
line with Article 28(3)()).

B 2 2IME - WG FAHL P 3R *‘ﬁ)%f%i‘*:};’:?‘ﬁ?’?ﬁ-’.DPIA’
THEEPCR T (L F2ES 35%@%&) °
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The controller must “seek the views of data subjects or their representatives” (Article
35(9)), “where appropriate”. The WP29 considers that:
ri#ﬁJ’Kﬁﬁﬁﬁriﬁfi4ﬁ#ﬁ£‘iiﬂJ(?%&?%@)°Wm9

2z Y
S F“ *

- those views could be sought through a variety of means, depending on the context (e.g.
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a generic study related to the purpose and means of the processing operation, a
question to the staff representatives, or usual surveys sent to the data controller’s
future customers) ensuring that the controller has a lawful basis for processing any
personal data involved in seeking such views. Although it should be noted that consent
to processing is obviously not a way for seeking the views of the data subjects;

TEE A S F AL AT AR (bldo s BB (R P infes 3

?Mi“&ﬁpf‘@ﬁlﬂ%ﬁﬂiﬁﬁ‘ﬁ%ﬁiﬁm@iﬂﬁﬁﬁﬁg
%‘—*f%%&;v’) .rzﬁé.fi%fvﬁg—*ﬁj;‘;éf;h%‘ EhFRPLFLLTHE TR A

—*,oi#)’@‘_#ﬂi—h;ﬂ;& EHEAFEFREET AL Lh- 5

- if the data controller’s final decision differs from the views of the data subjects, its
reasons for going ahead or not should be documented;
FIAEEF R ATEFEIAZLLLT P el B g sl g
F 2 ¥

- the controller should also document its justification for not seeking the views of data
subjects, if it decides that this is not appropriate, for example if doing so would
compromise the confidentiality of companies’ business plans, or would be
disproportionate or impracticable.
FRAFRIIVEEFREETALL > P RESH DS o b4 BT 2P %

BPELB R S P A R R TR e

Finally, it is good practice to define and document other specific roles and responsibilities,

depending on internal policy, processes and rules, e.g.:

Bis o (5 - BAFF A0 > BN INFCK AR > TR T s B

£ ¢ emE o blde

- where specific business units may propose to carry out a DPIA, those units should

then provide input to the DPIA and should be involved in the DPIA validation process;
BT FAE 2R yH2DPIA 0 2 H = }%T LDPIA# &R 2 > T 42 DPIAFZ
(L NE

- where appropriate, it is recommended to seek the advice from independent experts of

different professions®* (lawyers, IT experts, security experts, sociologists, ethics, etc.).

AREMHRT CZERFNHA P EEpe &R (EF TR R T 2 & 04

24Recommendations for a privacy impact assessment framework for the European Union, Deliverable D3:

http://www. piafproiect eu/ref/PIAF_D3_final.pdf.
R EFE R 75&4 # %  Deliverable D3:http://www.piafproject.eu/ref/PIAF_D3_final.pdf.
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EFFO REERE) 240

- the roles and responsibilities of the processors must be contractually defined; and the
DPIA must be carried out with the processor’s help, taking into account the nature of
the processing and the information available to the processor (Article28(3)(f));
= J.ngriﬁy &;Jﬂfr m,;? e X E P DPIAY E AE g’if—:%]zyf,,.,pé'r
#IE’FEB?%”’E_L?*L'H?{F" iF ”’f"ﬁ (LS (%28:%%31??)? f3) ;

- the Chief Information Security Officer (CISO), if appointed, as well as the DPO, could
suggest that the controller carries out a DPIA on a specific processing operation, and
should help the stakeholders on the methodology, help to evaluate the quality of the
risk assessment and whether the residual risk is acceptable, and to develop knowledge
specific to the data controller context;

FIHRFAFTNL 2L (CISO) - ##DPOT 2 3kiz§ ¥ H# L L7 (¥
P#2DPIA » T BBt JIZT B 2 A Fr 3 230 - R ETR %iT & F MR Fl4R
Big 2 VAR DA REE T RSN TR

- the Chief Information Security Officer (CISO), if appointed, and/or the IT department,
should provide assistance to the controller, and could propose to carry out a DPIA on a
specific processing operation, depending on security or operational needs.
FIAAELFATAL 2L (CISO) » AAe/ TR - ok iy g F a0t 0 £ F
RpE 2 FEF L > ERFFLEY (TEFHLDPIA -

c) What is the methodology to carry out a DPIA? Different methodologies but

common criteria.

PEWDPIAZ > L @2 A 22 2 X 2 L8

The GDPR sets out the minimum features of a DPIA (Article 35(7), and recitals 84 and 90):
GDPR#L.%_7 DPIAZ “ & 22 & @ (%35 %75 » 2 o 3 % 84%{r%908)

- “a description of the envisaged processing operations and the purposes of the
processing”;
[Iggtif # (EEfoif # f 12 fy it 7
- “an assessment of the necessity and proportionality of the processing”;

T2 LRI L2

- “an assessment of the risks to the rights and freedoms of data subjects”;

THEF B DR
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- “the measures envisaged to:
Popatarpez o -
o  “address the risks”’;
Pt 1Rk %, 7
o  “demonstrate compliance with this Regulation”.

/—V/;/’;?Eﬁggﬁ Zﬁ%ﬁyj

The following figure illustrates the generic iterative process for carrying out a DPIA?S:
T RSP yHEDPIAG - A E AT B IRAR S 2

Description of the
envisaged
processing

Assessment of the
sity and
proportionality

Measures already

Documentation )
envisaged

Measures Assessment ofthe
envisaged to adress risks to the rights
the risks and freedoms

21t should be underlined that the process depicted here is iterative: in practice, it is likely that each of the stages
is revisited multiple times before the DPIA can be completed.
R P 2 AR A L EAF R FEY > BT N ADPIAR SR F SR EAFERTE BRE -
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Compliance with a code of conduct (Article 40) has to be taken into account (Article 35(8))
when assessing the impact of a data processing operation. This can be useful to demonstrate
that adequate measures have been chosen or put in place, provided that the code of conduct is
appropriate to the processing operation. Certifications, seals and marks for the purpose of
demonstrating compliance with the GDPR of processing operations by controllers and
processors (Article 42), as well as Binding Corporate Rules (BCR), should be taken into
account as well.

838 ) 75 < B ( %401%) Lﬁﬂ °

%8
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3 A4 2 £%20 (BCR) -

All the relevant requirements set out in the GDPR provide a broad, generic framework for
designing and carrying out a DPIA. The practical implementation of a DPIA will depend on
the requirements set out in the GDPR which may be supplemented with more detailed

practical guidance. The DPIA implementation is therefore scalable. This means that even a
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small data controller can design and implement a DPIA that is suitable for their processing
operations.

GDPR*¥ #773 4p B & R 5 K3+ {r#H2DPIAHK & 7 B L chid * JE4E - DPIAGF "ZyHL
P rGDPR2Z & & > 3 7 B3 { 33 hF A4y A L o FUt > DPIAZ 741 8
TR g RRF TR A REOT R T R o i £ Y PR
DPIA -

Recital 90 of the GDPR outlines a number of components of the DPIA which overlap with
well- defined components of risk management (e.g. ISO 31000%%). In risk management terms,
a DPIA aims at “managing risks” to the rights and freedoms of natural persons, using the
following processes, by:

GDPR# % % 90E:%if 1 DPIA*T % 2 &30+ & % > TL I EFH L% F 2 (b4
ISO 31000°°) P Az 2 &2~ & F £ dp o 1 h'G § IZj05F K3 > DPIA 5 A58 1 T 42
B lam, gz #flfepd Th'%

- establishing the context: “taking into account the nature, scope, context and purposes
of the processing and the sources of the risk”;
AR TREY 2 BFFR-FRfop Uz R RRANTE

- assessing the risks: “assess the particular likelihood and severity of the high risk™;
Tkt TR B R ERT R EE

- treating the risks: “mitigating that risk” and “ensuring the protection of personal
data”, and “demonstrating compliance with this Regulation”.
FIUER & - TR e fr TAERE A TR R, o 2 TP AT AR
Al oo

Note: the DPIA under the GDPR is a tool for managing risks to the rights of the data subjects,
and thus takes their perspective, as is the case in certain fields (e.g. societal security).
Conversely, risk management in other fields (e.g. information security) is focused on the
organization.

%3 GDPRT 2ZDPIAE - ¢ 2§ ¥ A E{lh &2 1 5 > Fltdrk

ik & > ) 2R FHEPRFEARI . F 2 0 Hs A2 R F R (BlarF R
) RMFLRERG

2*Risk management processes: communication and consultation, establishing the context, risk assessment, risk
treatment, monitoring and review (see terms and definitions, and table of content, in the ISO 31000 preview:
https://www.iso.org/obp/ui/#iso:std:is0:31000:ed-1:v1:en).

B IRARA L EE o 2 TR R GTER R GASL s £4fc3 h (GR4RISO310005F £ % &
LEES n,s?%‘xﬂfrii% » 2 B 4%) - https://www.iso.org/obp/ui/#iso:std:is0:31000:ed-1:v1:en).
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The GDPR provides data controllers with flexibility to determine the precise structure and
form of the DPIA in order to allow for this to fit with existing working practices. There are a
number of different established processes within the EU and worldwide which take account of
the components described in recital 90. However, whatever its form, a DPIA must be a
genuine assessment of risks, allowing controllers to take measures to address them.

GDPR#: & 4 ¢ —‘F'if;‘ TDPIA R Hfoa) 8 2 sl > I B3R cha 5 434p 3
@kﬁfriﬁ—'?}”‘ N R A N ’“‘”ﬁﬁh‘uf%%ﬂé““fﬁixf?%‘ﬁ% "
Ao @A A5 P DPIAR F A 4R "G ehE D37 o R3Fi g F #Hah G H P Fl

B o

=
o
o

Different methodologies (see Annex 1 for examples of data protection and privacy impact
assessment methodologies) could be used to assist in the implementation of the basic
requirements set out in the GDPR. In order to allow these different approaches to exist, whilst
allowing controllers to comply with the GDPR, common criteria have been identified (see
Annex 2). They clarify the basic requirements of the Regulation, but provide enough scope
for different forms of implementation. These criteria can be used to show that a particular
DPIA methodology meets the standards required by the GDPR. It is up to the data
controller to choose a methodology, but this methodology should be compliant with the
criteria provided in Annex2.

FRYARPZDEH GRERWEITREECEF BT 2 EHmar b)) K2
GDPRY R T2 A A& o 5 L3Fipltd 3205 4 B??x%#”—g % 1@ 12 GDPR2.
Hge o Flp s L AR (GRRWE2) c HBFARMZARL R 237 Fhfy
TR R EESNTF o g 87 % 30 P 4 2 DPIA® 2 % 7 &£ GDPRE 2 1%
B R FHREFEFER S 2EH ) LEO BHER & HE2° RELRE -

The WP29 encourages the development of sector-specific DPIA frameworks. This is because
they can draw on specific sectorial knowledge, meaning the DPIA can address the specifics of
a particular type of processing operation (e.g.: particular types of data, corporate assets,
potential impacts, threats, measures). This means the DPIA can address the issues that arise in
a particular economic sector, or when using particular technologies or carrying out particular
types of processing operation.

WP29 3t g 3¢ & ¥ (sector-specific) iPDPIA 7 4 o F] ¥ ] % FF T2 0 4ogs - i@
DPIA # ﬂ@a‘%"@m Fr T2 wmE (blde HEspde §F % CEFEABERF
R ) o SRR FDPIAT FUBS RGASTT o R S 6 4
ZEH T PEAT L2 R AR o
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Finally, where necessary, “the controller shall carry out a review to assess if processing is

performed in accordance with the data protection impact assessment at least when there is a
change of the risk represented by processing operation” (Article 35(11)).

Bib o b &g TSP FRI B EEGAL R GRFLGIHF F R
P2 FUEEMRLRFRELEEE ) (3555 115EY)

d) Is there an obligation to publish the DPIA? No, but publishing a summary
could foster trust, and the full DPIA must be communicated to the supervisory
authority in case of prior consultation or if requested by the DPA.
273 &B2FDPIA?RG » R 2 FHR P FV AR E > 2 FHREL
539 ADPAZ & F o B 4% B hDPIAS 7 & F M o

Publishing a DPIA is not a legal requirement of the GDPR, it is the controller’s decision
to do so. However, controllers should consider publishing at least parts, such as a
summary or a conclusion of their DPIA.

2 # DPIAL AGDPR2 i 2 & £ - & i F 2 AT - Ra FFRITLI S 2F
e pF o Gl4eDPIAZ 4 & &% 58 o

The purpose of such a process would be to help foster trust in the controller’s processing
operations, and demonstrate accountability and transparency. It is particularly good practice to
publish a DPIA where members of the public are affected by the processing operation. This
could particularly be the case where a public authority carries out a DPIA.

VAL 2 B T i e R F B (2 B BRI RF et b
g <~ R DE Y (FE QLR 2 FDPIAE - ALY 2 4F g z}i‘?’ B o FFE| KL—JT’:FH?&
B yE2 DPIAZ /T o

The published DPIA does not need to contain the whole assessment, especially when the
DPIA could present specific information concerning security risks for the data controller or
give away trade secrets or commercially sensitive information. In these circumstances, the
published version could consist of just a summary of the DPIA’s main findings, or even just a
statement that a DPIA has been carried out.

2% 2DPIA% F ¢ Z iR it 8L §DPIAV s 2 5 M T #’“? X > h 'R
ZHETFTALNBEFTEBRAFTERREFTAR « AL FRT > 2F GUEAT
DPIAZ 3P %% 2 & > 0¥ 1 &% @ ya2DPIAZ &P -

Moreover, where a DPIA reveals high residual risks, the data controller will be required to

27 Article 35(10) explicitly excludes only the application of article 35 paragraphs 1 to 7.
%351 % 1OIEF'9&E:}2”,‘1% F35EFR1TTH2E* o
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seek prior consultation for the processing from the supervisory authority (Article 36(1)). As
part of this, the DPIA must be fully provided (Article 36(3)(e)). The supervisory authority

may provide its advice?®

, and will not compromise trade secrets or reveal security
vulnerabilities, subject to the principles applicable in each Member State on public access to
official documents.
$ofb o DPIAKE T 3 FI4RD "G 7 > TAE B MR RE AR E 2 M g
LR (F36IEF1E) o AP FRT > &% F&% EDPIA ( %36i% %378 %edp) - 131}7%
LERRMAOBRBREF L2 R TEBHEREERD 22 6T F ERD
FEZ 2RF -

E. When shall the supervisory authority be consulted? When the residual risks

are high.

T BN 2 5 3 FlAR e -

As explained above:

4o b AT

- a DPIA is required when a processing operation “is likely to result in a high risk to the
rights and freedoms of natural person” (Article 35(1), see II1.B.a). As an example, the

processing of health data on a large scale is considered as likely to result in a high risk,

and requires a DPIA;

PIEY TR T TN HE R Foh I EAF R %JE?’%QDPA(MS@ %1
ﬁ’?%%MBa)°m%’*%#@“%%?ﬁﬁmé?*éé b

Z & DPIA ;

- then, it is the responsibility of the data controller to assess the risks to the rights and
freedoms of data subjects and to identify the measures® envisaged to reduce those
risks to an acceptable level and to demonstrate compliance with the GDPR (Article
35(7), see III.C.c). An example could be for the storage of personal data on laptop
computers the use of appropriate technical and organisational security measures
(effective full disk encryption, robust key management, appropriate access control,
secured backups, efc.) in addition to existing policies (notice, consent, right of access,
right to object, etc.).

F 0 FHREE R T ETR G F Ao L b e 0 DA AR R

28 Written advice to the controller is only necessary when the supervisory authority is of the opinion that the
intended processing is not in line with the regulation as per Article 36(2).
PR EEFBMRSTLET AP EFIOEFITRRLRTP A FrenFERNT IS %
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In the laptop example above, if the risks have been considered as sufficiently reduced by the
data controller and following the reading of Article 36(1) and recitals 84 and 94, the
processing can proceed without consultation with the supervisory authority. It is in cases
where the identified risks cannot be sufficiently addressed by the data controller (i.e. the
residual risks remains high) that the data controller must consult the supervisory authority.

v

bR AT T G 0 FTARLEE FRE R RS RS 20 £ R 361 5 1T

frd T #84BAr 5 048L1 > RIF A FEE PHMLIERT R EY o FE ALY A
BiEAA LS AL b (THER G AR R GH) o THEEFLABAE

An example of an unacceptable high residual risk includes instances where the data subjects
may encounter significant, or even irreversible, consequences, which they may not overcome
(e.g.: an illegitimate access to data leading to a threat on the life of the data subjects, a layoff,
a financial jeopardy) and/or when it seems obvious that the risk will occur (e.g.: by not being
able to reduce the number of people accessing the data because of its sharing, use or
distribution modes, or when a well- known Vulnerability is not patched).

LR 2ZBHEL G OT T EA TR ESEAHT
E BT 1‘%1&@145&i P ‘?"%“ﬁ\??fﬂ»f%#)f 2§ bR TP AR g
AR (Bldr i d HHEZ SR ALFHSIUTIEZRCEPFTEAK A ABA
© dv2 Fik )
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Whenever the data controller cannot find sufficient measures to reduce the risks to an
acceptable level (i.e. the residual risks are still high), consultation with the supervisory
authority is required?".

FRRAEZEEAD PR BR G ERITHRIRBRLIHEE (T APEFHER%
) RIEHHE BN

PIncluding taking account of existing guidance from EDPB and supervisory authorities and taking account of
the state of the art and the costs of implementation as prescribed by Article 35(1).

¢ 4% LEDPBYrE ¥ MG 2 4p % > ¥ & 53508 § DI R LUhBATHIF R % & 4 o

30 Note: “pseudonymization and encryption of personal data” (as well as data minimization, oversight
mechanisms, efc.) are not necessarily appropriate measures. They are only examples. Appropriate measures
depend on the context and the risks, specific to the processing operations.

Bir: TRAFHLEANfr g, (R FARBO T ERBHIE) A - REEE LB o BV R
Tl e R B E Y T E L F R oR ko
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Moreover, the controller will have to consult the supervisory authority whenever Member
State law requires controllers to consult with, and/or obtain prior authorisation from, the
supervisory authority in relation to processing by a controller for the performance of a task
carried out by the controller in the public interest, including processing in relation to social
protection and public health (Article 36(5)).
“”’”$ﬁﬁééiﬁ’§$§ﬁ?$i§”%iQ%ﬂﬁﬁ’?%ﬁﬁg%ﬁﬁ
PRI R AT BAE RN S RHE RN LR
f (%360 5:a> DRI K AR N

It should however be stated that regardless of whether or not consultation with the supervisory
is required based on the level of residual risk then the obligations of retaining a record of the
DPIA and updating the DPIA in due course remain.

TR R AT F R RBFIARGAERFAL P RTDPIASE T A §
5 #7DPIAZ. & 4317 28 7F B o

IV. Conclusions and recommendations
Bt

DPIAs are a useful way for data controllers to implement data processing systems that comply
with the GDPR and can be mandatory for some types of processing operations. They are
scalable and can take different forms, but the GDPR sets out the basic requirements of an
effective DPIA. Data controllers should see the carrying out of a DPIA as a useful and
positive activity that aids legal compliance.

DPIAE F#§ £ F %+ 6 GDPR2 FAHE* ki siang 22 58 D R 2aga|2 @+

TEF i 2 BHllEe o DPIAL 5 7t B> ¥ * 2 2 234 » e GDPR¥F§ 2
DPIAZK %7 A~ & R o Tl ?*@%#WDPIA%Ra’ﬁ AT E i*\ﬁft/im" PP fF iR
T o

Article 24(1) sets out the basic responsibility of the controller in terms of complying with the
GDPR: “taking into account the nature, scope, context and purposes of processing as well as
the risks of varying likelihood and severity for the rights and freedoms of natural persons, the
controller shall implement appropriate technical and organisational measures to ensure and
to be able to demonstrate that processing is performed in accordance with this Regulation.
Those measures shall be reviewed and updated where necessary”.

FAFEF TR 7F FEYGDPRL Az [y £E E* PR
P e R T L R A TR G A L
W TR 4/’?‘# W R FTEIIGER R AR TEE o fd‘@fﬁ’;/@féﬂ 7 g AT
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FLH

The DPIA is a key part of complying with the Regulation where high risk data processing is
planned or is taking place. This means that data controllers should use the criteria set out in
this document to determine whether or not a DPIA has to be carried out. Internal data
controller policy could extend this list beyond the GDPR’s legal requirements. This should
result in greater trust and confidence of data subjects and other data controllers.
PRV AR A RTHE Y BF DPIAaﬁﬂ%%BJ7F5§@3$%°“ﬁvif§ s
B R A3l R O ST A PEEDPIA o TR E N KT A
FIGDPRi# & fort b2 R0 B o dopt TR F F A o B TR K L AR

[ PR
7 = ERR AN <}
2 G Efe iz
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Where a likely high risk processing is planned, the data controller must:

BARBT ARG FRGLE P TR ELR

- choose a DPTA methodology (examples given in Annex 1) that satisfies the criteria
in Annex 2, or specify and implement a systematic DPIA process that:
EEGL “TT?ETZJ{E—?‘\DPIA“* o (B8P LT b) AR A ERER
ET R 2 kK2 DPIAARR

o is compliant with the criteria in Annex2;

L ER2Y 2 R

o 1s integrated into existing design, development, change, risk and operational
review processes in accordance with internal processes, context and culture;
RPN IRARSE B o 0 FEIRG 2R BFF R k%
FEF PR

o involves the appropriate interested parties and clearly define their
responsibilities (controller, DPO, data subjects or their representatives,
business, technical services, processors, information security officer, etc.);
FrpyEHEMGL P RETERT (31 —‘“ ~DPO ~ § ¥ 4 & H &
A~ E G FFPRFE ~ X LE —‘F% S FaE }_Tii%ﬁ) ;

- provide the DPIA report to the competent supervisory authority when required to

do so;

W R e fEE T ¥ M SDPIA%R 2

- consult the supervisory authority when they have failed to determine sufficient

measures to mitigate the high risks;
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- periodically review the DPIA and the processing it assesses, at least when there is a
change of the risk posed by processing the operation;

THHARDPIAZ HimiG 2 i@% » 30 A8 (TEd A2 %y 2 iV pF

- document the decisions taken.

SRR B2
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Annex 1 — Examples of existing EU DPIA frameworks
Wikl —IR T % P DPIAZ #07 &

The GDPR does not specify which DPIA process must be followed but instead allows for data
controllers to introduce a framework which complements their existing working practices
provided it takes account of the components described in Article 35(7). Such a framework can
be bespoke to the data controller or common across a particular industry. Previously
published frameworks developed by EU DPAs and EU sector-specific frameworks include
(but are not limited to):

GDPR# A PP 2% /R ﬁ a2 DPIAAZ B » @ &_i3F ?‘1‘»'#3';? '*Ff Bt B F350F % 73 Ay it
228 EFT - BYAELERGFTEEERLE i

Flam, S EFTFELERER - J P DPAfrR ¥ 23
B4 e 45 (13T
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Examples of EU generic frameworks:

b2 LR T ”‘:‘f?—r o)

- DE: Standard Data Protection Model, V.1.0 — Trial version, 20163!.
AR HRETARERD] 0 VL0 - @ sk > 2016° ¢
https://www.datenschutzzentrum.de/uploads/SDM-Methodology V1 _ENI.pdf

- ES: Guia para unaEvaluacion de Impactoen la Proteccion de DatosPersonales
(EIPD), Agenciaespafiola de proteccion de datos (AGPD), 2014.
GILT LR A BEREL TR R (EIPD ) » & 517 FALiE A
(AGPD) - 2014 -
https://www.agpd.es/portalwebAGPD/canaldocumentacion/publicaciones/common/

Guias/Gui a_EIPD.pdf

- FR: Privacy Impact Assessment (PIA), Commission nationale de I’informatique et
des libertés (CNIL), 2015.
EREREEEEF (PIA) > Gz pd £ H ¢ (CNIL) - 2015
https://www.cnil.fr/fr/node/15798

- UK: Conducting privacy impact assessments code of practice, Information

31 Unanimously and affirmatively acknowledged (under abstention of Bavaria) by the 92. Conference of the
Independent Data Protection Authorities of the Bund and the Lander in Kithlungsborn on 9-10 November 2016.
2016117 9p 210p > #284r & # & Kihlungsborn (A 2748 &) efbx T4 R4 M § 3% > 2% -
REBEERELE (T B L=H4) -
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Commissioner’s Office (1CO),2014.
FRAFEFHTZEFREER FAiLye2 g (ICO) 2014 -

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf

Examples of EU sector-specific frameworks:
S ST SO
- Privacy and Data Protection Impact Assessment Framework for RFID
Applications™®.
RFID&* 2 o F SR o6 4 -

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-

recommendation/files/2011/wpl180 annex en.pdf

- Data Protection Impact Assessment Template for Smart Grid and Smart Metering
systems™?
FED R HEITE A2 BT RERSERFAD

U A

http://ec.europa.eu/energy/sites/ener/files/documents/2014 dpia smart erids forces

-pdf

An international standard will also provide guidelines for methodologies used for carrying out
a DPIA (ISO/IEC 291343,
BI85 7 7 L PHZDPIAZ = 2 34 45 31 (ISO/IEC 29134*) -

32See also :
SRRV R
- Commission Recommendation of 12 May 2009 on the implementation of privacy and data protection
principles in applications supported by radio- frequency identification.
2009£57 120 44 B0 00 @ RSIFFERE T SR FEP AT R B2 23K o
https://ec.europa.eu/digital-single-market/en/news/commission-recommendation-12-may-2009-
implementation-privacy-and-data-protection-principles

- Opinion 9/2011 on the revised Industry Proposal for a Privacy and Data Protection Impact Assessment

Framework for RFID Applications.
92011% % » M>*RFIDE* 2 & fr B FHREAP FTr FHEZ A FHFTB LR o
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2011/wp180_en.pdf

33See also the Opinion 07/2013 on the Data Protection Impact Assessment Template for Smart Grid and Smart

Metering Systems (‘DPIA Template’) prepared by Expert Group 2 of the Commission’s Smart Grid Task Force.

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-

recommendation/files/2013/wp209_en.pdf

FEYSRO0720138 2 0 B d A g ET R (THU ) 2R RE 20 h BN N FET R AESE L

Bz BT RERETEE A ( rDPIAE]‘E?*: ) e

34 ISO/IEC 29134 (project), Information technology — Security techniques — Privacy impact assessment —

Guidelines, International Organization for Standardization (ISO).
ISO/IEC 29134 (3+ %) » FAFHK- 2 Rp-- EFHFZE - 5/ BEARE _.‘s_a:‘?%‘i (ISO) -
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http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp180_annex_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp180_annex_en.pdf
http://ec.europa.eu/energy/sites/ener/files/documents/2014_dpia_smart_grids_forces.pdf
http://ec.europa.eu/energy/sites/ener/files/documents/2014_dpia_smart_grids_forces.pdf
https://ec.europa.eu/digital-single-market/en/news/commission-recommendation-12-may-2009-implementation-privacy-and-data-protection-principles
https://ec.europa.eu/digital-single-market/en/news/commission-recommendation-12-may-2009-implementation-privacy-and-data-protection-principles
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http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp180_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp180_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp180_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp209_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp209_en.pdf
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Annex 2 — Criteria for an acceptable DPIA
Wék2 — ¥ & X 2. DPIAR ¥

The WP29 proposes the following criteria which data controllers can use to assess whether or
not a DPIA, or a methodology to carry out a DPIA, is sufficiently comprehensive to comply
with the GDPR:

WP29)I* WEFRT* R TPHL 2 DPIA - & PREDPIAZ 2 25 0 AT K26
£ GDPR > & 7 10 R

O asystematic description of the processing is provided (Article35(7)(a)):
HEEHEY FE APz it ($35F 5T Fain)

O nature, scope, context and purposes of the processing are taken into account
(recital 90);

Er 2 B BE AR o e prF R (53 $908) ;

O personal data, recipients and period for which the personal data will be
stored are recorded;
© Zedkz B A TR - i%ﬂi%frﬂ# AT

O a functional description of the processing operation is provided;

R EREY ITE 2 gy Mgt

O the assets on which personal data rely (hardware, software, networks, people,

paper or paper transmission channels) are identified;
Bl A TR RIE2Z TR (AR~ R - R AR 2R

S ELESE

O compliance with approved codes of conduct is taken into account
(Article35(8));
éﬁﬁ@ﬁ%iﬁﬁé?ﬂd(¥%ﬁ¥8ﬁ);

O necessity and proportionality are assessed (Article35(7)(b)):
SR REER LB (¥ 356 5T 5 bi)

O measures envisaged to comply with the Regulation are determined (Article
35(7)(d) and recital 90), taking into account:
R n 7 ARRA PR T2 g0 (B3SERTH B A fow 5 $90
) o REYEI

O measures contributing to the proportionality and the necessity of the
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processing on the basis of:

) ’}5 LR RRTIRT g S s g f?']’f’i'.ff"u"“g II‘:}_L#F—] 5 .

O specified, explicit and legitimate purpose(s) (Article5(1)(b));
I NPFEE L322 P (R5EF1IE 5bi)

O lawfulness of processing (Article6);
2 LM (%6iF)

O adequate, relevant and limited to what is necessary data
(Article 5(1)(c));
Wy AR T TR B2 T (F5EF 1 Fodn)

O limited storage duration (Article5(1)(e));
7R EHE Y (R5EFIIE Fedn)

O measures contributing to the rights of the data subjects:
»}g LSRR AEQ 1}%?1}7‘\%%@7 :

O information provided to the data subject (Articles 12, 13
and14);
BES FEAZTR (F12 13401415 ) ;

O right of access and to data portability (Articles 15 and20);
TR R (B 15552005 ;

O right to rectification and to erasure (Articles 16, 17 and19);
g ”fm‘”'l“,%%é (%16~ 174c191% ) ;

O right to object and to restriction of processing (Article 18, 19
and21);
R ($18 5 192108

O relationships with processors (Article 28);

B LE "F}fifﬁé % (%281%)

O safeguards surrounding international transfer(s) (Chapter V);
R OH % 2adkss ($1%);

O  prior consultation (Article36).
¥ wrd (%360F) o

O risks to the rights and freedoms of data subjects are managed (Article35(7)(c)):
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O

c BREEAEN e d 2 b & (%350F %75 %cix)

O origin, nature, particularity and severity of the risks are appreciated (cf.
recital 84) or, more specifically, for each risk (illegitimate access, undesired
modification, and disappearance of data) from the perspective of the data
subjects:

Folhta R A FARBEEEN (GEREDT $84%) 0 & {

SRR KFFALRBR G FEEAL G (22 35 AFFH LI

e el £ )

O risks sources are taken into account (recital90);
cEERe KRR (BT F908) ;

O potential impacts to the rights and freedoms of data subjects are
identified in case of events including illegitimate access, undesired
modification and disappearance of data;

FERERF A ¢ 5 A B AL B frF RS2 2T B
HiFAENfep d 2BLBE
O threats that could lead to illegitimate access, undesired modification and

disappearance of data are identified;

ﬁpu‘: At %’i’( EIREIES: S %1?35}37 % ’I‘f‘?? *"f‘}\\’é‘%’ ;

O likelihood and severity are estimated (recital90);
SRRV A feRE B (F 7 $908) ;
O measures envisaged to treat those risks are determined (Article 35(7)(d) and
recital 90);
CATARY T NP REE R E L #w (%351 %77 %dix{ea 7 %90
2) ;
interested parties are involved:
TIE B4 e S

O the advice of the DPO is sought (Article35(2));
¢ & RDPOz 23k ( $35i% %238 ) ;

O the views of data subjects or their representatives are sought, where
appropriate (Article35(9)).
SR RAGA Y F AN H R 2§ ($351F%9%)
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