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Abstract

Countries around the world are all looking to update their
data protection legislation to address the impacts of new
technologies on data protection. No exception to this
international trend, Taiwan has also been reviewing the
provisions of its Personal Data Protection Act (PDPA), so as to
ensure a consistent level of protection under the PDPA with the
laws of other major countries. In the meantime, the commitment
by the Executive Yuan to “Strengthen Digital Privacy and
Personal Data Protection”, as a part of the Open Government
National Action Plan launched in January 2021, together with
the National Human Rights Action Plan currently under
development, have both highlighted considerations on the

potential amendment to the PDPA.

In light of the above, this research project compares and
analyzes provisions of the PDPA and the data protection laws
of the EU, the U.S., Japan, South Korea and Singapore, with
regard to the following 7 topics: (1) the data subject’s right to
object; (2) the data subject’s right of access; (3) information
obligation in cases of using data for a purpose other than that
of collection or using open data; (4) data breach notification;
(5) the data subject’s consent; (6) data protection impact
assessment and (7) data protection officer. On basis of the
foregoing, and in an effort to balance “strengthened data
protection” with “appropriate use of personal data”, this
research project proposes amendments to the relevant
legislation (the PDPA and its enforcement rules), as well as 4
draft guidelines for reference by organizations, respectively on
(1) objection to direct marketing; (2) right of access for internet
activity personal data; (3) data breach notification and (4) data

protection impact assessment.
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BB GDPR % 5= 3244 4l 3¢ 8 4 Ralh

=] f % 17 150 Tﬁ'?; (Right to Erasure ) ~ % 18 i% e2%4

72 # ( Right to Restriction of Processing ) ~ % 21 i shie % {8

(Right to Object) % % 22 5 cdEG f # L 5 4 o
E

BFAnE > i GDPR % 23 i£2 ' P & ¢ B B2
EERALEEAAEE D AT > T FIRNAAE P T
BEFETP O (HIrRrE>EL 2 PR E8 2 F

10 EU, GDPR, §23(1), “Union or Member State law to which the data controller or processor is subject
may restrict by way of a legislative measure the scope of the obligations and rights provided for in
Articles 12 to 22 and Article 34, as well as Article 5 in so far as its provisions correspond to the rights
and obligations provided for in Articles 12 to 22, when such a restriction respects the essence of the
fundamental rights and freedoms and is a necessary and proportionate measure in a democratic society
to safeguard: (a) national security; (b)defence; (c) public security; (d) the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security; (e) other important objectives of
general public interest of the Union or of a Member State, in particular an important economic or
financial interest of the Union or of a Member State, including monetary, budgetary and taxation a
matters, public health and social security; (f) the protection of judicial independence and judicial
proceedings; (g) the prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions; (h) a monitoring, inspection or regulatory function connected, even occasionally,
to the exercise of official authority in the cases referred to in points (a) to (e) and (g); (i) the protection
of the data subject or the rights and freedoms of others; (j) the enforcement of civil law claims.”
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FARPERTFRIESGE v Flp FrAE L
FEETREWEE AT I EPE > & GDPR % 185 % 1
EH AR FE G RIS AT T
AEBAFTHREIHEL S TR TANFEARL

B TLgEx s FRAPEZE GR AT RREE A

"' EU, GDPR, §21(1), “The data subject shall have the right to object, on grounds relating to his or her
particular situation, at any time to processing of personal data concerning him or her which is based
on point (e) or (f) of Article 6(1), including profiling based on those provisions. The controller shall
no longer process the personal data unless the controller demonstrates compelling legitimate grounds
for the processing which override the interests, rights and freedoms of the data subject or for the
establishment, exercise or defence of legal claims.”

12 EU, GDPR, Recital §69, “Where personal data might lawfully be processed because processing is
necessary for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller, or on grounds of the legitimate interests of a controller or a third
party, a data subject should, nevertheless, be entitled to object to the processing of any personal data
relating to his or her particular situation...... ”

13 EU, GDPR, §18(1)(d), “The data subject shall have the right to obtain from the controller restriction
of processing where one of the following applies:...(d) the data subject has objected to processing
pursuant to Article 21(1) pending the verification whether the legitimate grounds of the controller
override those of the data subject.”
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4 EU, GDPR, §18(2), “Where processing has been restricted under paragraph 1, such personal data shall,
with the exception of storage, only be processed with the data subject’s consent or for the
establishment, exercise or defence of legal claims or for the protection of the rights of another natural
or legal person or for reasons of important public interest of the Union or of a Member State.”

IS EU, GDPR, Recital §67, “Methods by which to restrict the processing of personal data could include,
inter alia, temporarily moving the selected data to another processing system, making the selected
personal data unavailable to users, or temporarily removing published data from a website.”

16 EU, GDPR, §21(2), “Where personal data are processed for direct marketing purposes, the data subject
shall have the right to object at any time to processing of personal data concerning him or her for such
marketing, which includes profiling to the extent that it is related to such direct marketing.”

17 EU, GDPR, §21(3), “Where the data subject objects to processing for direct marketing purposes, the
personal data shall no longer be processed for such purposes.”

18 EU, GDPR, §17(1)(c), “The data subject shall have the right to obtain from the controller the erasure
of personal data concerning him or her without undue delay and the controller shall have the obligation
to erase personal data without undue delay where one of the following grounds applies:...(c) the data
subject objects to the processing pursuant to Article 21(1) and there are no overriding legitimate
grounds for the processing, or the data subject objects to the processing pursuant to Article 21(2)...”

14



#

GDPR % 17 i % 178 2
i&ﬁﬁﬁﬁﬁﬁﬁ%%wﬁﬂ%&?ﬁ’ﬁﬁﬁﬁ%ﬁ%
f (1) S AR i 2t
1 g

é$9§$2ﬁ$a%ﬁrgikkij’a

L RF T Fmd > A% E Ak GDPR ¥ 21 15 5
TR (DR A TR ER L @éﬁ?ﬂﬁﬁﬂﬁ
gﬁ@%&ﬁi’ﬁ%ﬁ%A?%M%ua?aé%ﬁ%;
(6):% B+ Tz GDPR % 8 i % 134> 5 &K BF A
& PRI B PE o

R o kPES 3FRY  FRIEBT A
Aj2 - S RPE S B E AR (B E R R

ETIES
ﬁ
ETIES

1 EU, GDPR, §21(6), “Where personal data are processed for scientific or historical research purposes
or statistical purposes pursuant to Article 89(1), the data subject, on grounds relating to his or her
particular situation, shall have the right to object to processing of personal data concerning him or her,
unless the processing is necessary for the performance of a task carried out for reasons of public
interest.”

20 EU, GDPR, §17(1), “The data subject shall have the right to obtain from the controller the erasure of
personal data concerning him or her without undue delay and the controller shall have the obligation
to erase personal data without undue delay where one of the following grounds applies:(a) the personal
data are no longer necessary in relation to the purposes for which they were collected or otherwise
processed; (b) the data subject withdraws consent on which the processing is based according to point
(a) of Article 6(1), or point (a) of Article 9(2), and where there is no other legal ground for the
processing; (c) the data subject objects to the processing pursuant to Article 21(1) and there are no
overriding legitimate grounds for the processing, or the data subject objects to the processing pursuant
to Article 21(2); (d) the personal data have been unlawfully processed; (e)the personal data have to
be erased for compliance with a legal obligation in Union or Member State law to which the controller
is subject; (f) the personal data have been collected in relation to the offer of information society
services referred to in Article 8(1).”

21 EU, GDPR, §17(3), “Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:(a)
for exercising the right of freedom of expression and information; (b)for compliance with a legal
obligation which requires processing by Union or Member State law to which the controller is subject
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or for the performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller; (c)for reasons of public interest in the area of public health in accordance with
points (h) and (i) of Article 9(2) as well as Article 9(3); (d)for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes in accordance with Article 89(1) in so
far as the right referred to in paragraph 1 is likely to render impossible or seriously impair the
achievement of the objectives of that processing; or (e)for the establishment, exercise or defence of
legal claims.”

22 EU, GDPR, §22(1), “The data subject shall have the right not to be subject to a decision based solely
on automated processing, including profiling, which produces legal effects concerning him or her or
similarly significantly affects him or her.”
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B EU, GDPR, §22(2), “Paragraph 1 shall not apply if the decision: (a) is necessary for entering into, or
performance of, a contract between the data subject and a data controller; (b) is authorised by Union
or Member State law to which the controller is subject and which also lays down suitable measures to
safeguard the data subject’s rights and freedoms and legitimate interests; or (c) is based on the data

subject’s explicit consent.”

24 EU, GDPR, §22(3), “In the cases referred to in points (a) and (c) of paragraph 2, the data controller
shall implement suitable measures to safeguard the data subject’s rights and freedoms and legitimate
interests, at least the right to obtain human intervention on the part of the controller, to express his or

her point of view and to contest

the decision.”
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25 California, CCPA (as amended by CPRA), §1798.120(a), “ A consumer shall have the right, at any
time, to direct a business that sells or shares personal information about the consumer to third parties
not to sell or share the consumer’s personal information. This right may be referred to as the right to
opt-out of sale or sharing”. §1798.120(b), “A business that sells consumers’ personal information to,
or shares it with, third parties shall provide notice to consumers, pursuant to subdivision (a) of Section
1798.135, that this information may be sold or shared and that consumers have the “right to opt-out”
of the sale or sharing of their personal information.”

26 California, CCPA (as amended by CPRA), §1798.120(c), “Notwithstanding subdivision (a), a business
shall not sell or share the personal information of consumers if the business has actual knowledge that
the consumer is less than 16 years of age, unless the consumer, in the case of consumers at least 13
years of age and less than 16 years of age, or the consumer’s parent or guardian, in the case of
consumers who are less than 13 years of age, has affirmatively authorized the sale or sharing of the
consumer’s personal information. A business that willfully disregards the consumer’s age shall be
deemed to have had actual knowledge of the consumer’s age.”

27 California, CCPA (as amended by CPRA), §1798.120(d), “A business that has received direction from
a consumer not to sell or share the consumer’s personal information or, in the case of a minor
consumer’s personal information has not received consent to sell or share the minor consumer’s
personal information, shall be prohibited, pursuant to paragraph (4) of subdivision (c) of Section
1798.135, from selling or sharing the consumer’s personal information after its receipt of the
consumer’s direction, unless the consumer subsequently provides consent, for the sale or sharing of
the consumer’s personal information.”

28 California, CCPA (as amended by CPRA), §1798.135(c)(4), “For consumers who exercise their right
to opt-out of the sale or sharing of their personal information or limit the use or disclosure of their
sensitive personal information, refrain from selling or sharing the consumer’s personal information or
using or disclosing the consumer’s sensitive personal information and wait for at least 12 months
before requesting that the consumer authorize the sale or sharing of the consumer’s personal
information or the use and disclosure of the consumer’s sensitive personal information for additional
purposes, or as authorized by regulations.”
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2 California, CCPA (as amended by CPRA), §1798.115(d), “A third party shall not sell personal
information about a consumer that has been sold to the third party by a business unless the consumer
has received explicit notice and is provided an opportunity to exercise the right to opt-out pursuant to
Section 1798.120.”

30 California, CCPA (as amended by CPRA), §1798.105(a), “A consumer shall have the right to request
that a business delete any personal information about the consumer which the business has collected
from the consumer.”
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31 California, CCPA (as amended by CPRA), §1798.185(d).

32 California Privacy Protection Agency, Invitation for Preliminary Comments on Proposed Rulemaking
under the California Privacy Rights Act of 2020 (September 22, 2021),
https://cppa.ca.gov/regulations/pdf/invitation_for comments.pdf.

33 Virginia, CDPA, §59.1-573(A), “A consumer may invoke the consumer rights authorized pursuant to
this subsection at any time by submitting a request to a controller specifying the consumer rights the
consumer wishes to invoke. A known child's parent or legal guardian may invoke such consumer
rights on behalf of the child regarding processing personal data belonging to the known child. A
controller shall comply with an authenticated consumer request to exercise the right:...”

34 Virginia, CDPA, §59.1-573(A)(5), “To opt out of the processing of the personal data for purposes of
(i) targeted advertising, (ii) the sale of personal data, or (iii) profiling in furtherance of decisions that
produce legal or similarly significant effects concerning the consumer.”

35 Virginia, CDPA, §59.1-573(A)(3), “To delete personal data provided by or obtained about the
consumer.”

36 Virginia, CDPA, §59.1-578(B), “The obligations imposed on controllers or processors under this
chapter shall not restrict a controller's or processor's ability to collect, use, or retain data to: 1. Conduct
internal research to develop, improve, or repair products, services, or technology; 2. Effectuate a
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product recall; 3. Identify and repair technical errors that impair existing or intended functionality; or
4. Perform internal operations that are reasonably aligned with the expectations of the consumer or
reasonably anticipated based on the consumer's existing relationship with the controller or are
otherwise compatible with processing data in furtherance of the provision of a product or service
specifically requested by a consumer or the performance of a contract to which the consumer is a
party.”

37 Virginia, CDPA, 859.1-578(G), “If a controller processes personal data pursuant to an exemption in
this section, the controller bears the burden of demonstrating that such processing qualifies for the
exemption and complies with the requirements in subsection F.”
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34 Singapore, PDPA ,§13, ” An organisation shall not, on or after the appointed day, collect, use or
disclose personal data about an individual unless —(a) the individual gives, or is deemed to have
given, his consent under this Act to the collection, use or disclosure, as the case may be; or (b) the
collection, use or disclosure, as the case may be, without the consent of the individual is required or
authorised under this Act or any other written law.”

55 Singapore, PDPA ,§16(1), ”On giving reasonable notice to the organisation, an individual may at any
time withdraw any consent given, or deemed to have been given under this Act, in respect of the
collection, use or disclosure by that organisation of personal data about the individual for any purpose.

%6 Singapore, PDPA ,§16(4), ”Subject to section 25, if an individual withdraws consent to the collection,
use or disclosure of personal data about the individual by an organisation for any purpose, the
organisation shall cease (and cause its data intermediaries and agents to cease) collecting, using or
disclosing the personal data, as the case may be, unless such collection, use or disclosure, as the case
may be, without the consent of the individual is required or authorised under this Act or other written
law.”
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8 EU, GDPR, §9(1), “Processing of personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation shall be prohibited.”

% EU, GDPR, §9(2), “Paragraph 1 shall not apply if one of the following applies: ...(e) processing relates
to personal data which are manifestly made public by the data subject...”.

37



BEAIER AR R R S RGN R
TP B BT HBE AT (BFES6

PO S R AR F e T R TR
A F%wﬁjﬁiﬁ%wggia P s s A
7‘% |— g/{h—k—ﬂijmﬁ'u‘%ﬂé}"]d? %’E"-ﬁ:% \}%@/@

& 4] # %‘ BRAFH TR E BB AT T oR
BRI, & TR F RGN R

o

P AT EFERIINELE TP T E 0 B
TAIERZERAG T
) TR () F
A AR T AFHERE T AL BN 2 EFRAB
Aﬁﬂ%ﬁ%ﬁ’Wﬁ%ﬁ TEABmBrramy s
P FER T ORI 2 ok % > (28 2R i e
g WA FFFAEEIRALI BN FRE A
TR R BN FEAFTRE L %Emf%mﬂ&%% B o

P =
o osk
a\\

ETTS

N ESTBM A ST T TR 2
%’%%ﬁ%&fﬁ@@ﬁmiaﬂa,aﬁ S
NEE-E RIS RN S Lk X
ARSI il s St e S R &

0z E Wl‘*‘”?*?ﬂ""i’*‘v‘l bR Aol > BB nd B F Fonk o pt 5 V- BARAL o
O & w2 F R § ﬁ&fﬁiﬂf AHEF BIGRENEFTABAFTR R EBT
EHOEF 2W LML - P g‘“"f‘ TEIEE S FEAT R AKSE -

38



ARG Rp o RIGREF ¢ TPRRBATH, FRAES

o n o AEALEAM R RREFBFHRAILL
PR S ER N S O R A k¥ kY
B TR d i 2 BB AT FAE S 4osc
i EPﬁ%%%aﬁﬁ%ﬁ%%ﬁ“%%%i

i
ZEFA R I SHN S E T IR FE A2
FRBAFTAR (MEP R FFRL
AR LTS B A S R
AL R
gwp;%ﬁ;r§%\%;ér&ﬁwjzﬁy§§
T A E mgu;—%aagﬁ@o

FOIREMAE T
2 AIE R FE A 2AIE
,@ﬁ?%?%%6ﬁvkl
2oy SFRM AL R FE TR A F T

‘ R
H

/4
pu
1_
N
=4
= Ry
,dﬂ
™
[
W
e
N
)
N
oy
a0
e
b

I}

o S SRR LR TG R LSRR
FIFRBRANEFT A 2A1F a7
FIEEAZIESE TG AR C

WgE b oo B GDPR ¥ A BFTF IEAIILF 6
HEFASLBATHLERRE A ALY 89K H 17
AP P2 % 2 EH TR TIFE LS
TR 2 = (BlAe S T M AT A 2L A M

fFz_pemoy @

c‘-

lEagEARF2ZEY BEETARRE) » FHB
t“@ﬁﬁ?%ﬁ?{’ié"ﬁﬁ#j\iﬂ;ﬁﬁ%;‘x}n, j}ﬁﬁr&gmg EID B EAE B A TR L 2
Rtz - o dwmar DO M T2 LRI QJié‘éﬁlﬂuva‘%—Fﬁx“’ Al Al B
A0 g AR S iﬁ/z{%ﬂ»ﬁ*ﬁg TRk »prr, WL FE S 6 E R 115 )
HifpTrve 23X ik THILEF P, 1z Fql'-i*—kbj Jmmﬁj ERR
2 ABAEAN  SRPHAV LIRALRTEd A L E m*ﬁ*#ﬁ@kAW’iﬁiéﬂ
F = L
o

FE

CEITE PR A TEFRAFERL, A R § R R ARAR O TRE G
AL T LA fiew L MR F R AR A TR R g R AR AT oD
W%i BREABATHE N FEAFEr FlAFd A BAIES > G EE L 2

39



DFA R N O TSR A Tt DR R L TR T
l{%‘“fﬂ‘J B FT%E%«JE Aﬁl‘%ﬁ’;@}fzgf E A‘igﬁﬁ’Z‘J g‘f’l:d_ﬁ%]}?}
P EEE S AR BB AT (BFEY 6 0F
FlAed RS #)

Bk

AAcpEEAE- TR FRAIS R R ARy TR
A3 W B REAY PREB A THRLFL (FREZ
B 4 TE OB PHA OB E T E A
Flw B A FRE AR E T FEP o ARE L0

FEETT) o0 AFE 104 £ O FFT
Bk 2 Tmd THC LR R HETHEL BN A
AR R E G DT MR TR R 2 A



(=) -

1~ =

A

x\“i

R mHEZEBBA TR ZE OB
PR drs o R AT J’EJLJ'\?’—'&";E\E;l]%,ﬁig

FooORAARATHZIBH T R
Lt 207348 B8 2V 2L 0 248 R > 10 s
Firo o BAFRE TP ho
(

3
—
Tl
NS
R
e
<
34
\l,i L

TREEE i KAl @@i‘mﬁﬂ -1 e
BRERAFRLGL R Al A T F 2
O IR AR ﬁiﬂ\ﬁw&éé ERE
Ma £l (1FfEfrcdE) 224 (AFF
) 0*2ﬂ$%%2,réﬁﬁ%ﬁgiﬁﬁfﬁ$%%7 =
TEIE ) ¢ 2R F T ORI AAM I R o
LA (FF L) FREFEL p LELELR
WRT O MTRAVL BRSSPt ¥ BE 2T L
PEREEFREFELCREH A FIRTRL
z‘ﬁuxméﬁﬁ: BEFEY > F 7 CR T PEAFEE 2
7}’%0

| Z

?_‘F
{

~

BF L

+ He AR

£ ©
v RE

Tﬁl
“.I\

41



(
W E P ﬁ%@m$m)—wwg4§ﬁ(%%%”l9’
1S 145 %200E% 155 A2)
ol it o LR FIRTE LG AL EEE R
Hu a0 d 2P ama B TR EE i
U ¥ 5 RETF o pREEZERE L R
BEEYRI EEAIEG 2L

DAL LA & R

ST TR TR R FRP O FAE
JedZ (EE P gE BN A ) - B AT (
&%15@%1#~$16M%@)

ol a it (PR F e & ERAR) o R
BAE AR pnikiE ST H OB z}’ﬁﬁiﬁz\
Pef SRl g F A M A T2 LRI
BN B2~ f1% B A TR 2 IBEHE BFEF VB RA

TEFTAFREFEE A REES CRBHAF
2 EABIEE AT ORI ERY A FRBET Y
FHEHODBPMAGTEZ TFBLL RN AR I8 T
P BF R FEA S HPIESE

m

BEFAG RO G

AOBPHArEE T AT AT g2 M G
@%%@\ﬁ@mﬁﬂfﬁmm%\aﬁ(i*ﬁ&p
hge IR A1 ) B F A - B ATH (BT 19 0E
$1HES 25 %2005 15 A~)

PRFRSRWEPHEFTEARF BN A Y
REFTAEF2HO9HE > wEF AT QYR

RIEGHE  BAME TR T2 T - R F E A

42



BREREATIHEH 8NP TF R 2 g
TERLTHS TETP P A A RBETEE 1 ES
3 FRAEA X AU G F A SRR

FEIApFOBAE R e S 0B - B TR

£ EE D PFEFP

Hwe B ol - A TR

Rt (FRBFNLEEREHRA) » LIRFB
TEETT o OREBHAE TR e SF 2 B A
EAL B L2 Frpad ARG g T Al TR
PR ERT OB PR R T ER
pAifE, £ et Te amgzet | " BIHETLR

PARBBMEm g Hu 82802, L AKE
SR AIEA Y BA TR wE g R Y
FAFERZELOEN o T EERE E A hp A g

F ey ﬁﬁ*ﬁﬁ\"‘ AE SES Lok R ke 5
GBI TREER R ARE S 3
SRR AR A (
2 ﬁ”%@l"x ) # ) - A F,ﬁ;},l (f@;?;‘;iﬁ 19§55 1 5%
545 520EF 1FEA2) o

dow stit (HABE L3R FHRAL) o AR
FHF LB E A B2 BAFHR, > T

43



FAomHhg E AP ST 8% B JREZE % &L
%W%iﬁéi‘°J&§ﬁpm%ﬁ@$$i&
BT (NEP B FEATAFTLY ) DR
@i&%ﬂ%Aﬁ%Wwﬁwu“B'ﬁ fl&g £.F 35
TRNERFIRES a5l ey g L
- FEd 2 o
BROFRELZ0FP N AELRHE LB
Faci At E R FE AR B BT
HEPLE S R E A - BB ATRE HEEY 2
BREIFP AL L RE S BRGEEYE A

S R FCEE «Nj;_wr,\/,g_-ﬁ R AN Y
W O(ENEE P PRERN ) - BT (B
$190ME% 1S 65~ 520/ 5 178A>) » AER»

44

-



1)) o el % fod K &ﬁﬁrﬁwv AENF ST
O AITEr FE A - B4 F A A R
B4 FAB - AT B2 KR

e~

/}g—lﬂ y b

=
pe
\—

G ()it BB A FTHRBEp - LT E R
’\7’%”&@' g“@(jﬁ’??ﬁﬁ;ﬁﬁﬂ%l}?}p\

EN
THL ESTA I B AT 2 e M R A

HyE A8

FARITA Y BB AFH Aok SRES 2L

Qﬁ%%ﬁ%?ﬁ%%%Z%gggAﬁﬁﬁ,@
B IR (EAAEP RN ) - BT

7\

7 ik
¥ 8 % »
'J{Q\'%'F

s T

-

=

e g 4

WA

%’:15;;%?3@%16" A F19EF 1
$20EH 1 AY) °‘“?~#7“’ LA B84

m*”‘“}@“’ll}’\”"}—' EE R TES 3 T
HETCBERRT LAY BEE R
BAFAH o 2EmEd FTHEBETARLE R

Az T, o f@AFZAR 9 EB L oF 2 B

\

45



BAFTH T E 1 HyEAZ
PR 2 EEFEFAFHE TESEWHBITEZ TR
TEF - THT R

TN 2k

S 3 7=

b3 AZHE N EFLHET T AR
57

(Z) - BFEZD % B 2440
1~ PR

SAEM BTN E T Gk P R
Bde B Bz (A - AR A R (B2 S 16 iF
ES

TR 1K R20ES 1Fed 1K)

64 K - HLUB,_ I'%E&J Limd A PR &rﬁxﬁ;%fﬁ , ﬁigg_j@fg,\ﬁfg; \@?ﬁll? B A %,&}:igﬁf:r
%’%apﬁi«%@fﬁ<aﬁﬂéiﬁ>uﬂwWﬁﬁﬂaﬁwﬂ;,maﬁ%wé#
SBH AT N RLSG T AR B BN E S JT- RBAFTREDEZER

e U Ll - ]#EK%K%—%‘%? Rl F B A ‘fri_’rj)’!ti:% SRR AU R A j\?ﬁ__l— T AR
BT WA A BRI AT L 0 FRE AR § THES CEFE (F

&%%J’d*ﬁg%%%ﬁ$&%%&ﬂvﬁﬂ%@ikkﬁ~?ﬁﬁﬂéi

’,"ﬁiﬁ“bpméin‘ ;E’*(Tﬁ;p/zavISﬁ;?ﬁZ*j’:\?ﬁwﬁ%?l:rE
BSH R 3 o RIAET RS %réﬂ‘ri“f‘ﬁ%(“’w L) EEE L
£ L 4T b e FEL

46



v v

PG R PR A AEREL UL BT RER
FuliF i feord B p o> E AW BB REED
v REA T BT TR A ”%?# p e

iE %

EAARE A R RT R R F A
LORAFIE R A

w
-
N~

2~ % FEAx

DFAM G RERFRE 2T E BN R4 B P
"7}«?’#_.&)‘1@;/\”\«} (1]} EE l6iERE % 2 Hw

) oo

PRFRIRATE 228 2 £ R 2 2 F P
TR EAHOBPH DR FLARIEGE BB
FRRE 2 haEk > By

a—

w
7
S T
F\\ -\
i
Y
s

'}5

Qﬁ%%ﬁﬁﬁﬁ%%éﬁﬁééﬂﬁﬁﬁg,
WRASEE P 2 ) - B A ER (BT 16
@%%2#@&\¥20@$1ﬁ@ﬁ;2%)

PARFERIF Pz EA s FHEF L& F
ARG BT R SRR
MR R P ehz A TR RS

E!

£

05 87338 107 & 9 ® 5p i &% % 10703513330 L -
66 B £ F+3R 107 & 5% 15 p % f" % 10703506760 55 o
T B F#3R 107 & 7% 3 pixEF % 10703507550 5 o

47



AN

et o TaRflE ) B R BL 0 £
FRMEREI RN 2L TPk fIF AT
HEYFARABAFTH T pimdlz e 2YE ) R F
(48 BFARGE Ll BT $ TSR (23
v TR LFE b)) > RRGEFEABA
T REWMES LESFES TARLES D o
2 F G g K DR R o

4 BABEEAZA b I i AHAT 2 B

NS 3 I 3 Y uérts,‘r"iAiié% N i
pd A2 B FN R4 B P ahz b - dp

BAFHM (BF2¥160FERE 5355205 1582
3% 33)

LRGSR RERTEFA A PE R E
PR HMEF S G- e b B AFARE G

7\

Bldr i B E 3 2P ZE TN FHO BTE 2R
EMBE 0 NBEETHERELP CL ksl F M
SEREBTRABRBEETE AR R R ERY
LR TH O REERPUNEEFAHACY) L
WEH kAR ARG P I B AT BECE
BRA R EAIESE -

S5y LR AEELE A D

6 82838 105 & 117 11 B2 =3 % 10503515840 5L -
CALRTSFRELR £ 108 1% 22 p g2 F ¥ 1080000958 5L o

48



Fl* BAFHREL (Mo e E B TR ERp a4 &
52 BT /ﬂﬁi%%’TfM%%@@ﬁ% ’
Mk RE A s P2 E fim)’mﬁmﬁﬁwﬁ
Fpha s B BATHE TR RI §F
A E G

2 i%in%&ﬁﬁ% Y
RIS+ 7 AR i A7 B4 LI T
L 5

\

ﬂ*ﬂi‘?ﬁﬁ-'%ﬂx?éikrﬁ?ﬂ
WH AFEFEAESRT ALY
TR RE BN FEATR AR

AAeB T2 et i g g7 52 AIESE X4 °
g B R IE B
El | ESEAR e = p) -SSR LYY/ OF CH T

=
(“
>
.,
M»
E
=
\ﬂ-
N

RGEFEIN 104 E 87 20 P 25 % 10403510420 H S o

49



7\

AR

SR g e SRR R S Y
WRAH P A B A TR (BT 16

TR O6HZF20FEF 1ERLE S TH) -
PGP G RPE AP VR 84 EHLAF 2L
Po R A TR IREE YR iR F 8 M S5 o

PASMEN R b1 A TR (B AR
W9 BB aH 2 BEFEHINIRG % 16 ifie

%”éiﬂﬁ’iﬁ%iﬁéﬁgi 2HEE T OE
L aflEzipe  TLphdfI*BprAFRLEFLF
ﬁ@ﬁ%i4€¢$%ﬁﬁﬁ’@%m; ¥
FARE A ETRIEAFRNEBHNIZHET T

‘_

>
23

-
a0
Wi

=

-
*

meéjﬁﬁgiAﬁﬁrﬁﬁﬁwﬁﬁp%Bfmaﬁé

SRR FHUFEFE S SRS (blieiFH S HER L

50



4
a3
=
=0
Pl Ry
W
!
W
\\'\"
v
A
KW
T
—h
3
w
~
o
S
=
o
o =
(w
o
Pt

u
B

P WRE N LA mEBEES %Y  GDPR ¢ o0 §

FAEEGSOEZER e FEHEFY B ENARB TR

FHEE ~Fh@oiprp 470 £ &
ﬁ‘lﬁﬁ‘ﬁﬁéﬁ Bkt KB f B
AREIAFPMABITRFEPNELIE o 2T Gy E
AN B ap B A DR B R o BRI E L
FTHMHEAR - FRFIBEHGTEAT T 2ZFEFL o ot o
ARBEFZEY £FFE GDPR 244 > i § 84y F A
R B AR T LIRS RAE Kf YT A K
W G oY o R 2 o

TR

b g g iE

'

=
g

S|

EAF R o AL ARBFT2ERT

gﬂ?@&?ﬁiggg&,u;ﬁ%%gﬂw%A?ﬂ

S
g;
T

51



éﬁw#ﬁﬁé’%%5@Wﬁﬁwwﬁ2é¥ﬁ$#EWE§%%§iw

ﬁﬁ%%%%ﬁ%:%ﬁ,vp

(=)

(=)

(z)

-

> £
g P Hw £ R v FRRT FERIER Lo
L—iq* TR AR A e AR B A LT AL
W@ﬁ%’@?giA%E,jg BRI ER AT
75%%5% prEl e R M NEE § o )

‘Er
(.,.

\

3 1
BETELEE ARETLLTHEA R

He ®ARE

MEFEFfIEp 22 plive s § £ 4 2E% 4
FEEFAFRIE R AL N A W EBH LR
SN NI

Gk Tl g R ARE ) P d N AR RE 3y

§ Az
ER I STEETN iﬂiéwwéik
_\7} #¢ aﬁéiﬁ%tgiki%&'%/ ;‘Z}T_A.&f_
ZIEGEZ RP|E B o

\\\?{y

=

Ei

o

aQ

o

=0

=
W
ﬁ

52



SoE FEAAHARTR
- RAER G

ARMAEN TEBFB AR TEFE S % ) ¢ o RFEEA 13
rﬁﬂ&&%~ﬁ@?%%J7’ﬁ%¢ﬂ;rmm&?%ﬁﬁ%
PEFARWSGRRER AR GRLRRET LTV

%ﬂiﬁﬁ’@—/ FEE A R HELER A LA
%

B BAPERE | M ARETEEH TBTE T kR
FPEF2ERAFLMAL e EE TR BT REBM A
FRELBFLILARE 2 ARAFREFLBFE 2

RN e X

AEAZ AT R B R c F AL T BT E L AR
KE2Z BN FamAs 2 edr) (T A Tk 7?) 47
Hr B AT TS BATHE MERRBTEZ LEF 08
Fo R e 2 ] e AR Rl H AR R
AT S APM L] o TR = B G R ANER PAET
ot R AR R 2 AR

AR B AT R

ARBFEF2EFIFFERAFTRIEL Tp R 2E
- B~ EPRBLIE - Fr k>

T P KT CBRE R FoR AT 22
R A PR RS N MR AL B

ARG @I RSTRS BB ALTR, c BF2S

Fipl S 3 Fie- W’”Vﬁr”ﬁﬁ- 3 s TRy
r?,ﬂﬁ RO AR RO RSM TR o E R
LB R R FITE S % 02021 £ 47 5 F 12-15-
2 K rg,:,ﬂun ?AFL LR AR 2 HAL e R Tl &g ) p o323
BRg o RPFEATE TN PR AL L&

53



NS
Ty
\lﬁf
\I’It

=

R
T
el
=

I
w

/
@
i

m
i~
)
= »
[aiiTy
B
L
-
N
it
i
’ﬁ\

~
L

Pt o B E P T EARB TP 2 BB A TR
o R FpH ARG EERSFREBNYE (TEEFEE LT
%ﬁ%\@¢~@iiﬁ?m$w>’m%*%#%%ﬁi
BAFH bl F g FARF RRA SN IR
EREL L BB NE TR A SN R B H -
APz B RpR R R TR A Rl R T
FIEFALTo

TR FE RG> F
ﬁiu?ﬂﬁwﬁﬁ%?ﬁ’W%i%i?ﬁ{@m%*%

LFOR D i BT d & #
DR A SAIRIEZ Y AR R
o 2] g AT ﬁiﬁ“ BAFKEF G R

¥t ARB R
%g)m%’r@ﬁ%wﬁJﬁﬂﬁﬁﬂ
%%\@r~@%a?m$wir?ﬁﬁﬁ’ilﬁﬁﬁﬁ

FI

ﬁ?%%ﬁﬁﬁ%%

m

"mﬁ
w
kS
=
=
bl
A

F Az iiﬁ u%m%ikiiﬁﬁﬂ
P L TR A TR

x',—:f—fﬁfi;gy )T}ﬁ,@;/{?‘}lﬁ&;,?
FRRELAES > A R
WAL o TR 10 P O FRESRE A 2RO SRR R R
gikiﬁﬁ’ﬁﬂﬁ%i%‘?ﬂ’%%ﬁ%\ﬁ%%ﬁ
RUEATE A B BFEY 13 0F 0 AT M S 2D T L

B REFFRR 104 & 10 23 p 2 EF % 10403513240 5L o
MARFSFELR € 109# 77 24 p 253 % 1090015912 530 o

54



ByE A0 BRaUEAFHA A GRE LTI pp o
LEB 2 A R BPRE S EE R PRI EL LT
RS RN L DE R E S

Flet o BB R PR RS R T 0§
iAﬂfu-mﬁiV@m%ﬁ%E FRAARE > M EGRE
AR S c WEWMRRE 2 TFAP AFEG R F R

(1
L RERFAULHEAS -
(=) &Rz 71

RBPEEF I0FERETRIT TIN5 F A Zj‘*u—t—' I
AFRAENAEA  RTAAEHRAZGRE > AR BHA
PER ﬁ%‘ﬁ%%ﬁéﬁkﬁﬂiimf'@i& o

22 EEP R~ WO F ‘T%@ﬁi%ﬂéiwﬁa
STHBEHRTE IR QTR ERM A = L2 €

FIZ - BFZ%FwlF I8ERP > T = L2415 >
i d TR ABAZA AP pd SHARHEE £

CAIE e R B R WRSH R RN = A

PEEAJIE FERFEA 250 RESWEAF U255
Foo

FEATE L MARBEFZY > KA AL G E RS TR
B #H T 0 BB AT BT @i&@ﬁﬁﬁéﬁﬁ‘%ﬁf
FREEAE A RFPIM T EEIZ TN ES (24
Lz EA1F) ERFF A 25548

55



W

R B
(- ) ®p GDPR
v AT S B A

= GDPR % 4 5% 14> T4 iﬁﬁ U dp B 30 S8k E
s
(identifiable natural person) - 7 iﬁ ERENFEAERZ A
#3754 [ e 3swsg | (online identifier) 2% %75 0

GDPR p ¥ & %Tﬁ='ﬂw%ﬁﬁﬁi*o@¢%g¥30%
ApP o REREEHBL KR ETRFEAZKE B AN
ERAEAE TS > BT 6] F [P =ak - cookie LW
&SR FEEsE (RFID tag) % o R ufm2 @ % v i
TP A ZERPT PR B EEE A o FE
P2 R g N PR B e end s TR AR RS
e u h7 G R0

» % F GDPR & 2487 » e £ B FH L

Prygsp A g g ATl DA S i KPR A M
2B E Y AR LB AT - THEEA 2K
R FlE T ALz p R AR 0 BT B A TR R

'T

BT EARZpARA 2 ERFT o AT

._\\

FEEl g R A

-\1‘

a

g

o

2~ GDPR ¥ t4 B {#

@ER‘%;iﬁféi4ﬁﬂ’ﬂﬁﬁi%%W%%
= % 15 i%eniT* 8 (right of access) © ®3ZiFR4 > BFF

\

75 EU, GDPR, §4(1), ‘personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person;...”

7 EU, GDPR, Recital 30, “Natural persons may be associated with online identifiers provided by their
devices, applications, tools and protocols, such as internet protocol addresses, cookie identifiers or
other identifiers such as radio frequency identification tags. This may leave traces which, in particular
when combined with unique identifiers and other information received by the servers, may be used to
create profiles of the natural persons and identify them.”
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77EU, GDPR, §15(1), “The data subject shall have the right to obtain from the controller confirmation
as to whether or not personal data concerning him or her are being processed, and, where that is the
case, access to the personal data and the following information: (a) the purposes of the processing; (b)
the categories of personal data concerned; (c) the recipients or categories of recipient to whom the
personal data have been or will be disclosed, in particular recipients in third countries or international
organisations; (d) where possible, the envisaged period for which the personal data will be stored, or,
if not possible, the criteria used to determine that period; (e) the existence of the right to request from
the controller rectification or erasure of personal data or restriction of processing of personal data
concerning the data subject or to object to such processing; (f) the right to lodge a complaint with a
supervisory authority; (g) where the personal data are not collected from the data subject, any available
information as to their source; (h) the existence of automated decision-making, including profiling,
referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such processing for the data
subject.”

8 EU, GDPR, §15(3), “The controller shall provide a copy of the personal data undergoing processing.
For any further copies requested by the data subject, the controller may charge a reasonable fee based
on administrative costs. Where the data subject makes the request by electronic means, and unless
otherwise requested by the data subject, the information shall be provided in a commonly used
electronic form.”
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7 Article 29 Data Protection Working Party (WP29), Guidelines on Automated individual decision-
making and Profiling for the purposes of Regulation 2016/679 (6 February 2018).

80 EU, GDPR, §15(4), “The right to obtain a copy referred to in paragraph 3 shall not adversely affect
the rights and freedoms of others.”

81 EDPB, Guidelines 3/2019 on processing of personal data through video devices (10 July 2019), para.
94.
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82 EU, GDPR, §11, “1. If the purposes for which a controller processes personal data do not or do no
longer require the identification of a data subject by the controller, the controller shall not be obliged
to maintain, acquire or process additional information in order to identify the data subject for the sole
purpose of complying with this Regulation. 2. Where, in cases referred to in paragraph 1 of this Article,
the controller is able to demonstrate that it is not in a position to identify the data subject, the controller
shall inform the data subject accordingly, if possible. In such cases, Articles 15 to 20 shall not apply
except where the data subject, for the purpose of exercising his or her rights under those articles,
provides additional information enabling his or her identification.”

8 EU, GDPR, §12(6), “Without prejudice to Article 11, where the controller has reasonable doubts
concerning the identity of the natural person making the request referred to in Articles 15 to 21, the
controller may request the provision of additional information necessary to confirm the identity of the
data subject.”

8 EU, GDPR, §12(5), “Information provided under Articles 13 and 14 and any communication and any
actions taken under Articles 15 to 22 and 34 shall be provided free of charge. Where requests from a
data subject are manifestly unfounded or excessive, in particular because of their repetitive character,
the controller may either: (a) charge a reasonable fee taking into account the administrative costs of
providing the information or communication or taking the action requested; or (b) refuse to act on the
request. The controller shall bear the burden of demonstrating the manifestly unfounded or excessive
character of the request.”
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8 (California, CCPA (as amended by CPRA), §1798.140(v)(1), ““Personal information” means
information that identifies, relates to, describes, is reasonably capable of being associated with, or
could reasonably be linked, directly or indirectly, with a particular consumer or household. Personal
information includes, but is not limited to, the following if it identifies, relates to, describes, is
reasonably capable of being associated with, or could be reasonably linked, directly or indirectly, with
a particular consumer or household: (A) Identifiers such as a real name, alias, postal address, unique
personal identifier, online identifier, Internet Protocol address, email address, account name, social
security number, driver’s license number, passport number, or other similar identifiers.... (F) Internet
or other electronic network activity information, including, but not limited to, browsing history, search
history, and information regarding a consumer’s interaction with an internet website application, or
advertisement.... (K) Inferences drawn from any of the information identified in this subdivision to
create a profile about a consumer reflecting the consumer’s preferences, characteristics, psychological
trends, predispositions, behavior, attitudes, intelligence, abilities, and aptitudes.”
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8 California, CCPA (as amended by CPRA), §1798.140(v)(2), ““Personal information” does not include
publicly available information or lawfully obtained, truthful information that is a matter of public
concern. For purposes of this paragraph, “publicly available” means: information that is lawfully made
available from federal, state, or local government records, or information that a business has a
reasonable basis to believe is lawfully made available to the general public by the consumer or from
widely distributed media, or by the consumer; or information made available by a person to whom the
consumer has disclosed the information if the consumer has not restricted the information to a specific
audience. “Publicly available” does not mean biometric information collected by a business about a
consumer without the consumer’s knowledge.”

87 California, CCPA (as amended by CPRA), §1798.110(a), “A consumer shall have the right to request
that a business that collects personal information about the consumer disclose to the consumer the
following: (1) The categories of personal information it has collected about that consumer. (2) The
categories of sources from which the personal information is collected. (3) The business or
commercial purpose for collecting, selling, or sharing personal information. (4) The categories of third
parties to whom the business discloses personal information. (5) The specific pieces of personal
information it has collected about that consumer.”
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88 California, CCPA (as amended by CPRA), §1798.110(b), “A business that collects personal
information about a consumer shall disclose to the consumer, pursuant to subparagraph (B) of
paragraph (3) of subdivision (a) of Section 1798.130, the information specified in subdivision (a) upon
receipt of a verifiable consumer request from the consumer, provided that a business shall be deemed
to be in compliance with paragraphs (1) to (4), inclusive, of subdivision (a) to the extent that the
categories of information and the business or commercial purpose for collecting, selling, or sharing
personal information it would be required to disclose to the consumer pursuant to paragraphs (1) to
(4), inclusive, of subdivision (a) is the same as the information it has disclosed pursuant to paragraphs
(1) to (4), inclusive, of subdivision (c).”

8 California, CCPA (as amended by CPRA), §1798.130(a)(3)(B), “For purposes of subdivision (b) of
Section 1798.110:...(iii) Provide the specific pieces of personal information obtained from the
consumer in a format that is easily understandable to the average consumer, and to the extent
technically feasible, in a structured, commonly used, machine-readable format that may also be
transmitted to another entity at the consumer’s request without hindrance. “Specific pieces of
information” do not include data generated to help ensure security and integrity or as prescribed by
regulation. Personal information is not considered to have been disclosed by a business when a
consumer instructs a business to transfer the consumer’s personal information from one business to
another in the context of switching services.”
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% California, CCPA (as amended by CPRA), §1798.185(a)(14).

ol California Privacy Protection Agency, Invitation for Preliminary Comments on Proposed Rulemaking
under the California Privacy Rights Act of 2020 (September 22, 2021),
https://cppa.ca.gov/regulations/pdf/invitation_for comments.pdf.

92 California Consumer Privacy Act Regulations.

93 California, CCPA (as amended by CPRA), §1798.145(k), “(k) The rights afforded to consumers and
the obligations imposed on the business in this title shall not adversely affect the rights and freedoms
of other natural persons. A verifiable consumer request for specific pieces of personal information,
pursuant to Section 1798.110 to delete a consumer’s personal information, pursuant to Section
1798.105, or to correct inaccurate personal information, pursuant to Section 1798.106, shall not
extend to personal information about the consumer that belongs to, or the business maintains on behalf
of, another natural person. ...”
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% California, CCPA (as amended by CPRA), §1798.185(a), “On or before July 1, 2020, the Attorney
General shall solicit broad public participation and adopt regulations to further the purposes of this
title, including, but not limited to, the following areas: ... (3) Establishing any exceptions necessary
to comply with state or federal law, including, but not limited to, those relating to trade secrets and
intellectual property rights, within one year of passage of this title and as needed thereafter, with the
intention that trade secrets should not be disclosed in response to a verifiable consumer request.”

% California, CCPA (as amended by CPRA), §1798.130(a)(2)(A), “... The business may require
authentication of the consumer that is reasonable in light of the nature of the personal information
requested, ...”

% California, CCPA (as amended by CPRA), §1798.130(a)(2)(B), “The disclosure of the required
information shall cover the 12-month period preceding the business’ receipt of the verifiable consumer
request ... and the business shall be required to provide that information unless doing so proves
impossible or would involve a disproportionate effort. ...”

97 California CCPA Regulations § 999.313(c)(3), “In responding to a request to know, a business is not
required to search for personal information if all of the following conditions are met: a. The business
does not maintain the personal information in a searchable or reasonably accessible format; b. The
business maintains the personal information solely for legal or compliance purposes; c. The business
does not sell the personal information and does not use it for any commercial purpose; and d. The
business describes to the consumer the categories of records that may contain personal information
that it did not search because it meets the conditions stated above.”
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98 California, CCPA (as amended by CPRA), §1798.130(a)(3), “...A service provider or contractor shall
not be required to comply with a verifiable consumer request received directly from a consumer or a
consumer’s authorized agent, pursuant to Section 1798.110 or 1798.115, to the extent that the service
provider or contractor has collected personal information about the consumer in its role as a service

provider or contractor....”

9 California, CCPA (as amended by CPRA), §1798.145(j), “(j) This title shall not be construed to require
a business, service provider, or contractor to: (1) Reidentify or otherwise link information that, in the
ordinary course of business, is not maintained in a manner that would be considered personal
information....(3) Maintain information in identifiable, linkable, or associable form, or collect, obtain,
retain, or access any data or technology, in order to be capable of linking or associating a verifiable

consumer request with personal information.”
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100 Virginia, CDPA, §59.1-571, “..."Personal data" means any information that is linked or reasonably
linkable to an identified or identifiable natural person. "Personal data" does not include de-identified
data or publicly available information....”.

101 Virginia, CDPA, §59.1-571, “..."Publicly available information" means information that is lawfully
made available through federal, state, or local government records, or information that a business has
a reasonable basis to believe is lawfully made available to the general public through widely
distributed media, by the consumer, or by a person to whom the consumer has disclosed the
information, unless the consumer has restricted the information to a specific audience....”

102 Virginia, CDPA, §59.1-573(A), “A consumer may invoke the consumer rights authorized pursuant to
this subsection at any time by submitting a request to a controller specifying the consumer rights the
consumer wishes to invoke. A known child's parent or legal guardian may invoke such consumer
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rights on behalf of the child regarding processing personal data belonging to the known child. A
controller shall comply with an authenticated consumer request to exercise the right: 1. To confirm
whether or not a controller is processing the consumer's personal data and to access such personal
data;...”

103 Virginia, CDPA, §59.1-574(E), “A controller shall establish, and shall describe in a privacy notice,
one or more secure and reliable means for consumers to submit a request to exercise their consumer
rights under this chapter. Such means shall take into account the ways in which consumers normally
interact with the controller, the need for secure and reliable communication of such requests, and the
ability of the controller to authenticate the identity of the consumer making the request. ...”

104 Virginia, CDPA, §59.1-577(C), “Nothing in this chapter shall be construed to require a controller or
processor to comply with an authenticated consumer rights request, pursuant to § 59.1-573, if all of
the following are true: 1. The controller is not reasonably capable of associating the request with the
personal data or it would be unreasonably burdensome for the controller to associate the request with
the personal data; 2. The controller does not use the personal data to recognize or respond to the
specific consumer who is the subject of the personal data, or associate the personal data with other
personal data about the same specific consumer; and 3. The controller does not sell the personal data
to any third party or otherwise voluntarily disclose the personal data to any third party other than a
processor, except as otherwise permitted in this section.”

67



Tt E R R R e T RAT Y
SRIESCREEE Sull ¥ LRE b B AEisEE X

% = > % CDPA % 59.1-577 #£ % D319 » >0 & T »

H AR PRSI R DR A B
PRI E A RIS LI R
Fi%iE % 59.1-573 5 H A AT ANTH - {
M%ﬁ%ﬁir%ﬂ‘ﬁ? g o 02 % 59.1-574 iER T E
— P

> -mk- Tl
e R
g
S N

b
—mde

9Lﬂ8§“Eﬁm’§%%%ﬁ§
WHE A2 el

-1’5(11

Frooral s RERAET ALY CDPA» 2220 B ¥ F chfici> &~
FRENBATHLEE BFER @R RS R LR
ftﬁiaﬁiﬁﬁﬁ R A I RORSE T

(z) pABAFRRER
v R R E R B AR

PARAFTIEEZEY T BATARET L HB

AT IR R o k3% F 208 % 53 TR A T

105 Virginia, CDPA, §59.1-577(D), “The consumer rights contained in subdivisions A 1 through 4 of §
59.1-573 and § 59.1-574 shall not apply to pseudonymous data in cases where the controller is able
to demonstrate any information necessary to identify the consumer is kept separately and is subject to
effective technical and organizational controls that prevent the controller from accessing such
information.”

106 Virginia, CDPA, §59.1-578(E), “Nothing in this chapter shall be construed as an obligation imposed
on controllers and processors that adversely affects the rights or freedoms of any persons, such as

exercising the right of free speech pursuant to the First Amendment to the United States Constitution,
or applies to the processing of personal data by a person in the course of a purely personal or
household activity.”
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137 Singapore, PDPA, §2(1), “...“personal data” means data, whether true or not, about an individual who

can be identified —(a) from that data; or (b) from that data and other information to which the
organisation has or is likely to have access;...”
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138 Singapore, PDPA, §2(1), “... “user activity data”, in relation to an organisation, means personal data
about an individual that is created in the course or as a result of the individual’s use of any product
or service provided by the organisation; “user-provided data”, in relation to an organisation, means
personal data provided by an individual to the organisation....”

139 Singapore, PDPA, §21, “(1) Subject to subsections (2), (3) and (4), on request of an individual, an
organisation shall, as soon as reasonably possible, provide the individual with —(a) personal data
about the individual that is in the possession or under the control of the organisation; and (b)
information about the ways in which the personal data referred to in paragraph (a) has been or may
have been used or disclosed by the organisation within a year before the date of the request.... (5) If
an organisation is able to provide the individual with the individual’s personal data and other
information requested under subsection (1) without the personal data or other information excluded
under subsections (2), (3) and (4), the organisation shall provide the individual with access to the
personal data and other information without the personal data or other information excluded under
subsections (2), (3) and (4).”
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140 Singapore, PDPA 5th Schedule, §1, “An organisation is not required to provide information under
section 21(1) in respect of —... (g) personal data which, if disclosed, would reveal confidential
commercial information that could, in the opinion of a reasonable person, harm the competitive
position of the organisation;...”
Singapore, PDPA 5th Schedule, §1, “An organisation is not required to provide information under
section 21(1) in respect of —... (j) any request — (i) that would unreasonably interfere with the
operations of the organisation because of the repetitious or systematic nature of the requests; (ii) if
the burden or expense of providing access would be unreasonable to the organisation or
disproportionate to the individual’s interests; (iii) for information that does not exist or cannot be
found; (iv) for information that is trivial; or (v) that is otherwise frivolous or vexatious.”

142 Singapore, PDPA, §21, “(3) Subject to subsection (3A), an organisation shall not provide an
individual with the individual’s personal data or other information under subsection (1) if the
provision of that personal data or other information, as the case may be, could reasonably be expected
to —(a) threaten the safety or physical or mental health of an individual other than the individual who
made the request; (b) cause immediate or grave harm to the safety or to the physical or mental health
of the individual who made the request; (c) reveal personal data about another individual; (d) reveal
the identity of an individual who has provided personal data about another individual and the
individual providing the personal data does not consent to the disclosure of his identity; or (e) be
contrary to the national interest. (3A) Subsection (3)(c) and (d) does not apply to any user activity
data about, or any user-provided data from, the individual who made the request despite such data
containing personal data about another individual.”

141
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WARMFSFELER € 109& 77 24 pgFiEF ¥ 1090015912 58 5 Court of Justice of the European
Union (CJEU), Patrick Breyer v Bundesrepublik Deutschland (Case C-582/14), Judgment of 19
October 2016, para. 43.
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148 EU, GDPR, §13(3), “Where the controller intends to further process the personal data for a purpose
other than that for which the personal data were collected, the controller shall provide the data subject
prior to that further processing with information on that other purpose and with any relevant further
information as referred to in paragraph 2.”

99k % 3T L “further process” - E i T AL ) BERARBFTET e p o)
*oo L oH F-RMA ”“Iﬂ—'_ﬁi > L z@ﬁ‘; Tp 575’}—11]’&

130 EU, GDPR, §13(4), “Paragraphs 1, 2 and 3 shall not apply where and insofar as the data subject
already has the information.”

ST EU, GDPR, §14(4), “Where the controller intends to further process the personal data for a purpose
other than that for which the personal data were obtained, the controller shall provide the data subject
prior to that further processing with information on that other purpose and with any relevant further
information as referred to in paragraph 2.”

152 BU, GDPR, §14(5), “Paragraphs 1 to 4 shall not apply where and insofar as: (a) the data subject
already has the information; (b) the provision of such information proves impossible or would involve
a disproportionate effort, in particular for processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes, subject to the conditions and
safeguards referred to in Article 89(1) or in so far as the obligation referred to in paragraph 1 of this
Article is likely to render impossible or seriously impair the achievement of the objectives of that
processing. In such cases the controller shall take appropriate measures to protect the data subject’s
rights and freedoms and legitimate interests, including making the information publicly available; (c)
obtaining or disclosure is expressly laid down by Union or Member State law to which the controller
is subject and which provides appropriate measures to protect the data subject’s legitimate interests;
or (d) where the personal data must remain confidential subject to an obligation of professional
secrecy regulated by Union or Member State law, including a statutory obligation of secrecy.”
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FEmE AR TEER R ERTARL R

% 29 i B F FE 1 it = (Article 29 Data Protection
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133 BU, GDPR, §13(2): “In addition to the information referred to in paragraph 1, the controller shall, at
the time when personal data are obtained, provide the data subject with the following further
information necessary to ensure fair and transparent processing: ... (f): the existence of automated
decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases,
meaningful information about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject.”

134 EU, GDPR, Recital§71, paragraph 4: “In any case, such processing should be subject to suitable
safeguards, which should include specific information to the data subject and the right to obtain
human intervention, to express his or her point of view, to obtain an explanation of the decision
reached after such assessment and to challenge the decision.”
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155 ' WP29, Guidelines on Automated individual decision-making and Profiling for the purposes of
Regulation 2016/679 (6 February 2018) 47-49.

156 ' WP29, Guidelines on Automated individual decision-making and Profiling for the purposes of
Regulation 2016/679 (6 February 2018) 29, 47.

157 California, CCPA, §1798.100(a), “A business that controls the collection of a consumer’s personal
information shall, at or before the point of collection, inform consumers of the following:(1) The
categories of personal information to be collected and the purposes for which the categories of
personal information are collected or used and whether that information is sold or shared. A business
shall not collect additional categories of personal information or use personal information collected
for additional purposes that are incompatible with the disclosed purpose for which the personal
information was collected without providing the consumer with notice consistent with this section.(2)
If the business collects sensitive personal information, the categories of sensitive personal
information to be collected and the purposes for which the categories of sensitive personal
information are collected or used, and whether that information is sold or shared. A business shall
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not collect additional categories of sensitive personal information or use sensitive personal
information collected for additional purposes that are incompatible with the disclosed purpose for
which the sensitive personal information was collected without providing the consumer with notice
consistent with this section.(3) The length of time the business intends to retain each category of
personal information, including sensitive personal information, or if that is not possible, the criteria
used to determine that period provided that a business shall not retain a consumer’s personal
information or sensitive personal information for each disclosed purpose for which the personal
information was collected for longer than is reasonably necessary for that disclosed purpose.”

138 California, CCPA (as amended by CPRA) 1798.185(a), “On or before July 1, 2020, the Attorney

General shall solicit broad public participation and adopt regulations to further the purposes of this
title, including, but not limited to, the following areas: ... (16) Issuing regulations governing access
and opt-out rights with respect to businesses’ use of automated decision making technology,
including profiling and requiring businesses’ response to access requests to include meaningful
information about the logic involved in those decision making processes, as well as a description of
the likely outcome of the process with respect to the consumer.
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159 Virginia, CDPA, §59.1-574(A)(2), “A controller shall:...2. Except as otherwise provided in this
chapter, not process personal data for purposes that are neither reasonably necessary to nor
compatible with the disclosed purposes for which such personal data is processed, as disclosed to the
consumer, unless the controller obtains the consumer's consent”.
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170 Singapore, PDPA, §18(b), “An organisation may collect, use or disclose personal data about an
individual only for purposes — (b) that the individual has been informed of under section 20, if
applicable.”

17! Singapore, PDPA, §20(1) , “For the purposes of sections 14(1)(a) and 18(b), an organisation shall
inform the individual of —(a) the purposes for the collection, use or disclosure of the personal data,
as the case may be, on or before collecting the personal data; (b) any other purpose of the use or
disclosure of the personal data of which the individual has not been informed under paragraph (a),
before the use or disclosure of the personal data for that purpose...”

172 Singapore, PDPA, §20(3), “Subsection (1) shall not apply if — (a) the individual is deemed to have
consented to the collection, use or disclosure, as the case may be, under section 15 or 15A; or (b) the
organisation collects, uses or discloses the personal data without the consent of the individual in
accordance with section 17.”
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177 EU, GDPR, §4(12), ““personal data breach’ means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed;...”.

178 BU, GDPR, §34(1), “When the personal data breach is likely to result in a high risk to the rights and
freedoms of natural persons, the controller shall communicate the personal data breach to the data
subject without undue delay.”

179 EU, GDPR, §34(2), “The communication to the data subject referred to in paragraph 1 of this Article

shall describe

in clear and plain language the nature of the personal data breach and contain at least

the information and measures referred to in points (b), (c) and (d) of Article 33(3).”; §33(3), “The
notification referred to in paragraph 1 shall at least:... (b) communicate the name and contact details
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of the data protection officer or other contact point where more information can be obtained; (c)
describe the likely consequences of the personal data breach; (d) describe the measures taken or
proposed to be taken by the controller to address the personal data breach, including, where
appropriate, measures to mitigate its possible adverse effects.”

180 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018).

181 EU, GDPR, §34(3), “The communication to the data subject referred to in paragraph 1 shall not be
required if any of the following conditions are met: (a) the controller has implemented appropriate
technical and organisational protection measures, and those measures were applied to the personal
data affected by the personal data breach, in particular those that render the personal data
unintelligible to any person who is not authorised to access it, such as encryption; (b) the controller
has taken subsequent measures which ensure that the high risk to the rights and freedoms of data
subjects referred to in paragraph 1 is no longer likely to materialise; (c) it would involve
disproportionate effort. In such a case, there shall instead be a public communication or similar
measure whereby the data subjects are informed in an equally effective manner.”

182 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018)
22.
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183 EU, GDPR, §34(4), “If the controller has not already communicated the personal data breach to the
data subject, the supervisory authority, having considered the likelihood of the personal data breach
resulting in a high risk, may require it to do so or may decide that any of the conditions referred to in
paragraph 3 are met.”

184 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018)
24-26.
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185 EU, GDPR, §33(1), “In the case of a personal data breach, the controller shall without undue delay
and, where feasible, not later than 72 hours after having become aware of it, notify the personal data
breach to the supervisory authority competent in accordance with Article 55, unless the personal data
breach is unlikely to result in a risk to the rights and freedoms of natural persons. Where the
notification to the supervisory authority is not made within 72 hours, it shall be accompanied by
reasons for the delay.”

186 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018)
10-11.

187 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018)
17.

188 EU, GDPR, §33(3), “The notification referred to in paragraph 1 shall at least: (a) describe the nature
of the personal data breach including where possible, the categories and approximate number of data
subjects concerned and the categories and approximate number of personal data records concerned,;
(b) communicate the name and contact details of the data protection officer or other contact point
where more information can be obtained; (c) describe the likely consequences of the personal data
breach; (d) describe the measures taken or proposed to be taken by the controller to address the
personal data breach, including, where appropriate, measures to mitigate its possible adverse effects.”
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189 EU, GDPR, §33(4), “Where, and in so far as, it is not possible to provide the information at the same
time, the information may be provided in phases without undue further delay.”
190 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018)

P1EU, GDPR, §33(2), “The processor shall notify the controller without undue delay after becoming
aware of a personal data breach.”
192 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018)
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193 EU, GDPR, §33(5), “The controller shall document any personal data breaches, comprising the facts
relating to the personal data breach, its effects and the remedial action taken. That documentation
shall enable the supervisory authority to verify compliance with this Article.”

194 WP29, Guidelines on Personal data breach notification under Regulation 2016/679 (6 February 2018)

26-27.

California, Civil Code, §1798.82(h), “For purposes of this section, “personal information” means

either of the following: (1) An individual’s first name or first initial and last name in combination

with any one or more of the following data elements, when either the name or the data elements are
not encrypted: (A) Social security number. (B) Driver’s license number, California identification card
number, tax identification number, passport number, military identification number, or other unique

identification number issued on a government document commonly used to verify the identity of a

specific individual. (C) Account number or credit or debit card number, in combination with any

required security code, access code, or password that would permit access to an individual’s financial
account. (D) Medical information. (E) Health insurance information. (F) Unique biometric data

generated from measurements or technical analysis of human body characteristics, such as a

fingerprint, retina, or iris image, used to authenticate a specific individual. Unique biometric data

does not include a physical or digital photograph, unless used or stored for facial recognition purposes.

(G) Information or data collected through the use or operation of an automated license plate

recognition system, as defined in Section 1798.90.5. (2) A username or email address, in combination

with a password or security question and answer that would permit access to an online account.”
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196 California, Civil Code, §1798.82(a), “A person or business that conducts business in California, and
that owns or licenses computerized data that includes personal information, shall disclose a breach
of the security of the system following discovery or notification of the breach in the security of the
data to a resident of California (1) whose unencrypted personal information was, or is reasonably
believed to have been, acquired by an unauthorized person, or, (2) whose encrypted personal
information was, or is reasonably believed to have been, acquired by an unauthorized person and the
encryption key or security credential was, or is reasonably believed to have been, acquired by an
unauthorized person and the person or business that owns or licenses the encrypted information has
a reasonable belief that the encryption key or security credential could render that personal
information readable or usable. The disclosure shall be made in the most expedient time possible and
without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in
subdivision (c), or any measures necessary to determine the scope of the breach and restore the
reasonable integrity of the data system.”

California, Civil Code, §1798.82(c), “The notification required by this section may be delayed if a
law enforcement agency determines that the notification will impede a criminal investigation. The
notification required by this section shall be made promptly after the law enforcement agency
determines that it will not compromise the investigation.”
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198 California, Civil Code, §1798.82(b), “A person or business that maintains computerized data that
includes personal information that the person or business does not own shall notify the owner or
licensee of the information of the breach of the security of the data immediately following discovery,
if the personal information was, or is reasonably believed to have been, acquired by an unauthorized
person.”

California, Civil Code, §1798.82 (j), “For purposes of this section, “notice” may be provided by one
of the following methods: ... (3) Substitute notice, if the person or business demonstrates that the
cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the
affected class of subject persons to be notified exceeds 500,000, or the person or business does not
have sufficient contact information. Substitute notice shall consist of all of the following: (A) Email
notice when the person or business has an email address for the subject persons. (B) Conspicuous
posting, for a minimum of 30 days, of the notice on the internet website page of the person or business,
if the person or business maintains one. For purposes of this subparagraph, conspicuous posting on
the person’s or business’ internet website means providing a link to the notice on the home page or
first significant page after entering the internet website that is in larger type than the surrounding text,
or in contrasting type, font, or color to the surrounding text of the same size, or set off from the
surrounding text of the same size by symbols or other marks that call attention to the link. (C)
Notification to major statewide media.”
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200 California, Civil Code, §1798.82(d)(2), “The security breach notification described in paragraph (1)

201

shall include, at a minimum, the following information: (A) The name and contact information of the
reporting person or business subject to this section. (B) A list of the types of personal information
that were or are reasonably believed to have been the subject of a breach. (C) If the information is
possible to determine at the time the notice is provided, then any of the following: (i) the date of the
breach, (ii) the estimated date of the breach, or (iii) the date range within which the breach occurred.
The notification shall also include the date of the notice. (D) Whether notification was delayed as a
result of a law enforcement investigation, if that information is possible to determine at the time the
notice is provided. (E) A general description of the breach incident, if that information is possible to
determine at the time the notice is provided. (F) The toll-free telephone numbers and addresses of the
major credit reporting agencies if the breach exposed a social security number or a driver’s license
or California identification card number. (G) If the person or business providing the notification was
the source of the breach, an offer to provide appropriate identity theft prevention and mitigation
services, if any, shall be provided at no cost to the affected person for not less than 12 months along
with all information necessary to take advantage of the offer to any person whose information was or
may have been breached if the breach exposed or may have exposed personal information defined in
subparagraphs (A) and (B) of paragraph (1) of subdivision (h).”

California, Civil Code, §1798.82(f), “A person or business that is required to issue a security breach
notification pursuant to this section to more than 500 California residents as a result of a single breach
of the security system shall electronically submit a single sample copy of that security breach
notification, excluding any personally identifiable information, to the Attorney General. A single
sample copy of a security breach notification shall not be deemed to be within subdivision (f) of
Section 6254 of the Government Code.”

202 California Attorney General, Search Data Security Breaches, https://oag.ca.gov/privacy/databreach/list.
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203 Virginia, Code of Virginia, § 18.2-186.6(A), “"Personal information" means the first name or first
initial and last name in combination with and linked to any one or more of the following data elements
that relate to a resident of the Commonwealth, when the data elements are neither encrypted nor
redacted: 1. Social security number; 2. Driver's license number or state identification card number
issued in lieu of a driver's license number; 3. Financial account number, or credit card or debit card
number, in combination with any required security code, access code, or password that would permit
access to a resident's financial accounts; 4. Passport number; or 5. Military identification number.
The term does not include information that is lawfully obtained from publicly available information,
or from federal, state, or local government records lawfully made available to the general public....”

204 Virginia, Code of Virginia, § 18.2-186.6(B), “If unencrypted or unredacted personal information was
or is reasonably believed to have been accessed and acquired by an unauthorized person and causes,
or the individual or entity reasonably believes has caused or will cause, identity theft or another fraud
to any resident of the Commonwealth, an individual or entity that owns or licenses computerized data
that includes personal information shall disclose any breach of the security of the system following
discovery or notification of the breach of the security of the system to the Office of the Attorney
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General and any affected resident of the Commonwealth without unreasonable delay. Notice required
by this section may be reasonably delayed to allow the individual or entity to determine the scope of
the breach of the security of the system and restore the reasonable integrity of the system. Notice
required by this section may be delayed if, after the individual or entity notifies a law-enforcement
agency, the law-enforcement agency determines and advises the individual or entity that the notice
will impede a criminal or civil investigation, or homeland or national security. Notice shall be made
without unreasonable delay after the law-enforcement agency determines that the notification will no
longer impede the investigation or jeopardize national or homeland security.”

205 Virginia, Code of Virginia, § 18.2-186.6(C), “An individual or entity shall disclose the breach of the
security of the system if encrypted information is accessed and acquired in an unencrypted form, or
if the security breach involves a person with access to the encryption key and the individual or entity
reasonably believes that such a breach has caused or will cause identity theft or other fraud to any
resident of the Commonwealth.”
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206 Virginia, Code of Virginia, § 18.2-186.6(A), “..."Notice" means: 1. Written notice to the last known
postal address in the records of the individual or entity; 2. Telephone notice; 3. Electronic notice; or
4. Substitute notice, if the individual or the entity required to provide notice demonstrates that the
cost of providing notice will exceed $50,000, the affected class of Virginia residents to be notified
exceeds 100,000 residents, or the individual or the entity does not have sufficient contact information
or consent to provide notice as described in subdivisions 1, 2, or 3 of this definition. Substitute notice
consists of all of the following: a. E-mail notice if the individual or the entity has e-mail addresses
for the members of the affected class of residents; b. Conspicuous posting of the notice on the website
of the individual or the entity if the individual or the entity maintains a website; and c. Notice to
major statewide media....”

207 Virginia, Code of Virginia, § 18.2-186.6(A), “...Notice required by this section shall include a
description of the following: (1) The incident in general terms; (2) The type of personal information
that was subject to the unauthorized access and acquisition; (3) The general acts of the individual or
entity to protect the personal information from further unauthorized access; (4) A telephone number
that the person may call for further information and assistance, if one exists; and (5) Advice that
directs the person to remain vigilant by reviewing account statements and monitoring free credit
reports....”

208 Virginia, Code of Virginia, § 18.2-186.6(E), “In the event an individual or entity provides notice to
more than 1,000 persons at one time pursuant to this section, the individual or entity shall notify,
without unreasonable delay, the Office of the Attorney General and all consumer reporting agencies
that compile and maintain files on consumers on a nationwide basis, as defined in 15 U.S.C. § 1681a
(p), of the timing, distribution, and content of the notice.”
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233 Singapore PDPC, Guide to Managing Data Breaches (8 May 2015).
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234 Singapore PDPC, Guide to Managing Data Breaches 2.0 (22 May 2019).
235 Singapore PDPC, Guide on Managing and Notifying Data Breaches Under the PDPA (15 March

236 Singapore, PDPA, §26A, “In this Part, unless the context otherwise requires —...“data breach”, in
relation to personal data, means —(a) the unauthorised access, collection, use, disclosure, copying,
modification or disposal of personal data; or (b) the loss of any storage medium or device on which
personal data is stored in circumstances where the unauthorised access, collection, use, disclosure,
copying, modification or disposal of the personal data is likely to occur.”

237 Singapore, PDPA, §26B(1), “A data breach is a notifiable data breach if the data breach —(a) results
in, or is likely to result in, significant harm to an affected individual; or (b) is, or is likely to be, of a
significant scale.”

238 Singapore, PDPA, §26B(2), “Without limiting subsection (1)(a), a data breach is deemed to result in
significant harm to an individual — (a) if the data breach is in relation to any prescribed personal
data or class of personal data relating to the individual; or (b) in other prescribed circumstances.”
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239 Singapore, PDPA, §26B(3), “Without limiting subsection (1)(b), a data breach is deemed to be of a
significant scale —(a) if the data breach affects not fewer than the prescribed number of affected
individuals; or (b) in other prescribed circumstances.”

240 Singapore, PDPA, §26C, “...(2) Subject to subsection (3), where an organisation has reason to believe
that a data breach affecting personal data in its possession or under its control has occurred, the
organisation must conduct, in a reasonable and expeditious manner, an assessment of whether the
data breach is a notifiable data breach.... (3) Where a data intermediary (other than a data
intermediary mentioned in section 26E) has reason to believe that a data breach has occurred in
relation to personal data that the data intermediary is processing on behalf of and for the purposes of
another organisation — (a) the data intermediary must, without undue delay, notify that other
organisation of the occurrence of the data breach; and (b) that other organisation must, upon
notification by the data intermediary, conduct an assessment of whether the data breach is a notifiable
data breach....”
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241 Singapore, PDPA, §26D, “...(2) Subject to subsections (5), (6) and (7), on or after notifying the
Commission under subsection (1), the organisation must also notify each affected individual affected
by a notifiable data breach mentioned in section 26B(1)(a) in any manner that is reasonable in the
circumstances....(5) Subsection (2) does not apply to an organisation in relation to an affected
individual if the organisation —(a) on or after assessing that the data breach is a notifiable data breach,
takes any action, in accordance with any prescribed requirements, that renders it unlikely that the
notifiable data breach will result in significant harm to the affected individual; or (b) had implemented,
prior to the occurrence of the notifiable data breach, any technological measure that renders it unlikely
that the notifiable data breach will result in significant harm to the affected individual.”

242 Singapore, PDPA, §26D(6), “An organisation must not notify any affected individual in accordance
with subsection (2) if — (a) a prescribed law enforcement agency so instructs; or (b) the Commission
so directs.”

243 Singapore, PDPA, §26D(7), “The Commission may, on the written application of an organisation,
waive the requirement to notify an affected individual under subsection (2) subject to any conditions
that the Commission thinks fit.”

24 Singapore, Personal Data Protection (Notification of Data Breaches) Regulations 2021, §6, “For the
purposes of section 26D(3) of the Act, the notification by an organisation to an affected individual
affected by a notifiable data breach under section 26D(2) of the Act must contain all of the following
information: (a) the circumstances in which the organisation first became aware that the notifiable
data breach had occurred; (b) the personal data or classes of personal data relating to the affected
individual affected by the notifiable data breach; (c) the potential harm to the affected individual as
aresult of the notifiable data breach; (d) information on any action by the organisation, whether taken
before or to be taken after the organisation notifies the affected individual —(i) to eliminate or
mitigate any potential harm to the affected individual as a result of the notifiable data breach; and (ii)
to address or remedy any failure or shortcoming that the organisation believes to have caused, or
enabled or facilitated the occurrence of, the notifiable data breach; (e) the steps that the affected
individual may take to eliminate or mitigate any potential harm as a result of the notifiable data breach,
including preventing the misuse of the affected individual’s personal data affected by the notifiable
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data breach; (f) the business contact information of at least one authorised representative of the
organisation.”

245 Singapore PDPC, Advisory Guidelines on Key Concepts in the PDPA (1 October 2021), paras. 20.35-
20.36.

Mook d B4 F R R ELR § KRG BT F AL F LT
https://eservice.pdpc.gov.sg/case/db ; ® $3 &€ < BT F o @FAN 1 TR T Z W IR o See,
Singapore PDPC, Guide on Managing and Notifying Data Breaches Under the PDPA (15 March
2021) 38.
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1 EU, GDPR, §4(11), ““consent’ of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or her.”

252 BU, GDPR, Recital §32, “...This could include ticking a box when visiting an internet website,
choosing technical settings for information society services or another statement or conduct which
clearly indicates in this context the data subject’s acceptance of the proposed processing of his or her
personal data. Silence, pre-ticked boxes or inactivity should not therefore constitute consent...

23 EU, GDPR, §7(4), “When assessing whether consent is freely given, utmost account shall be taken of
whether, inter alia, the performance of a contract, including the provision of a service, is conditional
on consent to the processing of personal data that is not necessary for the performance of that contract.”

23 BU, GDPR, Recital §43, “In order to ensure that consent is freely given, consent should not provide
a valid legal ground for the processing of personal data in a specific case where there is a clear
imbalance between the data subject and the controller, in particular where the controller is a public
authority and it is therefore unlikely that consent was freely given in all the circumstances of that
specific situation. Consent is presumed not to be freely given if it does not allow separate consent to
be given to different personal data processing operations despite it being appropriate in the individual
case, or if the performance of a contract, including the provision of a service, is dependent on the
consent despite such consent not being necessary for such performance.”
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253 EU, GDPR, §7(2), “If the data subject’s consent is given in the context of a written declaration which
also concerns other matters, the request for consent shall be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily accessible form, using clear and
plain language. Any part of such a declaration which constitutes an infringement of this Regulation
shall not be binding.”

236 EU, GDPR, §7(3), “The data subject shall have the right to withdraw his or her consent at any time.
The withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be as easy to
withdraw as to give consent.”

27T EU, GDPR, §7(1), “Where processing is based on consent, the controller shall be able to demonstrate
that the data subject has consented to processing of his or her personal data.”

258 5, EDPB, Guidelines 05/2020 on consent under Regulation 2016/679, 4 May 2020, version 1.1.
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260 California, CCPA (as amended by CPRA), §1798.120(d), “A business that has received direction
from a consumer not to sell or share the consumer’s personal information or, in the case of a minor
consumer’s personal information has not received consent to sell or share the minor consumer’s
personal information, shall be prohibited, pursuant to paragraph (4) of subdivision (c) of Section
1798.135, from selling or sharing the consumer’s personal information after its receipt of the
consumer’s direction, unless the consumer subsequently provides consent, for the sale or sharing of
the consumer’s personal information.”

261 California, CCPA (as amended by CPRA), §1798.121(b), “A business that has received direction
from a consumer not to use or disclose the consumer’s sensitive personal information, except as
authorized by subdivision (a), shall be prohibited, pursuant to paragraph (4) of subdivision (c) of
Section 1798.135, from using or disclosing the consumer’s sensitive personal information for any
other purpose after its receipt of the consumer’s direction unless the consumer subsequently provides
consent for the use or disclosure of the consumer’s sensitive personal information for additional
purposes.”

262 California, CCPA (as amended by CPRA), §1798.125(b)(3), “A business may enter a consumer into
a financial incentive program only if the consumer gives the business prior opt-in consent pursuant
to Section 1798.130 that clearly describes the material terms of the financial incentive program, and
which may be revoked by the consumer at any time. If a consumer refuses to provide opt-in consent,
then the business shall wait for at least 12 months before next requesting that the consumer provide
opt-in consent, or as prescribed by regulations adopted pursuant to Section 1798.185.”

263 California, CCPA (as amended by CPRA), §1798.140, “ (h) “Consent” means any freely given,
specific, informed, and unambiguous indication of the consumer’s wishes by which the consumer, or
the consumer’s legal guardian, a person who has power of attorney, or a person acting as a
conservator for the consumer, including by a statement or by a clear affirmative action, signifies
agreement to the processing of personal information relating to the consumer for a narrowly defined
particular purpose. Acceptance of a general or broad terms of use, or similar document, that contains
descriptions of personal information processing along with other, unrelated information, does not
constitute consent. Hovering over, muting, pausing, or closing a given piece of content does not
constitute consent. Likewise, agreement obtained through use of dark patterns does not constitute
consent.”
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264 California, CCPA (as amended by CPRA), §1798.140, “(I) “Dark pattern” means a user interface
designed or manipulated with the substantial effect of subverting or impairing user autonomy,
decision making, or choice, as further defined by regulation.”

265 Virginia, CDPA, §59.1-574(A)(2), “A controller shall:...2. Except as otherwise provided in this
chapter, not process personal data for purposes that are neither reasonably necessary to nor
compatible with the disclosed purposes for which such personal data is processed, as disclosed to the

consumer, unless the

controller obtains the consumer's consent”.

266 Virginia, CDPA, §59.1-574(A)(5), “A controller shall:...5. Not process sensitive data concerning a
consumer without obtaining the consumer's consent...”.
267 Virginia, CDPA, §59.1-571, “’Consent’ means a clear affirmative act signifying a consumer's freely
given, specific, informed, and unambiguous agreement to process personal data relating to the
consumer. Consent may include a written statement, including a statement written by electronic
means, or any other unambiguous affirmative action.”
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Singapore, PDPA, §13(a), ”An organisation shall not, on or after the appointed day, collect, use or
disclose personal data about an individual unless —(a)the individual gives, or is deemed to have
given, his consent under this Act to the collection, use or disclosure, as the case may be...”
Singapore, PDPA, §14(1),”An individual has not given consent under this Act for the collection, use
or disclosure of personal data about the individual by an organisation for a purpose unless —(a)the
individual has been provided with the information required under section 20; and(b)the individual
provided his consent for that purpose in accordance with this Act.”

Singapore, PDPA, §14(2), ”An organisation shall not —(a)as a condition of providing a product or
service, require an individual to consent to the collection, use or disclosure of personal data about the
individual beyond what is reasonable to provide the product or service to that individual; or(b)obtain
or attempt to obtain consent for collecting, using or disclosing personal data by providing false or
misleading information with respect to the collection, use or disclosure of the personal data, or using
deceptive or misleading practices.”
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289 Singapore, PDPA, §14(3), ”Any consent given in any of the circumstances in subsection (2) is not
validly given for the purposes of this Act.”

290 Singapore, PDPA, §15(1),”An individual is deemed to consent to the collection, use or disclosure of
personal data about the individual by an organisation for a purpose if —(a)the individual, without
actually giving consent referred to in section 14, voluntarily provides the personal data to the
organisation for that purpose; and(b)it is reasonable that the individual would voluntarily provide the
data.”

1 Singapore, PDPA, §15(2),”If an individual gives, or is deemed to have given, consent to the disclosure
of personal data about the individual by one organisation to another organisation for a particular
purpose, the individual is deemed to consent to the collection, use or disclosure of the personal data
for that particular purpose by that other organisation.”

292 Singapore, PDPA, §15(3),”Without limiting subsection (2) and subject to subsection (9), an individual
(P) who provides personal data to an organisation (A) with a view to P entering into a contract with
A is deemed to consent to the following where reasonably necessary for the conclusion of the contract
between P and A:(a) the disclosure of that personal data by A to another organisation (B);(b)the
collection and use of that personal data by B;(c)the disclosure of that personal data by B to another
organisation.”

23 Singapore, PDPA, §15(4),”Where an organisation collects personal data disclosed to it by B under
subsection (3)(c), subsection (3)(b) and (c) applies to the organisation as if the personal data were
disclosed by A to the organisation under subsection (3)(a).”
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2% Singapore, PDPA, §15(6),”Without limiting subsection (2) and subject to subsection (9), an individual
(P) who enters into a contract with an organisation (A) and provides personal data to A pursuant or
in relation to that contract is deemed to consent to the following:(a)the disclosure of that personal
data by A to another organisation (B), where the disclosure is reasonably necessary —(i)for the
performance of the contract between P and A; or(ii)for the conclusion or performance of a contract
between A and B which is entered into at P’s request, or which a reasonable person would consider
to be in P’s interest;(b)the collection and use of that personal data by B, where the collection and use
are reasonably necessary for any purpose mentioned in paragraph (a);(c)the disclosure of that
personal data by B to another organisation, where the disclosure is reasonably necessary for any
purpose mentioned in paragraph (a).”

Singapore, PDPA, §15(7),”Where an organisation collects personal data disclosed to it by B under
subsection (6)(c), subsection (6)(b) and (c) applies to the organisation as if the personal data were
disclosed by A to the organisation under subsection (6)(a).”

2% Singapore, PDPA, §15A(2),”Subject to subsection (3), an individual is deemed to consent to the
collection, use or disclosure of personal data about the individual by an organisation if —(a)the
organisation satisfies the requirements in subsection (4); and(b)the individual does not notify the
organisation, before the expiry of the period mentioned in subsection (4)(b)(iii), that the individual
does not consent to the proposed collection, use or disclosure of the personal data by the organisation.”
Singapore, PDPA, §15A(4),”For the purposes of subsection (2)(a), the organisation must, before
collecting, using or disclosing any personal data about the individual —(a)conduct an assessment to
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determine that the proposed collection, use or disclosure of the personal data is not likely to have an
adverse effect on the individual;(b)take reasonable steps to bring the following information to the
attention of the individual:(i)  the organisation’s intention to collect, use or disclose the personal
data;(ii)the purpose for which the personal data will be collected, used or disclosed;(iii) a
reasonable period within which, and a reasonable manner by which, the individual may notify the
organisation that the individual does not consent to the organisation’s proposed collection, use or
disclosure of the personal data; and(c)satisfy any other prescribed requirements.”

28 Singapore, PDPA, §16(1),”On giving reasonable notice to the organisation, an individual may at any
time withdraw any consent given, or deemed to have been given under this Act, in respect of the
collection, use or disclosure by that organisation of personal data about the individual for any
purpose.”

2% Singapore, PDPA, §16(2),’On receipt of the notice referred to in subsection (1), the organisation
concerned shall inform the individual of the likely consequences of withdrawing his consent.”

300 Singapore, PDPA, §16(3),”An organisation shall not prohibit an individual from withdrawing his
consent to the collection, use or disclosure of personal data about the individual, but this section shall
not affect any legal consequences arising from such withdrawal.”
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308 WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 4.

309 EU, GDPR, §35(1), “Where a type of processing in particular using new technologies, and taking into
account the nature, scope, context and purposes of the processing, is likely to result in a high risk to
the rights and freedoms of natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the protection of personal data.
A single assessment may address a set of similar processing operations that present similar high risks.”

310 ' WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 6.

31 EU, GDPR, §35(3), “A data protection impact assessment referred to in paragraph 1 shall in particular
be required in the case of: (a) a systematic and extensive evaluation of personal aspects relating to
natural persons which is based on automated processing, including profiling, and on which decisions
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are based that produce legal effects concerning the natural person or similarly significantly affect the
natural person; (b) processing on a large scale of special categories of data referred to in Article 9(1),
or of personal data relating to criminal convictions and offences referred to in Article 10; or (c) a
systematic monitoring of a publicly accessible area on a large scale.”

312 WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 9-11.

313 EU, GDPR, §35(4), “The supervisory authority shall establish and make public a list of the kind of
processing operations which are subject to the requirement for a data protection impact assessment
pursuant to paragraph 1. The supervisory authority shall communicate those lists to the Board referred
to in Article 68.” °

314 EU, GDPR, §35(5), “The supervisory authority may also establish and make public a list of the kind
of processing operations for which no data protection impact assessment is required. The supervisory
authority shall communicate those lists to the Board.” -
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315 EU, GDPR, §35(10), “Where processing pursuant to point (c) or (e) of Article 6(1) has a legal basis

316

317

318

in Union law or in the law of the Member State to which the controller is subject, that law regulates
the specific processing operation or set of operations in question, and a data protection impact
assessment has already been carried out as part of a general impact assessment in the context of the
adoption of that legal basis, paragraphs 1 to 7 shall not apply unless Member States deem it to be
necessary to carry out such an assessment prior to processing activities.”

WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 7, 12.

WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 13-14.

WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 14.
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319 EU, GDPR, §35(2), “The controller shall seek the advice of the data protection officer, where

designated, when carrying out a data protection impact assessment.”

320 EU, GDPR, §28(3), “Processing by a processor shall be governed by a contract or other legal act

under Union or Member State law, that is binding on the processor with regard to the controller and
that sets out the subject-matter and duration of the processing, the nature and purpose of the
processing, the type of personal data and categories of data subjects and the obligations and rights of
the controller. That contract or other legal act shall stipulate, in particular, that the processor:... (f)
assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to 36 taking
into account the nature of processing and the information available to the processor;...”

321 EU, GDPR, §35(9), “9. Where appropriate, the controller shall seek the views of data subjects or their

322

representatives on the intended processing, without prejudice to the protection of commercial or
public interests or the security of processing operations.”

WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October

333 EU, GDPR, §35(7), “The assessment shall contain at least: (a) a systematic description of the

envisaged processing operations and the purposes of the processing, including, where applicable, the
legitimate interest pursued by the controller; (b) an assessment of the necessity and proportionality
of the processing operations in relation to the purposes; (c) an assessment of the risks to the rights
and freedoms of data subjects referred to in paragraph 1; and (d) the measures envisaged to address
the risks, including safeguards, security measures and mechanisms to ensure the protection of
personal data and to demonstrate compliance with this Regulation taking into account the rights and
legitimate interests of data subjects and other persons concerned.”
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324 EU, GDPR, §35(8), “Compliance with approved codes of conduct referred to in Article 40 by the
relevant controllers or processors shall be taken into due account in assessing the impact of the
processing operations performed by such controllers or processors, in particular for the purposes of
a data protection impact assessment.”

325 WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 16.

326 EU, GDPR, §36(1), “The controller shall consult the supervisory authority prior to processing where
a data protection impact assessment under Article 35 indicates that the processing would result in a
high risk in the absence of measures taken by the controller to mitigate the risk.”

327 WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 18.

328 WP29, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (4 October
2017) 18.

329 EU, GDPR, §35(11), “Where necessary, the controller shall carry out a review to assess if processing
is performed in accordance with the data protection impact assessment at least when there is a change
of the risk represented by processing operations.”
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30 CCPA (as amended by CPRA) 1798.185(a), “On or before July 1, 2020, the Attorney General shall
solicit broad public participation and adopt regulations to further the purposes of this title, including,
but not limited to, the following areas: ...
processing of consumers’ personal information presents significant risk to consumers’ privacy or
security, to: (A) Perform a cybersecurity audit on an annual basis, including defining the scope of the
audit and establishing a process to ensure that audits are thorough and independent. The factors to be
considered in determining when processing may result in significant risk to the security of personal
information shall include the size and complexity of the business and the nature and scope of
processing activities. (B) Submit to the California Privacy Protection Agency on a regular basis a risk
assessment with respect to their processing of personal information, including whether the processing
involves sensitive personal information, and identifying and weighing the benefits resulting from the
processing to the business, the consumer, other stakeholders, and the public, against the potential
risks to the rights of the consumer associated with that processing, with the goal of restricting or
prohibiting the processing if the risks to privacy of the consumer outweigh the benefits resulting from
processing to the consumer, the business, other stakeholders, and the public. Nothing in this section
shall require a business to divulge trade secrets.”

(15) Issuing regulations requiring businesses whose
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31 Virginia, CDPA, §59.1-576(A), “A controller shall conduct and document a data protection
assessment of each of the following processing activities involving personal data: 1. The processing
of personal data for purposes of targeted advertising; 2. The sale of personal data; 3. The processing
of personal data for purposes of profiling, where such profiling presents a reasonably foreseeable risk
of (i) unfair or deceptive treatment of, or unlawful disparate impact on, consumers; (ii) financial,
physical, or reputational injury to consumers; (iii) a physical or other intrusion upon the solitude or
seclusion, or the private affairs or concerns, of consumers, where such intrusion would be offensive
to a reasonable person; or (iv) other substantial injury to consumers; 4. The processing of sensitive
data; and 5. Any processing activities involving personal data that present a heightened risk of harm
to consumers.”

332 Virginia, CDPA, §59.1-576(E), “Data protection assessments conducted by a controller for the
purpose of compliance with other laws or regulations may comply under this section if the
assessments have a reasonably comparable scope and effect.”

333 Virginia, CDPA, §59.1-576(F), “Data protection assessment requirements shall apply to processing
activities created or generated after January 1, 2023, and are not retroactive.”
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334 Virginia, CDPA, §59.1-576(B), “Data protection assessments conducted pursuant to subsection A
shall identify and weigh the benefits that may flow, directly and indirectly, from the processing to
the controller, the consumer, other stakeholders, and the public against the potential risks to the rights
of the consumer associated with such processing, as mitigated by safeguards that can be employed
by the controller to reduce such risks. The use of de-identified data and the reasonable expectations
of consumers, as well as the context of the processing and the relationship between the controller and
the consumer whose personal data will be processed, shall be factored into this assessment by the
controller.”

335 Virginia, CDPA, §59.1-576(C), “The Attorney General may request, pursuant to a civil investigative
demand, that a controller disclose any data protection assessment that is relevant to an investigation
conducted by the Attorney General, and the controller shall make the data protection assessment
available to the Attorney General. The Attorney General may evaluate the data protection assessment
for compliance with the responsibilities set forth in § 59.1-574. Data protection assessments shall be
confidential and exempt from public inspection and copying under the Virginia Freedom of
Information Act (§ 2.2-3700 et seq.). The disclosure of a data protection assessment pursuant to a
request from the Attorney General shall not constitute a waiver of attorney-client privilege or work
product protection with respect to the assessment and any information contained in the assessment.”
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330 Singapore, PDPA 1st Schedule Part 3, §1, “(1) Subject to sub-paragraphs (2), (3) and (4) —(a) the
collection, use or disclosure (as the case may be) of personal data about an individual is in the
legitimate interests of the organisation or another person; and (b) the legitimate interests of the
organisation or other person outweigh any adverse effect on the individual. (2)For the purposes of
sub-paragraph (1), the organisation must —(a) conduct an assessment, before collecting, using or
disclosing the personal data (as the case may be), to determine whether sub-paragraph (1) is satisfied;
and (b) provide the individual with reasonable access to information about the organisation’s
collection, use or disclosure of personal data (as the case may be) in accordance with sub-paragraph

(1.”
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Singapore, Personal Data Protection Regulations 2021, §14, “... (2) An assessment mentioned in
section 15A(4)(a) of the Act to determine that a proposed collection, use or disclosure of personal
data by an organisation is not likely to have an adverse effect on an individual must specify all of the
following information: (a) the types and volume of personal data to be collected, used or disclosed,
as the case may be; (b) the purpose or purposes for which the personal data will be collected, used or
disclosed, as the case may be; (¢) the method or methods by which the personal data will be collected,
used or disclosed, as the case may be; (d) the mode by which the individual will be notified of the
organisation’s proposed collection, use or disclosure (as the case may be) of the individual’s personal
data; (e) the period within which, and the mode by which, the individual may notify the organisation
that the individual does not consent to the organisation’s proposed collection, use or disclosure (as
the case may be) of the individual’s personal data; (f) the rationale for the period and mode mentioned
in sub-paragraph (e). (3) The organisation must retain a copy of its assessment mentioned in section
15A(4)(a) of the Act relating to the collection, use or disclosure of personal data about an individual
throughout the period that the organisation collects, uses or discloses personal data about the
individual under section 15A(2) of the Act.”

Singapore, Personal Data Protection Regulations 2021, §15, “...(2) An assessment mentioned in
paragraph 1(2)(a) of Part 3 of the First Schedule to the Act in respect of the intended collection, use
or disclosure of personal data must —(a)  specify —(i) the types and volume of personal data to
be collected, used or disclosed, as the case may be; (ii) the purpose or purposes for which the personal
data will be collected, used or disclosed, as the case may be; and (iii) the method or methods by which
the personal data will be collected, used or disclosed, as the case may be; (b) identify any residual
adverse effect on any individual after implementing any reasonable measures mentioned in paragraph
1(3)(b) of Part 3 of the First Schedule to the Act; (c) identify the legitimate interests that justify the
collection, use or disclosure (as the case may be) by the organisation of personal data about the
individual; (d) where the legitimate interests identified under sub -paragraph (c) relate to a person
other than the organisation, identify that other person by name or description; and (e) set out the
reasons for the organisation’s conclusion that the legitimate interests identified under sub -paragraph
(c) outweigh any adverse effect on the individual. (3) The organisation must retain a copy of the
assessment it conducted in accordance with paragraph 1(2)(a) of Part 3 of the First Schedule to the
Act relating to the collection, use or disclosure of personal data about an individual throughout the
period that the organisation collects, uses or discloses personal data about the individual under
paragraph 1(1) of Part 3 of the First Schedule to the Act.”
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336 EU, GDPR, §37(1), “The controller and the processor shall designate a data protection officer in any
case where: (a) the processing is carried out by a public authority or body, except for courts acting in
their judicial capacity; (b) the core activities of the controller or the processor consist of processing
operations which, by virtue of their nature, their scope and/or their purposes, require regular and
systematic monitoring of data subjects on a large scale; or (c) the core activities of the controller or
the processor consist of processing on a large scale of special categories of data pursuant to Article 9
and personal data relating to criminal convictions and offences referred to in Article 10.”

35T EU, GDPR, §37(4), “In cases other than those referred to in paragraph 1, the controller or processor
or associations and other bodies representing categories of controllers or processors may or, where
required by Union or Member State law shall, designate a data protection officer. The data protection
officer may act for such associations and other bodies representing controllers or processors.”

358 WP29, Guidelines on Data Protection Officers (‘DPOs’) (5 April 2017) 9.
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339 WP29, Guidelines on Data Protection Officers (‘DPOs’) (5 April 2017) 5.

360 EU, GDPR, §37(2), “A group of undertakings may appoint a single data protection officer provided
that a data protection officer is easily accessible from each establishment.”

361 EU, GDPR, §37(3), “Where the controller or the processor is a public authority or body, a single data
protection officer may be designated for several such authorities or bodies, taking account of their
organisational structure and size.”

362 EU, GDPR, §37(5), “The data protection officer shall be designated on the basis of professional
qualities and, in particular, expert knowledge of data protection law and practices and the ability to
fulfil the tasks referred to in Article 39.”

363 EU, GDPR, §37(6), “The data protection officer may be a staff member of the controller or processor,
or fulfil the tasks on the basis of a service contract.”

364 WP29, Guidelines on Data Protection Officers (‘DPOs’) (5 April 2017), 12.
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365 EU, GDPR, §37(7), “The controller or the processor shall publish the contact details of the data
protection officer and communicate them to the supervisory authority.”

366 EU, GDPR, §38(4), “Data subjects may contact the data protection officer with regard to all issues
related to processing of their personal data and to the exercise of their rights under this Regulation.”

367 EU, GDPR, §39(1), “The data protection officer shall have at least the following tasks: (a) to inform
and advise the controller or the processor and the employees who carry out processing of their
obligations pursuant to this Regulation and to other Union or Member State data protection provisions;
(b) to monitor compliance with this Regulation, with other Union or Member State data protection
provisions and with the policies of the controller or processor in relation to the protection of personal
data, including the assignment of responsibilities, awareness raising and training of staff involved in
processing operations, and the related audits; (c) to provide advice where requested as regards the
data protection impact assessment and monitor its performance pursuant to Article 35; (d) to
cooperate with the supervisory authority; (e) to act as the contact point for the supervisory authority
on issues relating to processing, including the prior consultation referred to in Article 36, and to
consult, where appropriate, with regard to any other matter.”

368 EU, GDPR, §39(2), “The data protection officer shall in the performance of his or her tasks have due
regard to the risk associated with processing operations, taking into account the nature, scope, context
and purposes of processing.”

3% EU, GDPR, §38(5), “The data protection officer shall be bound by secrecy or confidentiality
concerning the performance of his or her tasks, in accordance with Union or Member State law.”

370 EU, GDPR, §38(1), “The controller and the processor shall ensure that the data protection officer is
involved, properly and in a timely manner, in all issues which relate to the protection of personal
data.”
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31 EU, GDPR, §38(3), “The controller and processor shall ensure that the data protection officer does
not receive any instructions regarding the exercise of those tasks. He or she shall not be dismissed or
penalised by the controller or the processor for performing his tasks. The data protection officer shall
directly report to the highest management level of the controller or the processor.”

372 EU, GDPR, §38(6), “The data protection officer may fulfil other tasks and duties. The controller or
processor shall ensure that any such tasks and duties do not result in a conflict of interests.”

373 EU, GDPR, §38(2), “The controller and processor shall support the data protection officer in
performing the tasks referred to in Article 39 by providing resources necessary to carry out those
tasks and access to personal data and processing operations, and to maintain his or her expert
knowledge.”

374 45 CFR 164.530.
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383 Singapore, PDPA, §11, “...(3) An organisation shall designate one or more individuals to be
responsible for ensuring that the organisation complies with this Act. (4) An individual designated
under subsection (3) may delegate to another individual the responsibility conferred by that
designation....”

384 Singapore, PDPA, §11, “...(5) An organisation shall make available to the public the business contact
information of at least one of the individuals designated under subsection (3) or delegated under
subsection (4). (S5A) Without limiting subsection (5), an organisation is deemed to have satisfied that
subsection if the organisation makes available the business contact information of any individual
mentioned in subsection (3) in any prescribed manner....”

385 Singapore, PDPA, §11(6), “The designation of an individual by an organisation under subsection (3)
shall not relieve the organisation of any of its obligations under this Act.”
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386 Singapore PDPC, Advisory Guidelines on Key Concepts in the PDPA (1 October 2021), paras. 21.4-
21.6.
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(1) Directive 95/46/EC of the European Parliament and of the Council
of 24 October 1995 on the protection of individuals with regard to
the processing of personal data and on the free movement of such
data.

(2) Regulation 2016/679/EU of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC.

2~ FRER

(3) California Civil Code, Division 3, Part 4, Title 1.81 (Customer
Records).

(4) California Consumer Privacy Act of 2018 (California Civil Code,
Division 3, Part 4, Title 1.81.5).

(5) California Consumer Privacy Act Regulations (California Code of
Regulations, Title 11, Division 1, Chapter 20.

(6) California Privacy Rights Act of 2020 (Initiative Proposition 24).

(7) Code of Virginia, Title 18.2, Chapter 6, Article 5 (False
Representations to Obtain Property or Credit).

(8) Gramm-Leach-Bliley Act (GLBA) Regulations (16 CFR Part 314).
(9) Health Insurance Portability and Accountability Act (HIPAA)
administrative simplification (45 CFR Parts 160, 162, and 164).
(10) Virginia Consumer Data Protection Act (Code of Virginia, Title

59.1, Chapter 53).
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(22) Personal Data Protection Act 2012 (Act 26 of 2012, Amended by

Act 40 of 2020).

(23) Personal Data Protection Regulations 2021 (SL 63/2021).

(24) Personal Data Protection (Notification of Data Breaches)

Regulations 2021 (SL 64/2021).

(25) Court of Justice of the European Union (CJEU), Patrick Breyer v
Bundesrepublik Deutschland (Case C-582/14), Judgment of 19

October 2016.

ity sl v

1« AR

(26) % FF =r R R4S % 12021 £ 1 2024 £ (2021 £ 1

9)0

Q) 4REFFRLAEAM 101 & 10" 24 p 2F8RLEFH
10130002690 5 3 -

(28) j% 7320 % B 101 &
(29) i% 525 % [/ 102 &
(30) i% 525 % [/ 104 &
(31) i 725 % [/ 104 &
(32) % 7330 % B 105 &
(33) j% 7320 % B 106 &
(34) #7320 % B 106 &
(35) % 525 % @ 107 &
(36) i% 525 % {107 &

127 10p =&
3 12pxEF

F % 10103107080 55 o

% 10100271950 &L o

87 20 P i3 % 10403510420 5 o

107 23 p 2%
I1* 11 pz&

% 10403513240 FLd o

F % 10503515840 55 o

1% 26p &% % 10503517710 35 -

67 5P &3
50159 &%
79 3p ey

289

% 10603503230 5.3 o
% 10703506760 %3 o
% 10703507550 5% o



(37) #FE3RA R 107 £ 9 7 5p 2 EF % 10703513330 5L o

(38) 2 AR F 107 £ 57 15 p 2 &5 % 10703506760 55

G MpSFBEL A ¢ 2K 107 & 11 % 11 p %% 3 % 1072002136
Bl o

(40) M3 B4 R ¢ LB 108 17 22 p 3% F % 1080000958 %5
o

A4) R3S BL R ¢ aWI108E 37 12 p %23 % 1082000384 5%

2

(42) AFSFEL R ¢ AR 109 # 07 * 24 p 323 % 1090015912
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(45) Article 29 Data Protection Working Party (WP29), Guidelines on
Automated Individual Decision-Making and Profiling for the
Purposes of Regulation 2016/679 (6 February 2018).

(46) European Commission, Data Protection as A Pillar of Citizens’
Empowerment and the EU’s Approach to the Digital Transition -
Two Years of Application of the General Data Protection
Regulation (COM(2020) 264 final, 24 June 2020).

(47) European Data Protection Board (EDPB), Guidelines 3/2019 on
Processing of Personal Data through Video Devices (10 July 2019).

(48) EDPB, Guidelines 05/2020 on Consent under Regulation 2016/679
(4 May 2020).

(49) WP29, Guidelines on Data Protection Impact Assessment (DPIA)
and determining whether processing is “likely to result in a high
risk” for the purposes of Regulation 2016/679 (4 October 2017).

(50) WP29, Guidelines on Data Protection Officers (‘DPOs’) (5 April
2017).

(51) WP29, Guidelines on Personal Data Breach Notification under
Regulation 2016/679 (6 February 2018).
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(57) Personal Data Protection Commission (PDPC), Advisory
Guidelines on Key Concepts in the PDPA (1 October 2021).

(58) PDPC, Guide on Managing and Notifying Data Breaches Under the
PDPA (15 March 2021).

(59) PDPC, Guide to Managing Data Breaches (8 May 2015).

(60) PDPC, Guide to Managing Data Breaches 2.0 (22 May 2019).
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(62) £+ £ (2019) > (GDPR #phdp3l~ Bt L=/ 33" %
BERWL) KRS BLR LA LEL o
(63) £+ £ (2020) > (FERB A T FE2 /7R GDPR % 7

ZAREAEFLTRERWR) CHARFELA §L27 ]
o

(64) s (2021) > (PFHFEP AL B FTHEE gL
MaEa TR R ETeRR) » (2 28%mE) 150 %
24 > F 337-400 -

(65) 3 F s~ (2021) » (GDPR * {73 % & 3= 4F 24 2 A 474 4p
MR 2= 3585 FL) RS ELA 4+
FyApd oo

(66) 38~ F (2020) - (fiB A FALHsE 23k cookie 2 T iz »
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(67) California Privacy Protection Agency, Invitation for Preliminary
Comments on Proposed Rulemaking under the California Privacy
Rights Act of 2020 (September 22, 2021),
https://cppa.ca.gov/regulations/pdf/invitation_for comments.pdf.

(68) California Privacy Protection Agency Board, Meeting Materials
(June 14, 2021),
https://cppa.ca.gov/meetings/materials/20210614.pdf.

(69) James Denvil & Arielle Brown, CPRA Countdown: Changes to the
Definition of “Personal Information” (29 January 2021),
https://www.engage.hoganlovells.com/knowledgeservices/news/c
ountdown-to-the-california-privacy-rights-act-changes-to-the-
definition-of-personal-information.

(70) Lee & Ko, Proposed Amendments to the Personal Information
Protection Act (March 5, 2021),
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https://www.legal500.com/developments/thought-
leadership/proposed-amendments-to-the-personal-information-

protection-act/.

(71) UK Information Commissioner’s Office, When can we refuse to
comply with a request?,
https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-
gdpr/right-of-access/when-can-we-refuse-to-comply-with-a-

request/.
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